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Abstract

Personalization, the practice of dynamically tailoring functionality for the needs and wants of each
user, is a natural step in the evolution of many computing systems (such as PCs, search engines,
and recommendation systems). The merits of personalization are obvious: Users get services more
quickly and accurately, context and information gets more relevant, and the interaction between
users and the personalized system becomes more amicable. This thesis explores personalization as
a natural step of the network’s evolution, along with its associated benefits and challenges.

At first, personalization might seem irrelevant for networks—after all, the network has a single,
unambiguous and objective task to complete: Carry packets from one side to the other as quickly as
possible. But in practice, networks are more complicated, continuously taking decisions about which
traffic gets priority, how different applications are being charged, and to which WiFi network a user
should connect and with what password. Making these decisions while ignoring users often produces
suboptimal results. For example, the net neutrality debate highlights the dangers in dampening user
choice and innovation when ISPs and Content Providers decide which applications are prioritized
or zero rated. Similarly, our day-to-day interaction with several user-agnostic networks results in
a fragmented user experience: We use different authentication methods and credentials for each
network; reachability to desired resources is subject to the network to which we are connected; and
we have very little, if any, control over policies such as firewalls and QoS settings.

This thesis presents a generic network architecture for personalizing network functionality. Net-
work operators structure and expose functionality as high-level services (e.g., a fast lane or a zero-
rated lane), and then let users tailor these services by expressing their own preferences. A critical
piece for personalized network services is how do users communicate their preferences to the network.
Network cookies, a generic mapping abstraction, provide this user—network interface in a way that
is simple yet expressive, respects the tussle between different stakeholders (e.g., users, ISPs, content
providers and policymakers) in terms of security, privacy, revocability and authentication, and can
be practically deployed in existing networks.

Leveraging network cookies and user preferences, I describe a user-focused alternative for the
net neutrality debate: Enable fast or zero-rated lanes and allow users to decide which traffic goes

over them. Through user studies for zero rating and fast lanes, I demonstrate that user preferences
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are heavy tailed, and users are willing to express their preferences if there is a simple way to do
so. Network cookies allow users to express high level preferences (e.g., prioritize a website or a
mobile application) with high accuracy in the presence of encryption and middleboxes. I validate
the approach through the design and prototype implementation of Boost, a user-driven fast lane
deployed in 160 home networks.

The last part of the thesis extends the concept of personalization by enabling a fully personalized
network experience: Users define their network properties once (i.e., their WiFi SSID and password,
devices, and policies such as QoS and firewalls) and their network follows them wherever they go—
at workplace, public hotspots, or a friend’s home. Personal WiFi networks provide users with a
simplified and consistent experience regardless of how they are connected to the network. I describe
the design and prototype implementation of BeHop, a personalized WiFi infrastructure deployed in

a student dorm at Stanford University.
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Chapter 1

Introduction

1.1 Motivation

Personalization is a natural step in the evolution of many computing systems. Personal computers
(PCs) marked the move to an era where each individual had his own, dedicated machine, customized
to fit his very own needs—installed applications, configuration, and wallpaper picture. Websites
remember our preferences—our language, country of origin, and last activity when we visited this
site. Movie and restaurant recommendations are adjusted based on our location, browsing history,
places visited, ratings, and recommendations from friends. Even cars now come with driver profiles
so that seat positioning, temperature, speeding, and braking behavior are all customized on a per-
user basis.

The merits of personalization are obvious. Baseline functionality tailored for the needs and
preferences per-individual enable users to get services more quickly and more accurately; system
information becomes more relevant, and the interaction between users and the personalized system
is more amicable.

One layer below this personalized front end lies the actual network that interconnects and en-
ables these services. Ideally, personalization should be irrelevant here—the network has a single,
unambiguous and objective task to complete: carry packets from one side to the other as fast as
possible. But in practice, networks are more complicated. Which packets get priority over others,
which traffic gets exempted from data caps, or which WiFi network should a user connect to and
with what password?

There is no good answer of how to deal with these dilemmas. Should networks be ignorant of
the desires of their users, is there a one-size-fits-all solution, or can a personalized network improve
the experience for each individual user?

The goal of this thesis is to explore personalization as a natural step of the network’s evolution.

along with its associated benefits and challenges.
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1.2 The Personalized Network

Networks provide various functions to enable users access the content they want: authentication
to protect the network from unauthorized access; routing to send packets to their destination; QoS
to provide better bandwidth or latency guarantees; and billing to charge network usage. In a
personalized network, these functions are tailored to accommodate the needs of specific individuals,
as opposed to general user groups or network administrators. Personalization is not limited to
a specific network service (such as a high-bandwidth service) but rather suggests a generic, user-
focused approach while building and exposing network functionality. Let’s look at some specific use
cases where personalization can be helpful:

Fast Lanes and Net Neutrality: Fast lanes provide higher bandwidth to certain traffic. At
a technical level, we have all the pieces to enforce fast lanes today: scheduling algorithms, capable
routers and switches, automation, and expertise to configure them in the actual network. What we
lack is a critical piece of information: which traffic should go over the fast lane? Users can directly
answer this question for themselves: one will choose Netflix, another Hulu, and a third ESPN when
the local team is playing. A small group of PhD students would choose their conference paper upload
website a few moments before an upcoming conference deadline. A personalized fast lane adjusts to
the needs of individual users, maximizing utility for each one separately. Today, ignoring what users
want, we are stacked with two mediocre options, as expressed in the current net neutrality debate:
fast lanes where ISPs decide which traffic goes through them, and a neutral network that treats all
traffic the same, as the best alternative to preserve user choice and innovation in the Internet.
Data-caps and Zero-Rating: Monthly data-caps and zero-rating services are network functions
related to data usage and charging. While data-caps limit usage for baseline traffic (e.g., 1 GB/month
for a cellular data-plan, or 100 GB/month for a home network), zero-rating services pick certain
traffic to be excluded from these usage limits; some do not even require data-plans. They help
ISPs cope with increasing traffic demand and experiment with new business models; and users
access content which would otherwise be expensive or inaccessible. The question is similar with
the previous fast lane example: which traffic should be zero-rated? There are several zero-rating
services deployed today. Facebook Zero is a partnership between Facebook and mobile operators in
developing countries, where users can access Facebook with no need of a data plan; Wikipedia follows
the same model. T-Mobile’s Music Freedom and BingeOn programs whitelist and zero-rate a small
number of music and video streaming applications respectively. Existing zero-rating services try to
guess what users want, offering one-size-fits-all solutions. An online survey with 1000 smartphone
owners (84) showed that these don’t work for everyone, revealing several different usage profiles:
people who stream video or music on their commute; social network or news addicts; avid runners
who want to map their runs; and people who only care about maps and GPS navigation while on
the go. A personalized network would allow each user to adjust zero-rating for his own needs.

Guest WiFi and Authentication: Our sources of WiFi connectivity continuously increase: our
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home WiFi network, corporate WiFi, public hotspots, restaurant and coffeeshops, supermarket and
shopping stores. Unfortunately, complexity increases with the number of sources, as we have to deal
with the diversity of all these networks: register or ask for SSID, password, and username; connect
to unencrypted networks, setup VPN and use cloud-enabled services to allow our devices to talk
across networks. All these networks are unaware of their users, statically configured by their own
administrator. What would a personalized WiFi connectivity look like? We would always connect
through our own SSID and password; our firewall and parental control policies would always apply;
and our devices (at home, work, and mobile) would be reachable all the time. Our personal network
would follow us wherever we go.

Non Shortest-path Routing: The route that packets follow is invisible to users—it results from
a combination of shortest-path routing, traffic engineering, and peering agreements between ISPs.
However, control over packet routing can sometimes be useful for users. This is verified by existing
overlay services. Virtual Private Network (VPN) and proxy overlays enable users to surf the web
anonymously, or access a website as if they were in a specific country or location (e.g., a university
campus). Similarly, developers would benefit from routing flexibility if they could test their appli-
cations by routing traffic through the paths their customers use (e.g., to experience different data
plans, pass through the core mobile network of an ISP, or even go through a different ISP to check
how their traffic engineering policies might affect the application). These choices are not in conflict
with ISP policies—they can complement each other. A personalized network would enable users to
adjust routing for their needs, when shortest path is not enough.

Internet Plans: Internet plans are static and coarse. Users sign up for a plan that they must
adhere to for at least a few years. However, their needs are much more dynamic and unique. Some
users overprovision their plans to address this mismatch. A family may purchase a year-long, high-
speed plan for their vacation lake house, yet only visits occasionally and stream a few movies per
year. Others are more conservative; they underprovision and lack desired network resources when
needed. Urban users surrounded by WiFi might sign up for a limited LTE plan, but they regret
their choice when they want to use navigation or stream music during a road-trip. A personalized
network would enable users to customize their Internet plans dynamically to fit their very specific
needs.

Several other use cases will evolve, such as personalized firewalls and services that let users choose
trade-offs between quality, bandwidth and/or battery usage. I will revisit some of these examples
as motivating use cases throughout this thesis, and I will describe them in more detail in chapters
84 and §5.
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1.3 Challenges to personalization

Personalizing network functions comes with certain challenges. What is the right interface to expose
to users? How can we translate high-level user preferences to low-level network semantics? What are
the incentives and concerns of different stakeholders (users, ISPs, content providers, policymakers)
and how to balance across them? How can we scale network provisioning to account for each user’s
unique preferences? Some of these challenges will be solved once in a generic way, and others will
have to be revisited for each network service separately. I discuss some of these challenges below:
Users Vs. Network Comprehension: What is simple for users is complex for networks; and
what is simple for networks is meaningless for users. Users understand high-level semantics, like
their favorite website and mobile application, or that they are watching a movie on their living-
room TV. In contrast, the network sees a collection of packets and flows, often encrypted with
HTTPS, aggregated by network address translation boxes (NAT), and destined to/originating from
IP addresses of general-purpose servers in Content Distribution Networks (CDN) or datacenters.
Bridging this gap between users and networks is essential to enable meaningful personalization.
Network owners have their policies: Owning and operating a network comes with responsibil-
ities and cost. Personalization should coexist with the ability of network administrators to enforce
their own policies. For example, while users decide which traffic goes through their fast lane, the
ISP should be able to limit or charge usage appropriately. While users are able to connect to any
WiFi AP using their own SSID and password, the owner of a home WiFi network should be able to
control who can connect to the Internet through his own access point.

Heavy-tailed user preferences: Existing network services limit user choice to a few, very
popular applications (e.g., T-Mobile’s Music Freedom program). But users want different things,
and we know that their desires are heavy-tailed. Letting users personalize their networks should
enable them to realize all their preferences, regardless of how popular or appropriate they are. To
accommodate this heavy-tail, personalization should minimize the cost for adding a new preference.
Accommodating the Tussle [18]: Stakeholders (users, networks, content providers, applications,
and policymakers) have different interests and trust relationships. For example, a user wants to
prioritize an application, but he wants to protect his privacy and not reveal to the network which
application this is. A content provider wants to be zero-rated, but keep some of its traffic unidentified
for A/B testing. And an operator doesn’t trust DiffServ markings from other networks, resetting
DSCP bits across network boundaries. Conflicts and tensions will differ with type of network services,
stakeholders involved, regulatory frameworks. Network personalization should accommodate this
tussle by providing the necessary primitives and allowing different outcomes in different places.
Scaling to thousands of users: Personalizing network functions comes with scalability concerns.
We now need to provision the network with tens of thousands of preference-sets (defined by users)

instead of a single one (defined by the network administrator).! Scalability depends on the network

IWe focus on access/edge networks and assume moderate aggregation levels.
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feature to be personalized, capabilities of equipment (e.g., number of hardware queues in a router),
and will have an impact on what services and guarantees a network can offer to users.

Existing mechanisms do not work: The above-mentioned challenges are manifested by limi-
tations of existing mechanisms which might initially seem good candidates to enable network per-
sonalization, such as Deep Packet Inspection (DPI) and DiffServ. DPI requires heavy configuration
both to the application and the network to identify a simple service, such as a video flow from a
specific content provider. It becomes impossible to detect more complex structures, like a website or
a mobile application with contents from multiple sources (javascript libraries, social sharing plugins,
embedded videos). This high-transaction cost prevents DPI from covering the heavy tail of user
preferences and dynamic user context. DiffServ—a packet marking mechanism—doesn’t provide
any means of authentication, and assumes a small number of predefined services. As a result, it
is used only within a single administrative domain, with markings ignored or reset across network

boundaries. I discuss limitations of existing mechanisms in detail in §3.

1.4 Our Solution: Expressing User Preferences with Net-

work Cookies

This thesis has two main goals; first, to demonstrate that personalized network services are practical,
beneficial, and applicable in different contexts; and second, to provide a technical foundation for
implementing and deploying such services.

I demonstrate the value and practical benefits of personalizing networks through three real-life
examples. Two of them are relevant to net neutrality. A user-driven fast lane called Boost, deployed
in 300 homes; and an online survey of 1000 smartphone owners with regards to zero-rating services.
The third one, a personalized testbed that improves WiFi connectivity in a university dormitory,
shows the applicability of the proposed approach in different contexts.

These examples suggest a generic approach for personalized networks: structure and expose
network functionality as high-level services (e.g., a fast lane, or a zero-rated lane), and then let users
tailor these services by expressing their own user preferences (e.g., “I want traffic from Netflix to be
fast, or my favorite podcast to be zero-rated”).

To communicate user preferences to the network, I developed a user<rnetwork interface called
network cookies®. A network cookie—similar to HTTP cookies—is a small piece of data that users
append to their traffic to use a specific network service. To address the challenges described earlier,
cookies follow certain design choices. They provide a generic mapping abstraction which can map any
traffic to any service (or state in general), e.g., boost or zero-rate a website or a mobile application.
Cookies place most of the intelligence to translate high-level user preferences to low-level network

semantics closer to the user. This enables users to directly express their preferences (serving their

21 will be using cookies and network cookies interchangeably.
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heavy tail), but also enhances preferences with rich and dynamic user context (e.g., unencrypted
content, user location, activity monitoring). They provide the necessary security and accountability
primitives through cryptography-based authentication and revocation; they can be incrementally
deployed in the presence of HT'TPS, NAT, and CDNs. In essence, network cookies decouple what

users want from how their desires are implemented in the network.

1.5 Organization

Chapter 2 describes a generic architecture for personalized networks and a simple example (a person-
alized fast lane) which will act as a reference for following chapters. Chapter 3 introduces network
cookies, a mechanism used to express user preferences to the network. I describe the concept
of network cookies, discuss implementation and deployment details, and compare it with existing
mechanisms. Chapter 4 studies how user preferences and network cookies can be applied to the net
neutrality debate. I discuss a prototype deployment of a personalized fast lane called Boost in 300
homes, an online survey of user preferences with regards to zero-rating, and discuss the implications
of user preferences and cookies for network regulation. In Chapter 5 I show how user preferences

can be applied to personalize and improve WiFi connectivity. Chapter 6 concludes this thesis.



Chapter 2

Architecture

This chapter proposes a generic architecture to structure a personalized network service. Coming
up with a system architecture involves two main tasks: (i) identifying the individual components
that provide the desired functionality, and (ii) dividing the labor between them.

The first task is simple, as there are two main entities: users who declare their preferences, and
the network that configures the switches and routers to provide the desired network service.

The second task is more complex—there are many ways to divide functionality between users and
the network. A critical design choice for a personalized network service is the interface between the
users and the network; i.e., how users communicate their preferences to the network. This choice can
shape what type of functionality the system can offer, how inclusive it can be with user preferences,
and how well it can meet the needs and incentives of different stakeholders.

In this chapter, I look at the individual components and explore the design space for a personal-
ized network architecture (Figure 2.1). I also outline the choice of this thesis, which follows a simple

principle:

Users define which traffic gets what type of service, and when this happens. The network decides

how and where service provisioning is implemented in the network.

2.1 Users and User agents

Users are the individuals who use the network.! They interact at a high level with the overall system
and use their preferences to tailor the personalized service for their own needs. “I want Netflix to be
fast,” or “I want my work-related video calls to get the best available service.” Besides preferences,

users have unique knowledge of their current context beyond what any network can deduce. For

11 shall clarify the distinction between users and network administrators. Unlike administrators, users lack knowl-
edge, access rights, and interest to directly access and configure the networking equipment.
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Figure 2.1: Basic architecture for personalized networks. Users express their preferences to user-
agents which then communicate them to the network through a well-known interface.

example, users get frustrated when their video stream is rebuffering. Similarly, two video streams
from the same content provider may have different priorities, depending on which plays on the living
room TV. Often, user desires might seem unreasonable as long-term policies but can be logical given
the current context. Consider a file upload: while uploads are typically considered background
traffic, a student uploading a large submission for an impending deadline will consider this upload
the most important task in his network.

Giving users control might sound counter-intuitive at first. Many argue that typical users have
neither the expertise nor the interest to do so, and instead the network should be smart enough to
do the right thing. I claim that this is not true. Only users know their preferences; neither the
network nor content providers do.

Users express their preferences with the help of user agents. User agents essentially serve three
roles: i) interact with the network to discover available network services, ii) provide an interface for
users to express their preferences and extract relevant user context (e.g., traffic associated with a
website), and iii) communicate these preferences to the network.

User agents can directly forward a preference to the network (e.g., “make Netflix faster”). Alter-
natively, they can leverage user context and application-specific state and enable richer preferences
(e.g., ask for extra bandwidth when the video client buffer runs low, or prioritize traffic from the ac-
tive tab of a browser). User agents will vary a lot and rapidly evolve over time. They can be deployed

in different places (e.g., embedded in an application or be part of the Operating System), enable
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dynamic or static preferences, and expose diverse network functionality. I will discuss different types

of user agents in Chapters §4 and §5.

2.2 The Network

The network encompasses all parties involved to provide network-related functionality: routers,
switches, and middleboxes, as well as network administrators who set the policies and configure the
equipment. To enable personalization, network services should allow users to tailor this functionality
for their own purposes. One example is a virtual Wi-Fi network where each user can define and
connect through his own SSID and password. Similarly, a fast lane where users decide which traffic
gets prioritized.

Letting users decide does not imply that administrators give up control. Network Administrators
still own, manage, and operate the network, define the network services and their characteristics,
and ensure that the infrastructure can deliver on them. They can still maintain and enforce their
own policies (e.g., how is a fast lane provisioned, what is the rate limit for zero-rating traffic, or who
can access a home AP). It is up to the administrator to decide what control to provide to users. One
might choose to expose an abstract service to users (e.g., a fast lane) and hide the details of how
this is implemented internally, while another can can expose the internal structure of the network

and let users pick the exact path their packets would follow (similar to source routing protocols).

2.3 User-Network Interface

To personalize network functions, we need a mechanism to express user preferences to the network.
This mechanism reflects the division of labor between users and the network, and it can shape the
type of functionality the system can offer, how inclusive it can be with user preferences, and how
well it can meet the needs and incentives of different stakeholders.

To serve a plethora of user preferences, applications, and network services, the user-network
interface has to be generic and stable. Getting it right is therefore very important.

First to consider is at what level should users and networks communicate. User preferences are
high-level (e.g., “I want Netflix to be fast”) while networks operate at a lower level—they just see a
collection of packets and flows with very little context beyond that. One approach is to implement
everything in the network—store user preferences, detect Netflix related traffic, and enforce the
desired service. Another approach is to keep intelligence closer to the user and provide a low-
level, application agnostic interface between users and the network. The former minimizes endpoint
dependencies but is heavyweight for the network. The latter requires endpoint support, but leverages
user context and enables preferences impossible to serve solely from the network (e.g., “prioritize

traffic from the active tab of my browser”). As we will see in the next chapter, this decision has
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implications on whether network services can support the heavy tail of user preferences, or how well
they can respect users’ privacy.

A second consideration is how much control to give users. To make a video faster, users can just
tell the network which traffic to prioritize, or alternatively, choose their own optimal path on a hop-
by-hop manner. Complete user control is good for personalization, but introduces extra complexity
for endpoints, requires ISPs to reveal their internal structure, and can be insecure. Exposing network
functionality at a higher level (e.g., a fast lane) enables users to choose what they want without
worrying about implementation details.

Other properties can also be important. Authentication primitives might be required to charge
for a network service (e.g., prevent unauthorized applications from using a fast lane without user’s
consent). Similarly, a revocation mechanism (i.e., the capability to stop using or providing a service
anytime) can provide trust and accelerate adoption of network services in certain environments. Low
overhead and co-existence with well-established network trends (like HTTPS, CDNs, NAT) can be
desired for a practical deployment.

Surprisingly, existing methods (such as DiffServ and DPI) lack critical properties to facilitate
personalized networks (§3.1). A core contribution of this thesis is the design and implementation of a
novel abstraction—network cookies—to provide the interface between users and networks. Network

cookies follow a simple principle to divide the labor between users and the network:

Users define which traffic gets what type of service, and when this happens. The network decides

how and where service provisioning is implemented in the network.

Cookies decouple what users want, from how this is implemented in the network. They place
intelligence closer to users to leverage user context, enable diverse user preferences, and remove
unnecessary overhead from the network. They expose network functionality as high-level services,
and therefore simplify how users consume it and ISPs implement it. They provide a built-in au-
thentication mechanism, revocation primitives, and can be incrementally deployed with existing
infrastructure. While cookies are not the only plausible choice for personalized networks, I believe
they capture the needs, capabilities and trust relationships of different stakeholders today. Chapter

3 describes network cookies in detail, along with the limitations of existing methods.

2.4 Motivating example: Boost, a user-driven fast lane

Boost is a use-case that follows the proposed architecture to implement a personalized fast lane. I
will briefly describe it here to ground the discussion and use it as a reference for the next chapter.
More details about implementation and deployment follow in Chapter §4.

Boost enables users to prioritize any website they like. They express their preferences to the

Boost user agent on a simple way: every time they want to prioritize a website, they click a button
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on the right side of their browser. The user agent expresses this preference to the network which
then enforces it and sends related traffic through the fast lane.

The Boost agent is embedded at the web browser and provides a basic user interface. By default,
users boost a website ad-hoc, but they can also save their preferences so their favorites websites are
automatically boosted. Besides the basic Ul, the agent has visibility to raw, non-encrypted content
as well as related browser state. It can easily associate flows with a specific website, understand
which tab is active at any point in time, or detect a video client that runs low in buffer and could
benefit from extra bandwidth.

Once the user agent knows the website to be “boosted,” it can follow different strategies to
communicate user preferences to the network. It can tell the network the website and let it figure
out the rest; detect all network flows associated with this tab and share their description (5-tuple)
with the network; mark the traffic using the DiffServ bits; or attach a network cookie to each
outgoing flow.

Finally, the network enforces Boost at the head-end router of its network, just before the last
mile connection. To provide a fast lane the network maintains two queues: a high-priority queue
for traffic from/to the boosted tab; and a default priority for everything else. The high-priority
queue is capped at 90% of available bandwidth to ensure that non-boosted traffic is not starved.
How the network detects traffic to be boosted is a direct outcome of the user-network interface
to communicate preferences. It might have to detect traffic related to Netflix, expose an API to
learn the flows to be boosted, or just detect specially marked packets and send them through the

appropriate queue.



Chapter 3

Network Cookies

Chapter 2 highlighted the user-network interface as a critical piece of a personalized architecture,
as it will shape what type of functionality a system can offer, how inclusive it can be with user
preferences, and how well it can meet the needs and incentives of different stakeholders.

This chapter starts with an overview of existing mechanisms that can provide this user-network
interface and their limitations. Following this, I will describe network cookies, an abstraction that

allows users to express their preferences to the network and to remote service providers.

3.1 Limitations of Existing Mechanisms

A user preference typically results in a subset of traffic getting special treatment from the network.
In this section, I look at three existing mechanisms we could use to communicate these preferences

to the network.

3.1.1 Deep Packet Inspection

Deep-packet inspection (DPI) is commonly used to provide special treatment for a subset of traffic.
In DPI, the network auto-detects traffic to serve differently (e.g., traffic coming from a specific
content provider) and then applies the service (e.g., higher bandwidth or zero-rating). DPI matches
on traffic at line-rate—typically in a middle-box—by examining IP addresses, TCP ports, SSL’s SNI
field, or the packet content. Typically, a new set of rules is added for each application and web
service.

To personalize a network function using DPI, users communicate their actual preference to the
network, which then detects the related traffic and applies the service. In our Boost example (§2.4),
users would explicitly ask the network to prioritize their website of interest.

DPI has what we call a high transaction cost—adding a new preference (i.e., a new set of rules)

12
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comes with high overhead. Originally, this overhead was acceptable, given that DPI did not require
any changes in the endpoints; the network could detect traffic of interest simply by observing packets.
This is no longer true. New services use HTTPS (which is increasingly common) or are hosted on
a third-party CDN (e.g., video services hosted by Akamai). ! TCP ports and IP addresses are
meaningless (most traffic comes through ports 80 and 443, and the same IP address serves traffic
from hundreds of services), and content is encrypted. As a result, DPT either fails to detect traffic
of interest, or requires manual coordination between content providers and network operators to
ensure that traffic is properly detected, further increasing the cost to add a new preference. This
high transaction cost results in low coverage: Only a few, very popular applications will be included
in DPI-based user preference services, as it would be costly for an operator to deal with the overhead
of managing the preferences of each individual user.

Another disadvantage of DPI is that it cannot capture the complexity of typical objects associated
with user preferences, such as websites or mobile applications. Take cnn.com as an example, the
front page for news provider, CNN. Loading its front page generates 255 flows and 6741 packets
from 71 different servers. Most of these servers are not related to CNN, but they host third-party
javascript libraries, plugins for sharing (like Twitter, Facebook, and LinkedIn), or embedded video
players. Nevertheless, they are an inherent part of CNN’s website.

To evaluate the limitations of the approach, I checked how well DPI could boost three potential
user preferences: i) cnn.com, ii) youtube.com, and iii) skai.gr (the website of a Greek TV station).? I
used nDPI [19], a publicly available DPI system that can detect more than 220 popular applications,
protocols, and websites. I asked nDPI to recognize and boost the websites, based on observed network
traffic, and then verified whether it identified them correctly.

Navigating to the front page of each site generated 255/6741, 80/3750, and 83/1983 flows/packets,
respectively. Of the packets, nDPI matched 9% of actual packets from cnn.com and 51% from
youtube.com (Figure 3.1). It didn’t match any packet from skai.gr, as there was no rule for it.
Moreover, nDPT occasionally matched the wrong packets (false positives). When trying to boost
youtube. com, it also matched 12% of packets from skai.gr, as it embedded YouTube’s video player.

Similar to websites, DPI tools fail to detect other objects that can be associated with user
preferences, like a mobile application or a video player. MusicFreedom users recently complained
that they were charged for using music applications advertised as zero-rated[5]. Similarly, a video-
streaming program was able to zero-rate traffic from a specific content provider but failed to detect
advertisement videos coming from a CDN [8].

Perhaps the most problematic issue with DPI is that its functionality depends on the network
knowing the actual, high-level preference of the user. In other words, users have to reveal to their
ISP the service they are requesting special treatment for, potentially hurting their privacy. Clearly

we would prefer a mechanism that allows users to request improved service for any traffic without

L As of 2015, 30% of total traffic in the U.S. was encrypted, and this is expected to double by the end of 2016 [11].
2As we will see in Chapter 4, these are real user preferences from a Boost deployment.
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Figure 3.1: Matching accuracy for three websites using DPI. DPI cannot capture the complexity
of a website, matching only a small percentage of related traffic. It fails to match any traffic from
skai.gr, a less popular website.

explicitly revealing the service they are using. Furthermore, to be compatible with DPI techniques,
content providers must structure and build their service in a way that the network can detect it,
which is then hard to revoke. This is problematic, as it becomes hard to run an A/B experiment
with only a subset of traffic getting special treatment, or to completely withdraw from a service.
In summary, despite their wide deployment, DPI tools struggle to meet the needs of modern
applications and have severe limitations in enabling users to express their preferences. Their high
transaction costs result in high overhead for network operators and content providers and low cov-
erage, which cannot serve the long tail of user preferences. They cannot expose high-level user
semantics (e.g., a website or a mobile application), as they cannot relate a flow with a higher-level
object. Finally, they require actual knowledge of the user preference, which is not necessarily aligned

with the privacy interests of users or content providers.

3.1.2 Out-of-band flow description

A more recent approach has been to leverage the flexible control plane of software-defined networks

(SDNs) and expose an API for applications and users to express their preferences [47, 24]. In this
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Figure 3.2: Matching accuracy for three websites using an out-of-band approach. OOB can match
a website with high accuracy, and respects the long-tail of user preferences. It doesn’t work well
when flows change (e.g., by NAT or encapsulation). Using coarse granularity descriptions leads to
false positive matches.

approach, the user agent tells the centralized control plane which flows to match to (via an out-of-
band [OOB] channel) by describing the actual flows to get special treatment (e.g., using the 5-tuple).
Subsequently, the control-plane programs the switches to match these flows.

OOB removes the burden from the network to detect traffic related to a user preference. User
agents can identify the exact flows related to this preference and directly provide the necessary
flow descriptions to the network, which can then act upon them. OOB therefore removes the
high transaction cost associated with DPI, and—given the appropriate user agent—it can cover
meaningful user abstractions (e.g., a website or a mobile application) with high accuracy (Figure
3.2).

In our Boost example, the user agent would detect all flows related with the boosted tab, and
then inform the control plane through a REST API.

Unfortunately, there are two important limitations associated with this approach. First, signaling
user preferences through the relatively slow control plane can be expensive. Recall that the front page
of CNN has 255 flows; sending each of them through a centralized controller and then reprogramming
multiple network switches appropriately is an expensive process. Often, the actual flow will be

completed before provisioning can take place.
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Second, giving a static flow description does not work when the flow changes—for example, as
it traverses a NAT or is encapsulated. Therefore a user’s description of a flow is most likely invalid
within the network. In the Boost example, the flow will change at the NAT module of the home
router, making the 5-tuple flow description invalid for the head-end router ISP. A workaround would
be to describe a flow only with static fields (e.g., the server’s IP address and port) but this causes
false matches. Boosting skai.gr accidentally boosted 40% of traffic from cnn.com and youtube.com,
as a big part of each traffic website’s originated from the same servers (CDN, analytics, ads, social
sharing plugins).

The limitations of this OOB approach highlight a more generic shortcoming of mechanisms that
depend on the headerspace (i.e., the fields of a packet header) to identify traffic of interest. We've
already seen how CDNs and wide use of HTTP(S) affect DPI tools. In Chapter 5, I will discuss how
dependencies on MAC addresses result in privacy implications and have become a showstopper for

research and industry efforts to add features in WiFi networks.

3.1.3 DiffServ

DiffServ allows endpoints to mark their packets (using the 6 DSCP bits in the IP header) and
map them to a specific class in the network (e.g., high bandwidth, low latency). DiffServ is widely
deployed in commercial routers and is used within ISP or enterprise networks to give preferential
service.

DiffServ has some nice properties. It has zero transaction cost, and it can accurately match any
flow or group of flows with high accuracy, without worrying about false positives. Moreover it does
not depend on other fields in the header—all the information is contained within the DSCP bits,
and, in principle, it can work even if the rest of the flow changes.

However, despite being supported by all modern routers and operating systems, DiffServ cannot
be practically used today to express user preferences to the network. Network operators ignore or
even reset DSCP bits across network boundaries, and popular platforms (like the Chrome browser or
Android’s SDK) do not allow developers or websites to mark their traffic. Even when an application
is allowed to mark the bits for its own traffic, the marking will apply only for the outgoing traffic,
which typically is less critical compared to downlink traffic.

A common fallacy is to blame network operators or application developers for not respecting
and/or not exposing the necessary APIs to mark the DSCP bits. I believe that this lack of support
is simply the outcome of two deeper limitations of the DiffServ mechanism.

First, and most important, DiffServ lacks authentication primitives: Any application can set
the DSCP bits and request service without the user’s consent. Any developer could go and ask for
low-latency, high-bandwidth service, even if it conflicts with user preferences, or—even worse—if it
results in network charges for users. A workaround would be to trust the OS to provide the necessary

authentication functionality, but this would create dependencies on operating systems and can be
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easily bypassed by users and devices.

The second limitation is that the limited set of DSCP bits supports only 64 classes (2°), which
leaves little room for customization. The same class could be used to mark production traffic in one
company, and background traffic or traffic coming from the CEO in another. Expecting all networks
to agree on a small set of predefined network services has proven to be unrealistic.

As a result, DiffServ is only suited as an internal marking mechanism, and it cannot be practically

used today to express user preferences to the network

3.1.4 From Limitations to Requirements

The limitations of existing approaches have motivated my search for a new mechanism, that satisfies
three fundamental requirements.

The proposed mechanism should be simple for users to understand and expressive enough to
enable a variety of services (e.g., fast-lane, zero-rating, and new services that come along) to let
users choose any application they like and to express a complex set of changing user preferences
(e.g., a flow, a website, or a mobile application).

It should respect the tussle and trust relationships between different stakeholders (i.e., users,
the network, content providers, and policy makers). It should preserve a user’s privacy so that users
do not have to explicitly declare their preferences to the ISP when asking for special treatment. It
should prevent an unauthorized party from requesting special treatment without the user’s consent,
and should provide the required security to enable accounting and facilitate services that might
involve charging. Most importantly, the mechanism should be policy-free and should not preclude
a specific outcome on how the tussle is being accommodated. This flexibility is necessary to adjust
within different contexts, regulatory frameworks, and relationships among various parties.

Finally, the mechanism should be practically deployable. It should come with low overhead
and work nicely in the presence of CDN, NAT, and HTTPS. It should be incrementally deployable
without requiring forklift changes in network or content-provider infrastructure.

In the next section, I propose network cookies, a new mapping abstraction that meets these

requirements.

3.2 Network Cookies and Cookie Descriptors

A network cookie is a small piece of data that users attach to their packets. As a packet flows through
the network, the network cookie communicates the user’s preferences to the devices it encounters
along the way, possibly all the way to the end host. The network and the end host inspect the
cookie, look up the cookie in a table, and decide which service to apply to the packet (and possibly

to all other packets belonging to the same flow).
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To prevent an unauthorized third party from replaying or spoofing a cookie, each cookie is unique,
signed, and can be used only once, in ways I describe below. One way to attain these properties
would be for the user to ask the network for a new cookie every time it sends a packet. Clearly, this
would be very slow and burdensome. Instead, the user requests a cookie descriptor, which is then
used to locally generate multiple cookies. Periodically, the user requests a new cookie descriptor
from the network.

The workflow goes like this: The network advertises the special services it is offering on a well-
known server; for example, it may advertise that it has cookies available to boost Amazon Prime
video. The user picks a cookie descriptor from the well-known server; the user may buy it or be
entitled to a certain number per month, via coupons or according to terms the network owner
decides. Once the user has a cookie descriptor, she can use it to generate local cookies and attach
them to her packets. A cookie descriptor typically lasts hours or days and is renewed by the user as
needed.

To understand cookies, it helps to start by looking at the details of the cookie descriptor from

which cookies are generated.

struct cookie_descriptor {
// a 64-bit value that identifies a cookie
// descriptor and acts as a lookup key.
uint64_t cookie_id,
// A symetric, shared key used to sign a cookie.
char * key,
// Service data identifies the network service
// the packet should receive. It is unformatted, and
// can be just the name of the service to be used
// (e.g. a fast-lane) or any other information (e.g.
// a username or a device type).
char * service_data,
// An optional list of attributes
// that characterize a cookie descriptor (when and how
// to use it, whether it is walid or not). We discuss
// some characteristic attributes in 3.4.
char * attributes[]

Listing 3.1: A network cookie descriptor

From this descriptor, the local host generates cookies with the following fields (List. 3.2):



CHAPTER 3. NETWORK COOKIES 19

struct cookie {
// 64-bit id copied from the descriptor.
uint64_t cookie_id,
// A universally unique tidentifier for this specific
// cookie.
uuid_t uuid,
// The current time when the cookie was generated
// from its descriptor, to limit the duration for
// which a cookie is valid and prevent reuse.
// It also reduces the amount of state kept by the
// network (see \ref{subsec:network_phases}).
uint64_t timestamp,
// A Message Authentication Code (MAC) using the
// descriptor’s key (a shared secret between the
// user and the networks) to prevent an
// unauthorized person from generating a cookie.
char * signature

};

Listing 3.2: A network cookie

3.3 Cookie Workflow

Let’s take a closer look at how users express their preferences via the cookie mechanism, and the
pieces we need to make it all work. Figure 3.3 shows the main architecture.

The first component to enable a cookie-based workflow is the user agent. The user agent has a
GUI for users to express their preferences, and in the background, it interfaces with the network to
discover and acquire cookie descriptors. The user agent also generates and adds cookies to packets.
User agents can be integrated with an operating system, a browser extension, or be embedded in an
application (e.g., a content provider’s video player or a VOIP application). The second component
is the known server, which is where users go to acquire cookie descriptors. Finally, network switches
(or middle boxes) are the ones that inspect cookies and apply the right service.

Getting and using a cookie descriptor happens in three stages, which I describe below.

3.3.1 Cookie Descriptor Discovery and Acquisition

Users and their agents learn of network services through standard discovery protocols (DHCP,
mDNS) or from information hardcoded in the application (e.g., Amazon Prime Video might know
where to get special Amazon cookies). Once found, the cookie descriptor is downloaded over an
(optionally authenticated) out-of-band mechanism (e.g., an HTTPS REST API). Different networks
will choose different ways to allow their users to discover and acquire available descriptors. For
example, in a home network, anyone who can talk to the AP might be eligible to get a cookie de-
scriptor, while in a cellular network, users might need to log in through their ISP credentials to get

cookies for a given service.
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Figure 3.3: Architecture and workflow for a cookie-enabled service.

3.3.2 Cookie Insertion

Once users get a cookie descriptor, they have to insert related cookies in their traffic to request a
specific service. There are several ways to use a cookie.

The first consideration is who adds a cookie. Typically, cookies will be added by user agents. In
some cases (as we will see later in this chapter), cookies can also be added by a remote server, which
can act on a user’s behalf.

The next consideration is when to use a cookie. Users insert a cookie when they want to use a
specific service, which can be explicitly requested by the actual user, or assisted by an application
(e.g., a video client can ask for extra bandwidth if its buffer runs low). Moreover, since descriptors
can be tied to a given network, it makes little sense to use them when not connected to it. Cookie
attributes (§3.4) are optional metadata associated with a cookie descriptor that describes how and
when a cookie can be used.

A key aspect of using a cookie is how to “transport” it (i.e., where to add a cookie to our packets).
There is no single answer to this—I suggest supporting multiple choices and picking the one that
works better given the scenario. For HTTP traffic, we can add a cookie as a special HT'TP header;
for SSL traffic, we can add a cookie in the TLS handshake (as a custom extension in ClientHello
messages) [14]; at the transport layer, we could use TCP long options [12], integrate cookies with

a protocol like QUIC, or encapsulate traffic using a custom UDP-based header; and when IPv6 is
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def generate_cookie(descriptor):
value = descriptor.id + uuid() + now()
digest = hmac.digest(descriptor.key, value)
return value + digest

def match_cookie(cookie):

cookie_desc = cookie_descriptors[cookie.id]

if ([cookie_desc ||
[Mcookie_desc.is_valid_sig(cookie) ||
[Mcookie_desc.is_unique_uuid(cookie.uuid) ||
abs(cookie.timestamp - now()) > NCT):

return None
cookie_desc.append_cookie(cookie.uuid)
return cookie_desc

Listing 3.3: Pseudocode for cookie generation and matching.

granted widespread adoption, we can add cookies as IPv6 extension headers. In Chapter 5, I describe
the use of cookies in WiFi Probe Requests to personalize WiFi’s discovery process.

Choosing the right layer to transport a cookie depends on the applications and network services
involved. Even though the basic workflow works regardless of the transport, in 3.6, I discuss some

deployment considerations that could affect where to add a cookie.

3.3.3 Cookie Generation and Matching

The last step to use cookies is to generate and match against them. Generation is easy through the
cookie descriptor, and the cookie is added to an outgoing packet.

When the network detects a cookie, it looks it up and, if needed, enforces the appropriate service.
To verify that the cookie is valid, it checks that (i) the cookie ID is known, (ii) the MAC matches,
(iil) the timestamp is within the “network coherency time,” and (iv) it hasn’t seen the cookie before.
The network coherency time (NCT) is the maximum time we expect a packet to live within the
network, and is set to 5 seconds.

To verify uniqueness, the network keeps a list of recently seen cookies (within the NCT). This is
just a membership test, and we can use Bloom Filters to reduce state keeping. A reasonable NCT
(e.g., 5 seconds) reduces state keeping to verify uniqueness. If a cookie is valid, the network applies
the service directly (e.g., sends the packet through a high-priority queue). If it fails to match, it
behaves as if the cookie were not there, offering default services. Sample code for generation and

matching can be seen in Listing 3.3. I will discuss network deployment considerations in Section 3.6.

3.4 Cookie Attributes

Occasionally, users (and their agents) might need additional information on how and when to use
a cookie. For example, a cookie might only be valid when the user is connected to a specific WiFi

network or in a specific geographic location, or applicable for traffic related to a specific network
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domain. Therefore, cookie descriptors carry unformatted, optional attributes, added by the network
or end host, to provide more specific information about a cookie.

I expect some cookie attributes to become commonplace, such as the following:

e Granularity: A cookie can be applied to a packet or a flow. By default, a cookie characterizes
the flow (5-tuple) that a packet belongs to. If set, granularity lists the header fields that
compose the flow described by this cookie (e.g., 5-tuple for a TCP flow), or limit it to this
packet only. The granularity field can also define whether the service associated with a cookie
should also be applied to the reverse flow. For the Boost example, a cookie attached on an
HTTP GET request would put all packets of this flow (and the reverse response flow) through
the fast lane. A cookie attached in a WiFi Probe Request (§5) would result in a personalized
Probe Response only for this request.

e Shared: When set, the cookie descriptor can be shared among multiple endpoints. In a home-
network example, the home router might acquire a descriptor from the ISP and then act as a
cache, sharing it with devices connected to the home network. Because of the cookie UUID
field, endpoints can generate unique cookies even when they share the same descriptor.

o Acknowledgment Cookie: When set, the remote server is expected to send an acknowledg-
ment cookie with the response. Acknowledgment cookies can be used for different reasons, like
setting up necessary state on the reverse path or verifying that the server received the cookie
from the user. A server could just playback the original cookie sent by the user, or generate
and send a new one (assuming the user shared the cookie descriptor with the server).

e Network delivery guarantees: When set, the network is expected to send an acknowl-
edgment cookie with the reverse traffic to acknowledge that it received and acted upon the
cookie sent by the user. It is similar with the previous attribute, but instead of the server, it
is the network that acknowledges receiving the cookie. There are many reasons why a cookie
could be ignored—for example, a bug in the client or the network, a crash in the switch that
caused temporary loss of state, or an erroneous use of an expired cookie by the client. Network
delivery guarantees can be useful in certain scenarios: Imagine a zero-rating service, through
which a user can stream a video with no charge by using a cookie. Doing so without a cookie
would lead to a $20 charge with standard charging rates. Instead, if the client fails to see
an acknowledgment cookie from the network, it could notify the user that this video will be
charged with nominal rates, giving the option to stop the stream before any charges occur.
This option is better than trying to dispute an unexpected charge at the end of the month.
Network delivery guarantees assume that the network can modify traffic between endpoints to
add a cookie and therefore depends on whether the transport protocol supports traffic modi-
fication. This would be possible using HTTP and IPv6, but SSL/TLS prevents third parties
from altering the communication between endpoints. New protocols (like mcTLS [37]) enhance

SSL to allow middle boxes to change traffic between endpoints in a trusted way.
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e Cookie Transport: This attribute contains a list of protocols over which this cookie can be
carried (e.g., HTTP, TCP, IPv6, TLS).

e Expiration: The expiration attribute states until when a cookie descriptor is valid. Descrip-
tors can be valid for a short period (a few hours or days) or much longer (a year or infinitely).
While use of a service can be revoked at any time by the client or the network (by ceasing use
or matching against a cookie), expiration dates can be used to inform users that a service is

no longer valid with the current credentials, and also limit the risk of a descriptor leakage.

3.5 Putting Everything Together

Let’s revisit our Boost example with cookies in mind. Consider an ISP that offers its customers a
fast lane for their high-priority traffic. The home AP discovers that cookie descriptors are avail-
able at http://cookie-server.com (through the DHCP lease from the user’s ISP). The AP then
connects to the known server with the user’s credentials and acquires a cookie descriptor, which is
valid for one week and can be shared. The Boost extension embedded in the web browser goes to
http://192.168.1.1/getcookies, discovers that a fast lane is available in the network, and asks
for the user’s permission to use it. Cookies are inserted as special HI'TP headers for plain HTTP
traffic or as TLS extensions for encrypted traffic. Upon user requests, the Boost agent uses the
cookie descriptor to generate cookies, adds them to outgoing traffic, and the associated traffic goes
through the fast lane.

Figure 3.4 demonstrates how cookies can boost the desired content with high accuracy and no
false positives. The small percentage of undetected packets are non-HTTP(S) traffic, such as DNS

queries.

3.6 Deployment Considerations

Deployment considerations for a cookie-based service will depend on the network and type of service
to be offered (e.g., last-mile QoS, zero-rating).

To better understand scalability concerns, I built a cookie-based zero-rating middlebox on top
of Click and DPDK [33, 2] using an off-the-shelf server.® The middle-box keeps two counters per IP
address (one for free and another for charged data), and enforces the service in software for both
directions of a flow. Cookies are embedded as a special HT'TP REQUEST header for HTTP traffic
or TLS ClientHello extension for HT'TPS. I expect this NFV-like approach to be common for services
like zero-rating and last-mile QoS deployed in edge networks, and is on par with architecture trends

in ISPs and mobile carriers.

38-core Intel Xeon @ 2.60GHz, 128GB of RAM, 2 10Gb NIC.
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Figure 3.4: Matching accuracy for three websites using network cookies at HT'TP and HTTPS flows.
Cookies can match a website with high accuracy and no false positives, respecting the long tail of
user preferences and work in the presence of NATs, CDNs, and encryption. The small percentage
of undetected packets are non-HTTP(S) traffic, such as DNS queries.

For a given packet, the middle-box has to perform one of three tasks: i) search for a potential
cookie (first 2-3 packets of every flow), ii) search and verify a cookie (a packet that contains a cookie)
or iii) simply map a packet to a given service (for a flow already updated in our system). As such,
performance will depend on traffic parameters, such as the number of packets per flow or new flows
per second.

I evaluated performance against a 15-hour anonymized trace that included all wireless traffic
from Stanford University’s main campus, student residences, and visitor WiFi. It contained 11.3
million HTTP(S) flows originating from 73613 distinct IP addresses (median flow size is 50 packets,
and 99th percentile for new flows per second is 442).% T connected the middlebox with a MoonGen
packet generator [21], which sent flows with cookies and monitored how quickly the middlebox
could forward packets. The setup is shown in Figure 3.5. Assuming 50-packet flows, 100K cookie
descriptors, and a cookie for each flow, the middle-box was able to saturate a 10Gb link with 512-
bytes packets (~48000 new flows per second), much more than required by the university trace.

Performance dropped below line rate for smaller packet or flow sizes (Figure 3.6).

4The trace was collected on 01/26/15 from 9a.m. to 11:59p.m..
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Figure 3.5: A simple testbed to evaluate cookies. A traffic generator sends flows from hypothetical
clients, the middlebox inspects for and acts upon cookies, and the sink detects dropped packets to
benchmark performance.

There are certain steps to further scale this system. First, we can use multiple cores instead
of one and similarly add more than one middle-boxes to scale out the deployment, along with a
load balancer that shares the traffic among servers. A similar approach for software-based NAT was
demonstrated to scale up to 40Gb/s with 6 commodity servers [38]. The main challenge of scaling
out cookies in a distributed deployment comes from verifying uniqueness, as cookies from the same
descriptor might appear in different places (a problem known as double spending in digital cash
schemes). We can relax uniqueness verification in certain cases—for example, an ISP can ensure
that all cookies from a specific descriptor always go through the same middle-box where uniqueness
can be locally verified. An in-depth exploration of potential risks and methods to verify uniqueness
on a distributed deployment is left for future work.

I will now discuss some variations of the above deployment scenario.
Proxy Mode: Instead of deploying cookies in-band with traffic of interest, cookies can also operate
in proxy mode (i.e., co-located with a web proxy through which clients send their traffic). This
can ease deployment (e.g., the service can be deployed in existing datacenters) and is particularly
interesting for use cases in which proxying overhead is not critical (e.g., zero-rating for cellular
networks).
Cookie—+DSCP mapping: Service enforcement does not have to be co-located with cookie in-
spection. The ISP can look up cookies at the edge and then use an internal mechanism to consume
a service within the network (e.g., DiffServ) without requiring all switches to support cookies. In
essence, cookies enable users to express their preference, while the network uses a different mecha-
nism to realize it internally.
Packet-based cookies: Transport protocols that guarantee a cookie is contained within a single
packet (e.g., IPv6 extension header, QUIC) can further improve performance. First, they require
less state, as we don’t need to reassemble part of a flow before processing a cookie. In the extreme, if
every packet carries a cookie, flow-related state is eliminated (at the expense of bandwidth overhead
and higher matching rates). Packet-based cookies can facilitate better hardware support, which
follows next.

Hardware support for cookies: Processing cookies will most likely take place in software, as
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Figure 3.6: Matching performance for a Click-DPDK-based cookie middlebox. Our prototype can
provide 10Gb/s line rate for 50 packet flows and 512-bytes packets using a single core and process
all wireless traffic from a university campus.

current equipment does not support HMAC-style verification or direct state setup for reverse flows.
However, configurable hardware [16] and hardware-software coordination can still be beneficial. The
hardware could detect and forward to software only packets that contain cookies, avoiding the extra
overhead for all other packets. It could further verify the timestamp and compare the cookie ID
against a table of known descriptors, further reducing the amount of packets that need to go to
software. Discussions with hardware vendors implied that these capabilities are available today in
modern hardware.

All in all, while deployment details will depend on the actual service and network under consid-
eration, cookies seem practical for a wide variety of existing use cases. Furthermore, existing trends,
like software-defined networks, programmable hardware, and network-function virtualization will

further improve their applicability and performance.

3.7 From Requirements to Properties

Cookies are designed to meet three high-level requirements: (i) They are simple for users to under-
stand and ezpressive enough to enable a variety of services and user preferences; (ii) they respect
tussles between users, applications, and ISPs and allow for different outcomes by separating the

mechanism (the cookie) from the policy (the preference); and (iii) they can be deployed in today’s
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infrastructure without requiring forklift changes.

To meet these requirements, cookies exhibit specific properties, which I describe below. Table 3.1
provides a summary of these properties and compares them with alternative mechanisms to express
user preferences.

Cookies are simple yet expressive: Cookies are conceptually simple for users to understand:
“I insert a cookie in my packets to make specific traffic faster.” They are a general mechanism for
expressing a wide variety of different user preferences and network services. They are not tied to
a specific network service and can be used for QoS, zero-rating, or generally for linking arbitrary
traffic to arbitrary state and processing (e.g., consume a network service, identify a user, or act as
authentication credentials). Cookies have low transaction cost and can express any preference users
have (i.e., the long tail of user preferences), not just a list of a few popular applications. They
can also express high-level and complex demands, like prioritizing a webpage or mobile application.
They are composable—users can combine multiple services by composing multiple cookies together.
Finally, cookies can be cleanly delegated by the user to either the content provider or some third
party that figures out how to best use cookies for this user. Specifically, users can choose to share
their cookie descriptors with their desired content providers who in turn can generate cookies on
their behalf and apply them to the downlink content. Delegation still keeps the users in control
while respecting any tussle boundaries between content providers and ISPs.

Cookies respect tussles: Cookies respect the trust relationships among users, applications, and
ISPs in terms of privacy, accountability, and authentication. They are unique and can be used only
once, preventing an unauthorized party from spoofing or replaying an already-used cookie. Cookies
are signed and provide built-in authentication during the cookie-acquisition phase, which means that
only the authorized user can generate a valid cookie. User privacy is respected: The network does
not need to know what the traffic is that the cookie is attached to, allowing, for example, a user to
direct a video flow to the fast lane, without revealing the content provider or even the fact that it
is a video flow. Cookies are also revocable by both parties: When users want to stop using a service,
they just have to stop adding a cookie to their traffic; the network can similarly stop matching
against a cookie to stop offering a service. By separating mechanism from policy, cookies can enable
different outcomes in tussles, depending on trust relationships and regulatory frameworks between
the different stakeholders. This will become more clear in Chapter 4, in which I will discuss the
implications of cookies in the net-neutrality debate.

Cookies can be practically deployed: Cookies are separate entities from the traffic itself
(header, payload, and path). Therefore, they are not affected by encryption (https), service co-
hosting (CDN and cloud-based infrastructure), or packet-mangling middleboxes, such as NAT. The
network can capture complex contexts (e.g., a webpage, a mobile application) with high accuracy.
They can be used in multiple transport layers (e.g., HTTP header, TLS handshake extension, IPv6
header). They can also be incrementally deployed by changing only the client and the network—we
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do not depend on servers to recognize or act upon cookies.

In the simplest scenario (e.g., charging, QoS over the last mile), we can detect cookies and enforce
the service for a flow in both directions using a single box. For more involved deployments, cookies
do not need to be deployed in every switch/router in the network; an ISP can look up cookies at the
edge and then use an internal mechanism to consume a service within the network (e.g., DiffServ
or FlowTags [22]). In short, cookies enable users to express a preference, and the network uses a
different mechanism to realize it. Acknowledgment cookies expand cookies functionality, to simplify
service enforcement for reverse flows, especially for asymmetric paths: We can ask the server to
bounce back the cookie we sent, or generate a fresh one from a delegated descriptor and send it
along with the downlink flow. Cookies also fail gracefully; when the network fails to match or verify
a cookie, it can default to best-effort services. Furthermore, we can enhance the cookie workflow
with optional network delivery guarantees. When the network detects a cookie, it generates an
“acknowledgment” cookie from the same descriptor and attaches it to the response. If the client
doesn’t receive an acknowledgement cookie, it shows an alert to the user, asking whether she wants
to continue nevertheless with best-effort service.

While expressive, the separation of cookies and cookie descriptors results in a low overhead mech-
anism. Cookie descriptors are exchanged over a slow and less-dynamic control plane. Therefore,
we can exchange arbitrary-length state without worrying about overhead, add authentication primi-
tives to protect acquisition of cookies and provide accountability, and add attributes to further define
their use. Cookies themselves are tailored for data plane use. They are generated, inserted, and
matched locally in a straight-forward way, they are unique to protect against replay attacks, and

carry cryptographic primitives to ensure integrity, authenticity, and delivery guarantees for security.
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Table 3.1: Network cookies properties and comparison with alternative mechanisms to map traffic
to a network service.
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3.8 Limitations

Network cookies are not a panacea to expose and implement network services—they have certain
limitations, which I discuss below.

To express user preferences, cookies provide a user-network communication primitive. This
happens through a mapping abstraction driven by endpoints and associates traffic to state established
through an out-of-band exchange of cookie descriptors. This one way user—network mapping
abstraction can be limiting in certain use cases. Cookies assume a model in which users
explicitly express their preferences and coordinate with the network. When coordination is not
applicable, cookies cannot help (e.g., a firewall that scans for peer-to-peer traffic without the user’s
consent). Often, other communication primitives outside of user-driven mapping might be required.
A network-driven mapping abstraction can enable an ISP to help video clients choose the right
streaming quality by sharing information regarding the bandwidth and data caps of a user’s data
plan. A generic, bidirectional communication primitive between endpoints and networks can be used
to communicate arbitrary values (instead of predefined mappings through descriptors), such as the
battery level of a device, the queue occupancy of a router, or the signal-to-noise (SNR) of a mobile
phone. While not designed to enable these use cases, cookies can provide some workarounds. To
provide a network—user mapping abstraction, we can send cookies originating from the network,
assuming that the endpoints allow the network to modify traffic. To communicate dynamic state to
the network (e.g., battery level or SNR) using cookies, we can quantize the space to a small number
of predefined values (e.g., low, medium, full battery) and keep a cookie descriptor for each of them.

Despite existing authentication and accounting mechanisms, cookies can be used by unau-
thorized parties in certain cases. The most obvious case is a cookie descriptor leaked to a third
party. Verifying cookie uniqueness can also be challenging, especially in a short time window (i.e.,
sub-second) when cookies are distributed across different middleboxes. Moreover, as cookies are
standalone entities, a man in the middle could potentially “steal” a cookie—drop a flow that carries
a cookie and then use it for his own purposes. The probabilities of, risks of, and protections from such
attacks should be taken into consideration when deploying a cookie-based service. First, reasonable
expiration dates for cookie descriptors can reduce the risk for a leaked descriptor. Network-coherency
time can limit the time window for a replay or stolen-cookie attack. As an extra measure, an ISP
can further confine a cookie to a physical port and/or IP address of a given subscriber to ensure
that it cannot be used by a third party elsewhere.

Lastly, cookies require support both at the endpoints and the network, a significant
challenge towards deployment and adoption. Endpoint support is directly related to where the
cookie is inserted. Depending on the scenario, endpoint support can involve just the application
itself, a shared library, and/or the operating system. Further, if network delivery guarantees are

required, the transport protocol should allow the network to modify traffic.
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3.9 Related Work

In §3.1, T described existing alternatives to network cookies (DPI, OOB, and DiffServ), and how
they fall short to meet the requirements for expressing user preferences to the network. This section
refers to more recent work related to network cookies and expressing user preferences to the network.

FlowTags [22] facilitate enforcement of network services in the presence of middleboxes. To do
so, network administrators and middlebox providers use TOS bits to appropriately tag and track
flows, despite the flow header being modified. FlowTags focus on enterprise settings and assume a
trusted environment and full control throughout the network path a packet follows. Unlike cookies,
they are an internal mechanism for network management, not an interface between users and ISPs.
They lack authentication primitives, support only up to 64 tags, and can be easily spoofed by others.

In OpenSDNW [41], authors use DPI to optimize wireless performance for specific applications
based on user preferences. In [24], the authors suggested a participatory, OOB interface to bring
user and application insights into the network. As discussed earlier, DPI and OOB methods suffer
from false positives (DPI, OOB) or false negatives (DPI). By allowing users to add network cookies,
as tokens to indicate preferred service, these services would be more accurate.

The advent of HTTPS emphasized the limitations of DPI and spurred interest in how to com-
municate between endpoints and middleboxes while preserving end-to-end encryption.

mcTLS [37] extends TLS to allow endpoints to incorporate trusted middleboxes into secure
sessions. It splits the payload into multiple contexts, and upon approval from client and server,
an authenticated middlebox can be read and/or write access on a per-context basis. Additionally,
mcTLS provides rich, bidirectional communication between endpoints and the network. In contrast,
cookies provide a thinner interface (i.e., a mapping abstraction), but at the same time, they are much
simpler than mcTLS. Unlike meTLS, we can carry cookies along with multiple existing protocols (e.g.
http[s], UDP, TCP) without modifications to protocols or the design of a new transport protocol
itself. Cookies don’t even require support from the server and can be incrementally deployed today.
While mcTLS requires both directions of a flow to follow the same path, cookies can relax this
assumption by bouncing back an acknowledgment cookie from the server. If mcTLS eventually gets
deployed, it can be combined with cookies to explore richer communication primitives. For example,
if we put a cookie in its own mcTLS context and allow middleboxes to modify it, we can use cookies
for network—user communication or to generate network acknowledgment cookies.

BlindBox [42] takes a different approach: It performs the deep-packet inspection directly on
the encrypted traffic. BlindBox solves a different problem from expressing user preferences to the
network by making desired traffic properties (e.g., Does a flow contain adult content?) detectable
from encrypted traffic. BlindBox is designed for network tasks like firewalls and IDS; while in
principle one could use it to express a user preference to the network, the associated complexity
is not justified. For example, BlindBox introduces a new protocol, new encryption schemes, and a

heavyweight process to set up the necessary encryption context for a new flow (up to 90 seconds).
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Network capabilities [15] was a proposal to prevent DDoS attacks. Despite the different context,
they are perhaps the closest mechanism to network cookies. Capabilities are tokens granted by
a server to a client, to verify a connection between the two and signal the network to forward it
through a protected path. In contrast, cookies are granted by the network and are not bounded to
a specific connection—both AnyLink and Boost work for any traffic without requiring support from
the servers. Furthermore, cookie descriptors decouple discovery, acquisition and authentication from
actual traffic, leading to a much lower overhead mechanism.

The design of network cookies has been motivated by “the tussle” [18], a position that accom-
modating the tussle between different Internet stakeholders (users, ISPs, content providers, and

regulators) is a crucial part to the evolution of the network’s technical architecture.

3.10 Analogy to HTTP cookies

Network cookies are named after HI'TP cookies, from which they borrow many ideas. An HTTP
cookie is a small piece of data that users attach when they visit a website to customize content for
their needs. A network cookie is a small piece of data that users attach to their traffic to customize
packet delivery based on their preferences. HTTP cookies provide a mapping primitive between a
client and a server, while network cookies provide a mapping between a client and a trusted network.
Similar to network cookie descriptor attributes, HT'TP cookies use attributes such as domain, path,
expiration date, and security to decide when a cookie should be inserted on a web request. It is my

hope that network cookies one day become as widely used as HT'TP cookies.



Chapter 4

User Preferences and Net

Neutrality

In this chapter I discuss user preferences and network cookies in the context of net neutrality. More
specifically, T will look into two types of services that relate to net neutrality (fast lanes and zero
rating), examine the status quo through existing use cases, and discuss how network cookies and
user preferences can move the debate forward. I finally demonstrate the value of network cookies

and user preferences in the context of net neutrality through two user studies.

4.1 Background on Net Neutrality

Policy makers, ISPs and content providers are locked in a debate regarding which applications receive
special treatment from the network, and whether special treatment is in the best interest of users.
This discussion—often referred to as net neutrality, fast and slow lanes, or zero rating—goes beyond
technology, and is a hot political topic; even making into John Oliver’s weekly show and President
Obama’s speeches [6, 1].

Net neutrality is important because of its potential impact on the innovation model, economics,
and use of the Internet. On the other side is the desire to improve the Internet, encourage ISPs to
keep investing to improve it, and compete between each other for users through better services. On
the other side is the concern that if ISPs and content providers can decide which applications get
the best service, they could squeeze out new services, create an insurmountable barrier to entry for
innovative new applications, and dictate user behavior.

Services related to net neutrality can be categorized based on three basic properties, which I
briefly describe below.

1. What kind of special treatment does the network provide? Traditionally, net neutrality

32
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has been about Quality of Service (i.e., high bandwidth and/or low latency). For example, video
applications could use high bandwidth to ensure flawless streaming in high quality, and VoIP or
gaming applications might be forwarded through a low latency channel for better user experience.
A recent example for QoS-based network services is a partnership between Microsoft and Comcast,
in which traffic to Xbox consoles was routed through a dedicated, high-bandwidth channel that did
not interfere with the rest of that home’s traffic. Another type of special treatment (that has recently
gained popularity) is zero rating. Zero rating does not provide any guarantees for traffic performance,
but offers financial benefits to users. Certain traffic does not count against monthly data caps;
sometimes it does not even require a data plan (zero rating is applied either at home or cellular
networks). Several zero-rating services exist today. Music Freedom and BingeOn are programs
from T-Mobile in which some music (and respectively video) applications do not count against data
caps. Netflix had a partnership with Australian ISPs for streaming traffic to be exempted from
caps. Wikipedia Zero and Facebook Zero are similar services for developing countries where access
to Wikipedia (or Facebook) does not even require a data plan.

2. Which traffic gets special treatment? Zero-rated or faster applications will have a sig-
nificant advantage over others, making it hard to compete against. Not surprisingly, which traffic
benefits creates a lot of controversy between stakeholders. A long-standing suggestion has been to
differentiate specific classes of traffic based on their widely accepted needs (e.g., low latency for
VoIP traffic, and high bandwidth for video streaming) or based on a special feature provided by an
ISP feature (e.g., zero-rated music streaming). But any form of classification brings along the risk
of misclassification. For example, if we were to classify VoIP applications as only those that use
the Session Initiation Protocol (SIP) we would miss the most popular ones (such as Skype, Google
Hangouts, and Apple FaceTime). Yet if we were to whitelist the very popular VoIP applications,
how could a newcomer disrupt the existing market, given the disadvantage? And if we give low
latency to VoIP applications, why not do the same for video conferencing or gaming, which have
similar latency requirements? Apart from wide classes of traffic, ISPs often provide special treat-
ment for their own content services (e.g., Verizon zero rates its own Go90 mobile video service, and
Comcast does the same with its StreamTV service). Similarly, some ISPs partner with other content
providers to provide special treatment for their traffic (e.g., Facebook Zero and T-Mobile’s Music
Freedom and BingeOn).

3. Who pays whom? Flow of money depends on the service under consideration. Very often,
participants claim no money exchange; for example, an ISP differentiating his own video service
(Verizon and Go90), offering a network service as a free feature (T-Mobile and Music Freedom), or
using a popular application to promote and penetrate use of cellular data plans (Facebook Zero).
Alternatively, network services can be sponsored; that is, the content provider can pay the ISP for
special treatment.

There are numerous network services today that raise concerns around net neutrality all over
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the world: Music Freedom and BingeOn, sponsored data from Verizon and AT&T, Facebook Zero
and Wikipedia Zero, direct partnerships between ISPs and providers such as Spotify and Netflix.
In most cases, ISPs define all three dimensions (network treatment, participating traffic, and who
pays) through a slow and non-transparent process, rousing fear that they will be able to pick up
winners, squeeze out new services, and create an insurmountable barrier to entry for innovative and
disruptive new applications. To protect users, net neutrality has devolved to “don’t do anything; i.e.,
treat all traffic the same. Meanwhile, the regulatory landscape is vague and changes from country to
country. In February 2015, the FCC’s updated Open Internet rules banned fast lanes over the last
mile, but let the door open for zero-rating services, which the FCC will examine on a case-by-case
manner. Netflix had to withdraw from its zero-rating partnership with Australian ISPs after public
backlash from its users. Facebook renamed Facebook Zero to Free Basics and added more content
providers to its zero-rating program after several users and Internet activists in India complained.
Nevertheless, in February 2016, TRAI (India’s regulatory institution) banned all zero-rating services
(including Free Basics) that are content-specific, following the paradigm of other countries such as
the Netherlands.

There is a recurring pattern whenever such a service is launched, emphasizing the tussle among
stakeholders and absence of transparent, clear, and enforceable policies. Users, non-participating
companies, and net neutrality advocates vocally complain. Participating companies get bad publicity
and occasionally voluntarily withdraw from the service. Regulatory complaints are being filed against

ISP practices, and often contestants end up in courts for resolution.

4.2 How network cookies and user preferences will help

This thesis makes two contributions to the net neutrality debate.

First, network cookies provide a policy-free mechanism to express which traffic gets special
treatment from the network. Cookies alone do not ensure a user-friendly service; in fact, an ISP
could still choose to benefit only its own content. However, cookies provide the technical means to
improve status quo. Existing services can become more inclusive, due to low transaction cost and the
capability to work in different scenarios (e.g., in the presence of encryption and CDNs). Regulators
can better audit ISPs and content providers, as they can easily monitor who has access to cookie
descriptors and how. Trust is better due to cookie revocability, and ISPs can experiment with
different charging models, given the fine-grained authentication primitives. Further, since cookies
are policy-free, each country can dictate its own policy.

Second, and perhaps more importantly, network cookies enable a user-driven approach. While
many arguments are made in the name of protecting users, those very users do not seem to have a
say in the matter. If we are nervous that ISPs and content providers will make decisions that are

detrimental to users, why not let users decide for themselves how their traffic is treated? Done right,
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this could potentially benefit everyone: Users get what they want, ISPs provide more value to their
customers, and popular content gets preferential treatment, even if the service is small and new.

In this chapter I demonstrate the value of network cookies and user preferences in the context
of net neutrality through two user studies. The first, focuses on zero-rating services. I examined a
popular zero-rating service for music streaming (T-Mobile’s Music Freedom) and its properties. I
then surveyed 1,000 smartphone users about their interest and preferences in fast lanes and zero-
rating services, and saw how well Music Freedom meets users’ needs. Contrary to T-Mobile’s claims,
Music Freedom includes only a small fraction of music applications desired by users. It also makes
the assumption that music applications are more important than others. Given the option to select
which application to zero-rate, users chose 106 different applications from different categories (e.g.,
video, audio, social, news); existing zero-rating services cover a very small fraction of them (~11%).

The second user study is a prototype fast-lane service (Boost) deployed in 161 homes. As
mentioned in previous chapters, Boost enables users to decide which traffic gets higher priority
(or decide to not give higher priority to any traffic). They can express their preferences through
a web browser extension, either by prioritizing a specific tab, or by always prioritizing the traffic
from a specific website. Usurprisingly, individual users had their own preferences: 43% of expressed
preferences were unique, (i.e., the preferred website was picked by only one user) while the median
popularity index of prioritized websites (based on Alexa ranking) was 223.

Both studies demonstrate the diverse and long-tailed nature of user preferences, and that users
are willing to express them if there is an easy way to do so. In contrast, any one-size-fits-all approach

is unlikely to work for most users. The rest of this chapter describes these user studies in more detail.

4.3 Analyzing Zero Rating: T-Mobile’s Music Freedom

Music Freedom is a program by T-Mobile for zero-rated music streaming. According to its descrip-
tion, Music Freedom lets users “stream unlimited music from their favorite music services with no
data charges,” such as data from Spotify, Google Music, and other services whitelisted by T-Mobile
do not count against monthly caps. Any music-streaming service is eligible to participate, and there
is no associated cost—it is free for content providers and available at no cost to users with certain
contracts. T-Mobile uses DPI to detect eligible traffic, through a list of IP addresses, URLs, or SNI
fields (a URL exposed during the SSL handshake) provided by each content provider [9]. The details

of this particular program highlight issues in many zero-rating services.

4.3.1 Music Freedom does not include all music services

To test T-Mobile’s argument that users can stream their favorite music for free I performed a simple

experiment. I ran a US-wide online survey with 1000 smartphone owners regarding zero-rating,
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Figure 4.1: Which music services would you like to see included in Music Freedom (e.g., Spotify)?
1000 users mentioned 51 different services. 34 of them (66%, greyed-out) do not participate in Music
Freedom as of November 2015. Online Survey of 1000 smartphone owners, US-wide, 18 — 65 year
old (Survey Monkey Audience Platform, August 2015). Results for Spotify rounded-down to the
second most popular service to remove bias from question.

using SurveyMonkey’s Audience Platform.! Among participants, 63% were interested in zero-rating
programs, which explains why these programs exist. I asked these people which music services they
would like to be part of Music Freedom. Many of them selected a small number of popular services
(like Spotify and Google Music), but they also chose a large number of less popular ones, for a total
of 51 music services. This is what we call a long tail, a well-known and recurring theme in the web.

Only 17 of chosen services were part of Music Freedom as of November 2015.2 34 out of 51 services
(66%) were not participating. Non-participating services vary in popularity: Amazon Prime Music
or Tuneln have hundreds of millions of users, while Naxos Music Library—a service for classical
music--has a few thousands users.

Excluded services exist either because T-Mobile did not care to add them, or the services them-
selves were not interested in being included, or they might not have met the technical criteria set
by T-Mobile. 3

1Online Survey of 1000 smartphone owners, US-wide, 18-65 year old (Survey Monkey Audience Platform, August
2015).

2This list changes with time. Music Freedom originally launched in June 2014 with 7 services, covering only 14%
of music services chosen by users.

3While Music Freedom does not publicly list technical requirements for inclusion, BingeOn—a sister zero-rating
program by T-Mobile for video—requires traffic to be unencrypted and TCP (explicitly banning encryption and UDP).
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4.3.2 Why getting a music service zero rated is hard

T-Mobile claims that any licenced music streaming service is eligible to join the program, but why
are most of them excluded today? I believe a critical reason is the high transaction cost to add a
new service. Let’s look at a real-life example.

I co-ordinated with a radio producer from RockRadio.gr, a Greek radio station. RockRadio sent
an e-mail to T-Mobile (following their online workflow) and asked to be included in Music Freedom.
There was no reply after several months and many reminders. The reason is that T-Mobile has to
manually add RockRadio to Music Freedom, and this is hard. First, somebody from RockRadio.gr
needs to contact T-Mobile and ask to be included. Then, a product manager from T-Mobile has
to check RockRadio.gr and decide whether its eligible for Music Freedom. Finally, T-Mobile has
to be able to detect traffic from RockRadio.gr and exempt it from data caps. This is tricky, and
requires co-ordination between product managers and engineers on both sides. T-Mobile could
ask RockRadio to send traffic unencrypted using HTTP, or use a small, predefined number of TP
addresses to stream music (both guidelines ignore best practices for modern services, namely use of
https and content distribution networks). This is a heavyweight, manual process for both sides and,
given the small number of RockRadio fans in the US, there is no business incentive for T-Mobile to
spend resources to add it in its program. Consequently, only the few very popular services can be
included in the program, ignoring the long tail of user preferences.

There have been several similar cases that failed or struggled to get attention from T-Mobile.
SomaFM, a popular online radio station, spent 18 months to become part of the program, having
been first ignored by T-Mobile then confronted with technical limitations [40]. Even if a service
eventually gets included, 18 months is a very long time and can affect the viability of a new Internet

service.

4.3.3 How to improve Music Freedom

The first step to improve Music Freedom is to make it more inclusive. Cookies reduce the
overhead to add a new participant (both for T-Mobile and content providers), so more services will
be included. T-Mobile just has to provide a cookie descriptor to participants and match associated
cookies, instead of understanding traffic properties for each of them. Content providers will not have
to change their IP addresses or adjust their URL structure to be detected by T-Mobile, which is
easier and provides more trust. For example, if content providers suspect that T-Mobile rate-limits
their service upon detection, they can perform an A /B experiment, by not putting cookies to a small
percentage of traffic.

The second step is to make the process of adding a new participant straightforward

YouTube uses HTTPS and a custom UDP-based protocol called QUIC. Even if T-Mobile and YouTube manage to
workaround these limitations, this will be a showstopper for a small start-up or academic group experimenting with
new streaming technologies.



CHAPTER 4. USER PREFERENCES AND NET NEUTRALITY 38

Category # of apps | Popularity # of apps
AV Streaming 32 < 1M 16
Social 12 1M-10M 13
News 12 10M-100M 28
Gaming 9 100M-500M 14
Photos 4 > 500M 10
Email 4 N/A? 25
Maps 4
Browser 3
Education 2
Other 24

Table 4.1: If you could choose a single application to be zero-rated for you, which one would that
be? 1000 users chose 106 different applications, from various categories and popularity buckets. I
used the number of downloads at the Google Play Store as a metric for popularity. Online Survey
of 1000 smartphone owners, US-wide, 18-65 years old (Survey Monkey Audience Platform, August
2015)

and easily auditable. Small providers complain that T-Mobile ignores them because they are not
big enough; T-Mobile claims that it is open to everyone and uses technical limitations to explain
delays; and the FCC wants to investigate on a per-case basis, but it does not have the means to do
so. Cookies remove technical barriers and make the process straightforward—all an ISP has to do
is give each content provider a cookie descriptor. Regulators can efficiently audit if involved parties
play fairly. The FCC could demand that T-Mobile maintains a public database with the dates for
all cookie descriptor requests, and it should be obliged to provide the descriptor to eligible parties
within three days. This is similar to the FCC’s “local number portability rules,” which requires
phone companies to complete the transfer of a phone number from one company to another within
one business day from user’s request [23].

Third—and perhaps most important—is to let people decide how they want to
use their own zero-rating plans. Several users from my survey responded that they were not
interested in music, but they were interested in zero-rating other applications. When asked to pick
a single application that they would like to zero-rate, many more profiles became visible besides
music fans. Some wanted to watch videos during their daily commute, others preferred social
networks or news applications, a few wanted to do their online courses while on the go, and some
were surrounded by WiFi and they would let their data plans go if they could only get access to
Google Maps directions. Table 4.1 summarizes the categories chosen by users. As with music, many
applications were listed for each category. Some of these applications were very popular (hundreds
of millions of downloads in the Google Play Store), and others had a few thousands downloads.
Instead of guessing what users want, T-Mobile could be much better off just by letting users decide
what they want. For example, it could let users pick their own favorite application to be exempt,

or give them access to a zero-rated but slow lane (e.g., rate limited to 200Kbps) and let them send
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any traffic they want.

4.4 Boost: a user-driven fast lane

Boost is a user-driven fast lane for home networks. Fast lanes over the last mile of the network have
been at the core of the net neutrality debate since the very beginning—in fact,the recent FCC and
European Union rules focused merely on fast lanes, excluding zero-rating services. We have already
seen Boost as a use case for personalized networks in Chapters §2 and §3. Here I will discuss an
actual implementation and deployment of such a service.

I prototyped and deployed Boost to understand how users would customize their networks by
giving them the choice to decide which traffic will travel in the “fast lane” to their home network.
Boost is very simple: It sends fast-lane traffic through a high priority queue and occasionally throttles
non-fast-lane traffic; it was designed to study user preferences, rather than as a production-ready
service. Boost was deployed in 161 homes as part of early testing for Google’s OnHub home router.

Boost consists of two elements, a daemon and server running on the home access point, and a

user-facing agent implemented as a Chrome browser extension.

4.4.1 Boost Agent

The agent is a Chrome browser extension, and lets users decide which traffic to boost in the following
ways:

1. Boost a tab. All traffic from/to a specific tab is boosted. The user initiates this once per tab,
and it lasts until she closes the tab (or after an hour).

2. Always Boost a website. Traffic related to a website gets priority.> The setting is remembered;
whenever a user visits this website, the agent informs the home router of related flows.

Figure 4.2 shows a screenshot from the Boost extension while navigating to Stanford’s online
educational platform. The browser provides an interesting vantage point. Users can boost any
traffic they like, not just a shortlist of popular applications; and they declare their preferences in
an intuitive, easy-to-understand way: They identify webpages they would like to boost. While easy
from the browser’s vantage point, it is much more complicated if viewed from the network; all the
network sees is a large number of flows being started. For example, in the (otherwise simple) task of
loading the frontpage of cnn.com, the browser starts 255 flows to 71 different servers. This highlights
an interesting paradox: What is simple and meaningful for the user (e.g., a webpage, a mobile app)
can be very complex for the network to detect; what is easy for the network (e.g., the IP of a server
or a specific flow) is often meaningless for the users (recall matching accuracy for cookies and DPI

from §3). Cookies with support from an agent can bridge the gap between users and networks.

51 define a website by the domain at the browser’s address bar, and boost all flows generated within this tab.
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Figure 4.2: User Interface for Boost.

Focusing on web traffic and the application layer provides an easy place to start studying users’
preferences, and a relatively easy deployment path. Cookie-related functionality is added without
requiring any kernel, server, or protocol support, and we can develop and deploy actual services on
top of the Chrome browser, which works with standard HTTP(S) traffic. Boost can also leverage
available user context to make preferences more meaningful: They can relate to content, as traffic
is still unencrypted, or take into account the active tab of the browser. They can also be further
enhanced by applications: A user preference can be combined with a trigger from a video client
running low in buffer. These properties are not browser specific, but hint toward a more generic
design choice: Should we place an agent closer to users and applications, or declare them on a more
network-centric approach (e.g., at a network gateway)? I chose the former, as it can capture user
preferences and user context in a much better way.

Cookies are inserted as a special HTTP header for unencrypted traffic, and as a custom TLS
extension (in TLS ClientHello messages) for HT'TPS traffic. To better adjust with TLS and HTTP,
cookies are text-based using base64 encoding. The user agent intercepts outgoing http(s) requests
using Chrome’s extension API, extracts related metadata (e.g., which tab generated it, the url in
the address bar), and if the request matches with user preferences it adds a boost cookie to it. While

adding an http header is straightforward, in order to add a TLS extension I had to modify Chrome’s
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SSL/TLS library.%

To start boosting traffic, the agent issues a boost request to a well-known server (located at the
home router) using a JSON message. The server responds with a boost cookie descriptor. A boost
event (and the related cookie descriptor) expires by default after one hour. To resolve conflicts when
multiple clients want to boost within a household, I followed a simple last one wins policy, and

expect users to resolve conflicts over a beer, if this is not enough.

4.4.2 Boost Daemon and the Cookie Server

Cookie descriptors are available at a server already known to Boost agents. They are stored in a
persistent SQL database and users can acquire them through a JSON API. I implemented a python-
based daemon on the WiFi router that sniffs traffic, looks up cookies, and enforces the desired QoS
service. The daemon sniffs the first three incoming packets for each flow; if it detects a cookie, it
tries to match the cookie against a known descriptor and verifies its integrity. If this is successful,
it adds this and the reverse flow to the fast lane by using a set of standard tools in the WiFi router
(iptables and Linux tc).

To provision the path for boosted traffic, the daemon i) uses the high-bandwidth wireless WMM
queue, and ii) throttles other traffic to ensure certain capacity for boosted traffic through the last-
mile connection. The actual throttling rate depends on the capacity of the WAN connection which
is estimated using periodic active tests. Figure 4.3 shows a scenario for a 6Mbps connection, where
non-boosted trafic is throttled to 1Mbps.

I should emphasize that this Boost prototype is far from perfect; for example, it is not work-
conserving if the user does not use the fast lane. This reflects to the original goal to understand

user’s preferences rather than build the perfect Boost service.

4.4.3 Measurements of Users’ Preferences

The first version of Boost, which uses an out-of-band API to communicate to the WiFi router, was
made available to 400 home users during an internal “dogfood” test of Google’s OnHub home WiFi
router. 161 users (40%) installed the extension in their browsers.

Figure 4.4 shows the websites prioritized by users, the number of clients that boosted a given do-
main, and their popularity, and demonstrates in practice the long-tailed user behavior we saw earlier.
Many users boosted popular U.S. video websites (Netflix, YouTube, HBO, ABC, Fox, and ESPN).
The long tail also includes less popular sites, such as a VoIP service and on-demand video services
from several countries, as well as a website for ticketing auctions, where a few milliseconds might
help secure a ticket for a popular event. Informal discussion with users also pinpointed interesting

usecases: One user had a slow Internet connection (3Mb/s) due to neighborhood constructions and

6Chrome uses BoringSSL, a fork of OpenSSL.
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Figure 4.3: Flow completion time for a 300KB flow in the presence of background traffic.

occasionally wanted to dedicate all resources to a specific task (e.g., stream a video or join an online
meeting); another wanted to prioritize business-related calls; a third one wanted to prioritize Netflix
on his TV, but not Netflix on his kids’ tablets; and another wanted the active tab of the browser to

always have priority.

4.4.4 Structuring user behavior through incentives

A frequent question regarding Boost is “why not boost everything?” This is a natural concern:
Users would make everything faster and cheaper if they had the choice, but this does not necessarily
makes economic sense for the operators who try to monetize their infrastructure. When ISPs define
a network service such as a fast lane, they try to ensure reasonable use by choosing which traffic
benefits from it.

Giving users the chance to express their preferences does not exclude reasonable use, but rather
suggests that ISPs should give the right incentives to users. For example, my Boost deployment is
a zero-sum game—to Boost some traffic, users have to slow down other traffic. ISPs could provide
different incentives. For example, they could give users a monthly quota for extra bandwidth, or
ask them to pay per-hour (e.g., a user could have a 10Mbps connection, but get short access to a

30Mbps lane to watch a movie in 4k definition).
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Figure 4.4: If given the choice, which websites would home users prioritize? The preferences have a
long tail: 43% of the preferences are unique, with a median popularity index of 223.

A missing piece is to better understand ISP incentives. Is it better for an ISP to boost or zero
rate a single application, or let each user choose the one they prefer? Does it make sense to provide
a slow but zero-rated lane along with a fast, and let users decide how to distribute traffic between
them? Would boosting a single application lead to more expensive high bandwidth plans? The
incentives and economics for such services will play a significant role to better understand their
viability and how to structure them. I expect that as these services become popular, we will have

more data to reasonable argue about user and ISP behavior.

4.5 Related Work

There is a vast literature covering net neutrality, the majority of which is from an economics and
policy perspective.

Net neutrality advocates argue that fast lanes and zero rating will hurt innovation and user
choice [20, 44]. Opponents of net neutrality-related services claim that services like zero rating
and fast lanes improve competition and user choice, reduce cost, and can dramatically increase
Internet connectivity in developing countries [26, 35]. Policy makers in different countries define

(often controversial) policies to regulate services such as fast lanes and zero-rating [3, 10, 13].
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This is not the first attempt to involve users more closely and ask them what they want—
such during the recent update in the FCCs Open Internet rules. AT&T suggested allowing traffic
differentiation upon user request, and van Schewick claimed that the only accepted way to engage
in traffic discrimination is for the process to be driven by users [44, 8]. Net neutrality advocates
welcomed the approach, but raised concerns on whether the actual implementation of user-driven
prioritization could limit user choice [30], and the proposal was ultimately rejected. Network cookies
directly address these concerns, as they provide a simple, policy-free mechanism to express user
preferences and allow regulators to decide and subsequently audit the policy simply by monitoring
who gets access to cookie descriptors and how. Moreover, the user studies demonstrate that letting
users decide is both practical and beneficial, and provide insights on how to better preserve the
users’ interests.

The recent increase in zero-rating programs led to detailed analysis of existing services and their
properties. Similar to my study on Music Freedom, van Schewick provided an in-depth analysis on
BingeOn, T-Mobile’s zero-rated video service [45]. Other studies have looked into how zero-rated
services affect user behavior. For example, a study in Nigeria and Indonesia showed that 60% of
people participating in Facebook’s zero-rating programs thought that “Facebook is the Internet” [7].
Similarly, using a tool that collects usage data from mobile phones (mySpeedTest [17, 4], researchers
showed that when some services are zero-rated, users eventually prefer them compared to other
services. Over the next few years, as zero-rating services become mainstream and we get more
insights into how they affect user behavior, I expect regulators, ISPs and content providers to
experiment with a variety of different policies. Network cookies provide the flexibility to enable a
wide range of policies, from the very exclusive, all the way to ones that enable users to customize

the network for their own needs.



Chapter 5

Personal WiFi Networks

Chapter 3 introduced network cookies, a mechanism for expressing user preferences to the network,
and Chapter 4 demonstrated how users can choose which traffic to send through specially provisioned
“lanes,” overcoming the limitations imposed by the net neutrality debate.

This chapter presents a more holistic view of personal networks through the following question:
Can we enable a user to define her desired network experience (i.e., her personal network) once, and
let this personal network follow her wherever she goes? I explore this question through personal
WiFi networks, a first step toward a fully personalized network experience. I start by building the
case for personal WiFi networks and then describe their architecture and core features. Finally, I

demonstrate their feasibility through a prototype deployment in a university dorm.

5.1 The Case for Personal WiFi Networks

WiFi has become the dominant mode of personal connectivity around the world. Users expect WiFi
everywhere, at home, in coffee shops, and even on planes. According to a recent study [31], daily
mobile use reached about six hours in 2012, of which 90% was via WiFi (and only 10% cellular).

Yet, despite its ubiquity, user experience with WiFi is highly variable and fragmented. The
reason is that users consume WiFi from a wide variety of deployments. They connect through
their home WiFi networks less than 40% of the time [31]; the rest is split among different locations
(the workplace, a friend’s WiF1i, retail stores, public hotspots, travel locations). Each deployment
is independently set up and managed, which leads to very different user experiences. Users use
different methods and credentials to authenticate to each network; their ability to reach resources is
subject to the networks to which they are connected; and they have very little, if any, control over
policies such as firewalls and QoS settings.

Network personalization has the potential to eliminate this variability. Users will be much better

served by a personal network abstraction that delivers a consistent, customized, and user-centric

45



CHAPTER 5. PERSONAL WIFI NETWORKS 46

experience everywhere. Users define their desired network experience once, and then their personal
networks follow them wherever they go. With personal networks, users would always connect using
their own SSID and password to any WiFi infrastructure, without needing to navigate through
different networks until they find one that works, or ask for the WiFi password. They would be
able to reach all devices to which they are granted access, without needing to manually setup VPNs
or restrict themselves to cloud-based applications. And their own policies, such as firewalls and
parental controls, would apply everywhere, not just at home.

Let’s look at this from a user’s perspective. Alice can connect to her home WiFi Access Point
(AP) and to a set of public hotspots operated by an ISP (Figure 5.1). She stores all of her documents
in a drive at home, which she can access from her phone and laptop. When Alice goes to a coffee
shop, the network detects her and presents her with her own network (i.e., “SSID = Alice”). Alice
connects to it and can access her documents from her hard drive even when she is connected to
a public hotspot, without requiring a third-party cloud-based service, such as Dropbox or Google
Drive. When Alice visits her friend Bob for dinner, she can connect to Bob’s network; Bob’s AP
detects Alice and connects her to her personal network. Alice can access her hard drive back at
home and open photos from her latest trip. Bob’s television (T'V) is also visible on Alice’s personal
network; her phone detects a nearby TV and displays photos directly on it.

The main challenge to realizing personal networks stems from WiFi’s AP-centric approach. By
setting a few AP parameters, anyone can set up a WiFi network and be online in a few minutes.
While this simplicity is one of the primary reasons for WiFi’s popularity, it leads to a distributed,
statically configured, user-agnostic WiF1i infrastructure; as users, our experiences vary greatly from
one WiFi network to another. The natural question to ask is, “Can we serve millions of personalized
networks on a WiFi infrastructure while retaining WiFi’s deployment simplicity?”

The rest of this chapter explores answers to this question while considering three core features
of personal WiFi networks: i) user-centric WiFi discovery and authentication, ii) user-centric reach-
ability, and iii) user-centric resource sharing. I start by considering the high-level architecture and

then discuss each of these features in detail.

5.2 Architecture

The high-level architecture is familiar from modern cloud-controlled WiFi systems (Figure 5.1):
WiFi APs implement low-level WiFi tasks (beaconing, acknowledgements, rate selection, traffic
forwarding), and are all connected to centralized WiFi controllers that take care of WiFi management
packets (probe, authentication, and association requests). The first main difference is in how users
connect to a WiFi network. When Alice’s device scans for available networks, she sends a specialized
probe request that securely identifies her (through a “probe cookie”). A centralized controller checks

her request against a personal network directory; if Alice is recognized and has permission for access,
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Figure 5.1: Overall architecture for personal networks. Each user has a dedicated nexus that provides
basic network services (bridging, NAT, DHCP, WPA encryption/decryption). A centralized WiFi
controller personalizes WiFi discovery and installs necessary state for each PN. Network translation
agents compose multiple private networks and resolve namespace conflicts.
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the network tells her that her personal network is available (with “SSID = Alice”). I describe the
network discovery workflow in more detail in §5.3, and in §5.6, I demonstrate from a university dorm
deployment that the interaction between the APs and the controllers is fast enough.

When Alice has associated with and authenticated to her personal network, the controller creates
a tunnel to Alice’s personal nexus, which lives in the cloud, acts as her private L2 bridge, and provides
basic network services, such as NAT, DHCP, and WPA key exchange. All of Alice’s traffic to and
from the AP is forwarded through her nexus, which implements her ACLs, parental controls, and
other policies for her personal network. Her traffic is encrypted to and from the nexus so that a
compromised AP cannot sniff her data. Alice is able to reach all of her devices because they connect
to her nexus in the same way, regardless of where they are connected from. To share a device (Bob
letting Alice use his TV), a link is created between Bob’s nexus and Alice’s, and it lets traffic flow
between them (either L2 or L3).

5.3 User-Centric Discovery and Authentication

With personal networks, each user discovers, authenticates to, and connects to the network using her
own SSID and password. To enable this, I suggest turning WiFi’s discovery process into a dynamic
and personalized discovery workflow. We need two innovations to make this happen. First, we need
to eliminate broadcast, beacon-based discovery and dynamically expose a personalized view for each
user through wunicast scanning. Second, we need to allow users to reveal their identities and discover
their own networks. As we will see, this is similar to the workflow we've seen in earlier chapters:
Users express a preference (show me my personal network) for networks they trust, and they want

to express it in a way that is secure and revocable.

5.3.1 Unicast Discovery

Traditionally, WiFi clients discover available networks in two ways: active scanning, where a client
asks for a list of SSIDs through a probe request; and passive scanning, where a client overhears
beacons broadcasted by the APs. It is not practical for a WiFi AP to broadcast a list of SSIDs
for every user in the system—it will not scale to thousands or millions of users. Previous work
has already demonstrated that broadcast beacons can consume a significant fraction of the airtime
capacity [46]. To address scalability concerns, I decouple network discovery (for which I use unicast
probes) from link monitoring and synchronization (for which I use broadcast beacons without SSID
information). The process starts when the client sends a probe request, which results in a unicast
response along with the user’s personal SSID. Because discovery is unicast, we can decide which
network (e.g., SSID) to expose and to whom, a critical piece of information for personalization
and scaling. We need only one unicast probe and one SSID for each connected user. Unicast

discovery does not consume extra airtime, and therefore, we can offer each user her own SSID



CHAPTER 5. PERSONAL WIFI NETWORKS 49

without scalability concerns.

5.3.2 User Identity and Network Cookies

To discover their personal networks, users need to reveal their identity. In essence, users express a
preference ( “show me my personal network”) to networks they trust, and they want to express it in
a way that is secure, is revocable, and respects their privacy. Trust, revocability, and user privacy
should sound familiar by now. Let’s see how network cookies can facilitate personalized discovery
while protecting user privacy.

Users can reveal their identities and request their networks by attaching network cookies in
their probe requests while scanning for available networks. Besides user identity, cookies introduce
two basic properties in the discovery process: (i) privacy (users reveal their presence only to their
preferred infrastructures, preventing tracking from third parties), and (ii) revocability—a user can
stop sharing her presence with a network provider anytime (by no longer attaching the relevant
cookie to her requests), much in the same way that she manages which mobile applications can
access her location. They can also convey other properties through cookies. For example they can
share information with the network to improve the discovery process for performance (e.g., share
the type of device or operating system OS, or whether they support for 5GHz to optimize band
steering).

Users can frequently update their cookie descriptors so that the 64-bit ID cannot be tracked.
Alternatively, they could hide it completely by encrypting their cookies using the network operator’s
public key. Furthermore, descriptor attributes can describe when to use a cookie (e.g., through an
expiration date, or in a geographical area where a cookie can be used).

Cookies are inserted as information elements in probe requests, existing fields used to add extra
information during the discovery process (e.g., vendor extensions). ! When the AP receives a probe
request, it sends the cookie to its controller, which, in turn, looks it up in a database, and—if
valid—finds the user (and hence the personal network and SSID) and replies with a probe response
with this user’s SSID.

This is in contrast with existing systems that use MAC addresses as user identifiers during the
discovery phase (e.g., for WiFi virtualization [27, 43, 46] but also for user tracking [28]). Unlike
cookies, MAC addresses are static, unique, and can be easily spoofed, and their use for identifying
users raises serious privacy concerns. In response, operating systems (i0S, Linux) now randomize
their MAC address during scanning to protect the user’s privacy [32], making MAC-based approaches

impractical. 2

LCookies can be inserted via the WiFi connection manager, a userspace utility that manages WiFi connectivity.
2T have personally experienced these concerns when dependencies on MAC addresses became a showstopper for an
early prototype deployment of personal networks with a commercial partner.
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5.4 User-Centric Reachability

While the above provides uniform discovery and authentication, a big part of our network experience
is reachability. Users expect to be able to reach and interact with their devices from anywhere, as
if they are on their own private networks (like at home). But these devices sit behind NATs and
firewalls (e.g., accessing a home computer from work, or a freind’s printer). To access these resources
today, we need to connect all devices to the same physical network, use an intermediary in the cloud
(e.g., Dropcam, Dropbox), or use a VPN (e.g., to connect to work from home).

Personal WiFi networks connect users to their resources at the network level using a cloud-based
nexus. When a device associates with an AP, we create a link through a tunnel to the user’s nexus.
The nexus acts as a L2 bridge, connecting all devices, through which they can therefore directly
talk to one another or use standard multicast/broadcast schemes. Discovery protocols that depend
on L2 connectivity (e.g., mDNS), work out-of-the box. One can imagine many new features and
applications exploiting such reachability: for example, a “mute application” that mutes all of the
devices belonging to a user at the touch of a button. It would be much easier to do this by sending a
single, broadcast packet instead of having to keep track of all devices and deploy a cloud-component

through which messages are routed.

5.5 User-Centric Sharing

Besides their own devices, users often access shared resources from work (e.g., a personal desktop
machine), devices shared from a friend (a TV or just access to a WiFi AP), or devices located
in physical proximity (a nearby printer). Traditionally, to reach these resources, users would have
to physically (or remotely) connect to the appropriate network and give away their home WiFi
passwords.

In contrast, a personal network combines all resources available to a user, by composing multiple
(private) networks together, and allows users to request, grant, and revoke access at a user level.
Each device belongs to a single personal network (for example, Bob’s TV is connected to his personal
network). The device is therefore connected to a single nexus. To grant another user access to the
device, we allow traffic to flow from one nexus to the other, then implement the ACL privately in
the nexus to enforce access to the particular device. For example, Bob’s nexus contains an ACL
indicating that Alice is allowed to access his TV. If Alice sends traffic to Bob’s TV using a private
address in her own nexus, it will be forwarded to Bob’s nexus, which will translate the address into
Bob’s private address space and forward the traffic to the TV. Instead of sharing her SSID and
password, the owner grants access to another user for one or more devices.

When composing personal networks we need to take into account potential conflicts in private
namespaces (IP address, DNS, etc). Each personal network reserves address space for remote re-

sources. I use network translation agents to dynamically map a remote device to look like it is part
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of a user’s personal network.

We can augment the sharing workflow with higher-level semantics for user convenience, e.g.,
using social networks to share resources with a group of friends, or detect physical proximity and
automatically present a TV to a guest’s network. We might require explicit approval for a device to

be shared or make it publicly available to anyone close by.

5.6 The BeHop Prototype

To evaluate personal WiFi networks, I built BeHop, a prototype system for personal WiFi networks,

and deployed it in a student dormitory at Stanford University.

5.6.1 Implementation

BeHop uses a commodity AP (dual-band, Atheros-based NetGear WNDRMACv2), which I repro-
grammed with Openwrt and Open vSwitch (OVS) [39].

Using OVS, the AP forwards all WiFi management packets (probe, authentication, association
requests) to a centralized WiFi controller implemented using POX [36]. The controller maintains
a directory of personal networks in a database. Personal networks are indexed using different keys
(username, MAC address, probe cookie ID), and for each of them, I store the user-defined SSID,
the address of its nexus, and the list of APs that this user is allowed to access. When the controller
receives a probe request it finds the related personal network, responds to the AP and client, and
upon association, installs the client state in the AP (e.g., supported WiFi rates), and sets up an
encrypted tunnel to the user’s nexus.

To generate cookies, I extended wpa_supplicant, a WiFi connection manager for Linux and
Android devices. Changes are in user space and do not require any kernel modifications. Moreover,
they do not require any changes to the WiFi protocol. Cookies are inserted as information elements,
a generic extension field, to exchange information during the discovery phase (such as supported
features, hardware capabilities, vendor extensions, the SSID). Probe cookies introduce a negligible
overhead to the discovery process: In a university dorm deployment, probe requests occupy < 1%
of total airtime, and cookies add an extra 0.1%. Because cookies require modifications to the client
stack, I also used MAC addresses to connect legacy devices to a personal network.

Each user nexus is implemented as an OVS bridge in a server. To link devices to their nexuses,
and to link one nexus to another, I used GRE tunnels. Traffic coming from a different nexus goes
through a NAT agent to bring everything under the same IP address space (our prototype only
supports IP addresses for now).

The basic workflow for personal WiFi networks is shown in Figure 5.2. Physical APs remain
responsible for low-level functionality (rate adaptation, retransmission, rate adaptation, beaconing).

Discovery goes through a centralized controller, which maintains a database of all personal networks.
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Figure 5.2: WiFi workflow for personal networks. Management packets are handled by a centralized
controller. Encryption/decryption is implemented at the user’s nexus, to account for non-trusted
APs. AP deals with low-level tasks such as ACK generation, beacons, and rate-control.
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Figure 5.3: BeHop deployment in a four-story dorm at Stanford University. Each point represents
an AP within a studio apartment.

WiFimanagement (authentication, association) can take place in the AP or in the centralized control
plane. Finally, to protect users’ privacy from potentially compromised APs, the key exchange and

encryption/decryption of data traffic take place at the user’s nexus.

5.6.2 Deployment and Evaluation

I deployed BeHop in a four-story dorm at Stanford University with 150 studio apartments (Figure
5.3). It served real traffic from 39 users and more than 90 client devices (laptops, phones, tablets)
between December 2013 and December 2014. Users willing to participate each had to install an AP
in her room (I provided the AP along with other participation incentives such as free Netflix access
for the duration of the experiment). The building was already covered by a campus-wide network
using the Cisco LWAPP technology (25 dual-band APs installed in the building). BeHop had a
much denser deployment, with 50% more APs deployed. For development purposes, I also ran a
smaller, three-AP network at the Computer Science Department at Stanford. 3

To identify users, I used a combination of network cookies (for a small number of self-owned
devices) and MAC addresses (to avoid changes on legacy user devices). I got a list of users and their
devices” MAC addresses through Stanford’s Residential Computing department. Their hesitation

to provide access to MAC addresses for privacy reasons acted as an additional motivation for the

3For the dorm deployment, all APs connected to a wired switch, which was also used as a nexus and bridged
devices from the same user together. BeHop did not provide device-sharing functionality to users, and DHCP/NAT
services were provided by the upstream network at Stanford.
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development of cookies as a mechanism. A similar MAC-based deployment effort with a commer-
cial partner was blocked due to privacy concerns, further emphasizing the need for better privacy
primitives.

By default, all clients can connect through any physical AP, but we can easily change this policy
by giving each user access to a different subset of APs. This highlights that personalizing networks
can co-exist with control primitives by owners and operators. For example, an AP owner might
choose to prevent others from using her physical AP. We will revisit the co-existence of personal WiFi
networks with operator control in §5.6.4. Users can access only their own devices when connected
to BeHop; many found this feature to be useful, as the existing university network provided a flat
L2 network, and users could discover and use devices (such as Chromecasts) from other apartments

in the building.

5.6.3 WiFi Management Overhead

BeHop forwards all WiFi management to a centralized controller and therefore raises concerns about
overhead and latency. WiFi management traffic generated a peak load of 630 packets/second (90% of
the time it is under 200pps and includes traffic from all clients belonging to 150 users in the building,
not just BeHop users). The WiFi APs and the controller are on the same university campus, and
latency is small (< 1 ms). In a scenario with higher latency, responding to WiFi probe requests
might become a concern. During the scanning process, clients probe each of 35 channels and wait
for responses. I examined the scanning profiles of different devices (Figure 5.4) and found that
sending a response within 25ms leads to fast network discovery, all of which should be doable by
a remote controller. The diversity in scanning profiles is worth noting: Time spent and number of
probes per channel, time between probes, frequency of scanning, and channel rounds per scan vary
significantly for different devices. Even for the same device, scanning behavior might change based
on various reasons (e.g., 2GHz or 5GHz band, screen on or off, battery status, list of remembered
networks). While most devices implement a loss-tolerant discovery process, the main shortcoming
of slow responses is that a device might connect to another network if it cannot detect the preferred
one within a couple of scanning rounds. A faster approach would be to cache probes from specific
users and to send subsequent probe responses from the local AP, although it would require keeping
probe cookies unchanged for a caching window or move decoding logic to the AP. Authentication

and association requests are less sensitive to latency, with a typical timeout of one second.

5.6.4 Infrastructure-Centric Performance Optimization

At first, personal networks might seem at odds with infrastructure-centric performance optimization—
if networks are user-centric, how can an operator optimize an infrastructure that spans multiple
independent networks? In fact, personal WiFi networks allow operators to optimize performance

while exposing a different network for each individual user. For example, an operator could decide
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Figure 5.4: WiFi scanning profile for different devices.

which APs to present to each user and then steer them to the desired band or AP for better spectrum
efficiency. Similarly, an AP owner could list which users are allowed access through her own AP.

To demonstrate how personal networks can co-exist with operator or owner control, I looked at
a specific usecase: how to use the 5GHz band to improve perfomance on a dense WiFi network.

Better use of 5GHz is a common strategy for WiFi network operators to leverage less interference
and wider channels available on this band. Doing this is not straightforward—many clients do not
support the use of the 5GHz band and the 5GHz band penetrates walls more poorly than the 2GHz
band does, making it hard to provide good coverage. As a result, we operate WiFi networks on a
“dual-band” mode, where each AP is configured to serve on both bands. Due to WiFi’s distributed
nature, client devices decide how to connect to the network. They do not always make the best
decisions. They might use the 2GHz band even when a less-loaded 5GHz connection is available, or
stick to a 5GHz link that provides poor connectivity. Vendors and operators try to facilitate the use
of 5GHz through WiFi management features often referred to as band steering.

To better understand the co-existence of personal networks with network-wide optimization, I
used BeHop to implement a simple 5GHz steering experiment and study its performance. For the
purposes of the experiment, I operated BeHop in three different modes:

BeHop-2GHz: All APs are configured for 2.4GHz-only operation, and each device chooses the AP

to which to connect. This acts as the main baseline.
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BeHop-Dual-Band: APs are set for dual-band operation. Clients decide the band (and AP) to
which they will connect.

BeHop-Bandsteering: APs are set for dual-band operation. 5GHz-capable clients are forced to
connect to the 5GHz band by responding only to 5GHz probe requests.

Setting up the desired mode of operation requires minimum effort and validates BeHop’s flex-
ibility and ease of programming. All I had to do was overwrite the handling of “probe request”
packets in the controller and apply this to the desired clients (e.g. the ones who support 5GHz).
Users still connected to their own networks. I did not have to make any changes in the APs. Going
from 2.4GHz to band steering required fewer than 20 lines of code to program the controller.

As a reference, I also compared results with the performance of the legacy network in an identical
building across the street, supporting dual-radio operation and band steering. Each experiment ran
for a full day (March 18, March 22, and March 24, 2014, respectively). For measurements, I collected
all packet headers after anonymization.

T used packet delivery time (PDT) as a metric for characterizing the performance of the network.
PDT is calculated as follows: Using the wired switch behind the APs as the vantage point, I calculate
the time between a TCP packet coming on the downlink, and its respective TCP acknowledgement
from the client. PDT captures the actual traffic from users and accounts for everything that might
degrade performance in the WiFi infrastructure: buffer build-up on the AP due to a link/channel
slowdown, wireless retransmissions, channel congestion that may lead the client or AP to back off,
etc.

Figure 5.5 summarizes PDT for the different scenarios. I briefly discuss the main insights:
Personal networks and network optimization: At a high level, personal WiFi networks can
co-exist with network-wide management, e.g., to improve performance. Users can still connect by
using their own credentials and accessing their own devices, even when connecting through third-
party APs. At the same time, the infrastructure operator can apply network-wide optimizations to
improve performance and spectrum efficiency.

Personal networks leverage density: Personal WiFi networks can leverage high density in
existing deployments (e.g., a multi-tenant building). Personal networks are a logical abstraction,
and therefore, a user can simply define her network on top of a shared infrastructure and access any
AP in a building, instead of each user accessing only her own physical AP. Users get better coverage,
and they can always connect to the closest AP, avoiding weak links that bring down performance
for everyone. Figure 5.5 shows how BeHop (with high density) outperforms the Stanford legacy
network (a significantly sparser deployment). For instance, the median PDT at the legacy network
is 8.9ms, four times larger than the one from our BeHop experience. The main reason for this is
the density of the physical deployment. Despite 5GHz and band steering support from the legacy
network, only 30% of the overall traffic goes over it (341GB out of 1.1TB over a one-week period).
Even when comparing with BeHop at 2.4GHz, the legacy network observes higher latency. Unlike
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Figure 5.5: PDT for different strategies. Use of 5GHz results to faster delivery of packets.

BeHop users who have APs inside their rooms (39 in total), legacy users share 25 APs spread across
the entire building. This results in poor coverage for the low-penetration 5GHz band and often weak
links and low WiFi rates as clients associate with APs that are far away.

2.4GHz vs. 5GHz: The use of 5GHz improves performance, reducing the median PDT from
6.2ms (BeHop-2GHz) to 2.3ms (BeHop-Bandsteering). This is not surprising. The 5GHz band has
less interference and congestion, as the signal does not propagate well through walls. The lack of
interference leads to more efficient use of the channel (smaller backoff, less retransmissions, higher
rates) and is also enhanced by the wider 40MHz channels. To get a better understanding of why
5GHz performs better, I looked at packet-level events over a two-second period while streaming a
Netflix video over 2.4GHz and 5GHz, respectively. Both streams reached the maximum data rate
(3Mbps), but the impact on the channel was dramatically different between the two bands. Fig. 5.6
shows a timeline of what happens in the air. Each rectangle denotes the transmission of a packet, its
width being the airtime consumed to send the packet. The use of higher rates (up to 300Mbps for
data, 6Mbps for management packets) makes the 5GHz band much more efficient. Even though the

maximum available rate on the 2GHz band is 144Mbps, most data packets are sent at lower rates
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(78Mbps, 52Mbps), probably due to bad channel conditions resulting from load (e.g., collisions).
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Figure 5.6: 2.4GHz vs. 5GHz: Higher rates, less congestion, and lower interference make the 5GHz
band more efficient than the 2.4GHz. While serving the same amount of traffic, 2.4GHz approaches
maximum utilization, while 5GHz remains mostly free.

Association control matters: Comparing dual-band operation with band steering, we see the
importance of association control on the network. When clients are free to choose (BeHop-Dual-
Band), some of them choose the sub-optimal 2.4GHz band, leading to worse performance, especially
on the tail (the 90th percentile is 15ms compared to 9.4ms, when capable clients are forced to use the
5GHz band). This is an example of a client making the wrong choice in going to the more congested
channel, and it highlights the effectiveness of a simple association control policy for band steering.
We have seen other examples of bad decision making by clients, with the most characteristic being
a client who continuously switched APs every few seconds. I defer further discussion on association

patterns to future work.

5.7 Limitations of Personal WiFi Networks

Personal WiFi networks are just one step toward a fully personalized network experience. Both the
architecture and prototype presented can be further improved to account for different concerns.
First, they are WiFi-specific, while in practice, we connect through different access networks
(including wired and LTE). In this thesis, T tried to greedily remove all diversity each network
brings and provide a baseline for how such a personalized experience should look like. One could
argue instead for a narrow-waist interface for personal networks to which every technology would
adjust (e.g., ignore the personalization of WiFi discovery because it is irrelevant for wired or cellular
networks, and assume L3 connectivity), or completely bypass the network and bridge devices at a

cloud nexus directly. I believe both approaches are valid.
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The existing prototype focuses on functionality and makes the assumption that both state and
traffic related to a personal network go through the cloud. This incurs overhead along with latency
and bandwidth penalties, which often are not required. In reality, state distribution and dataplane
decomposition will depend on trust, throughput and latency requirements, scalability, and capability
to modify clients and infrastructure. We can route traffic between two devices of the same user
locally if they are connected to the same trusted AP (e.g., the user’s home AP), avoiding the trip
to the cloud. Similarly, we can choose to decrypt and route traffic to the Internet directly for better
performance. Cookie-user mapping can be mapped to the APs to avoid low-latency requirements
for network discovery.

My design assumes a single entity (e.g., an ISP or a building owner) with programmatic control
across all of the infrastructures. An alternative way would be to provide a directory (or multiple
directories) of personal networks with a well-defined interface (e.g., probe cookie — SSID, tunnel
termination mapping) and let network operators and/or AP vendors set up the rest. Building a
directory of personal networks and devices associated with them can be a challenge.

Adding network cookies to probe requests is challenging in terms of deployment. WiF'i connection
managers in modern operating systems are proprietary. While cookies do not require any changes
in the existing protocol (they are carried as standard information elements), vendors might require
standardization before they support such a feature. MAC-based WiFi personalization removes such

dependencies but raises privacy concerns and does not work with randomized MAC addresses.

5.8 Related Work

Personal WiFi networks build on several research and commercial ideas on multitenant datacenters
and WiFi virtualization.

NXP [34] is a network virtualization platform for multitenant datacenters offering each ten-
ant/user a private logical network. Similar to tenants, personal networks give each user her own
private network. While I borrow several ideas from NXP (such as a centralized, logical bridge per
user), a tenant network has significant differences from a personal WiFi network: (Virtual) devices
in multitenant data centers are well defined and identified in advance, they are wired, and they
belong to single owners (and therefore do not require sharing). In contrast, in a personal network,
devices can dynamically connect to any AP without prior knowledge, we lack the means to identify
a device during the discovery phase, and sharing is a common usecase.

Many applications use a cloud component to enable communication among different devices
behind firewalls and NAT, while Google-Cloud-Messaging [29] is a generic messaging service for
Android devices. Instead, I suggest enabling reachability at the network level so that applications
can operate as if they are on the same network. Unmanaged Internet Protocol (UIP) [25] proposes

a scalable, identity-based routing protocol (using cryptographic identities and DHT-based overlay
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routing) to provide global connectivity between nodes. My work goes beyond routing to L2 discovery
and authentication; it leverages the cloud infrastructure to bridge devices on a per-user nexus instead
of creating direct paths between hosts, and it is transparent to users who use the standard TCP /IP
stack.

Network virtualization has also been extended to WiFi, where Virtual APs (VAPs) can be created
on a per-client or per-user basis. [43, 46] use WiF1i virtualization and focus more on optimizing WiFi
performance (by centralizing association control, handoffs) instead of the user view of the network.
OpenSDNW [41] uses a combination of VAP and virtual middleboxes to add user-specific network
functionality (such as firewalls). Anyfi.net [27] is the closest system to personal networks: It uses
unicast discovery, and all traffic from a user (including WiFi management traffic) is routed to a
users’s AP, therefore offering her own SSID, password, and home network view. All systems above
use the MAC address as the main user identifier, which has certain security and privacy limitations.
Instead, network cookies provide a simpler, more secure and revocable way of managing users’
identities. I also extend personal networks to account for sharing WiFi APs and devices with guests.

Many systems have been developed to eliminate the overhead associated with authenticating to
WiFi, by building large, federated networks from individual APs. FON is a community where users
share their bandwidth through a second SSID and in return can access a worldwide collection of FON
APs. Several ISPs maintain networks in which home APs operate as hotspots for users. In both
cases, users authenticate through a captive portal. Similarly, HotSpot 2.0 is a set of standards to
enable automatic discovery and authentication for WiFi services. These systems build a single, huge
network which is the same for everyone, and is limited to Internet connectivity. Users can not set fine-
grained ACLs, or grant access to their local devices. Personal networks build (potentially) millions
of personalized networks, eliminating the need for extra accounts and passwords, and creating a

personalized WiFi footprint for every user.
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Conclusions

6.1 Summary

The ideal network is expected to be transparent to end users and to fulfill a single, unambiguous,
and objective task: Carry packets from one side to the other as quickly as possible. In practice,
networks are more complicated: They decide which packets get priority over others, which traffic
gets exempted from data caps, and how users authenticate and access available network resources.

As users, we have no say or visibility on how these decisions are made—they are tailored to
accommodate the needs of network administrators or general user groups. This dissertation made

the following statement:

Users—mnot ISPs or content providers—should decide how their traffic is treated by the
network according to their own unique preferences, and network cookies provide the

means to do this in a practical, secure, scalable, revocable, and auditable way.

Chapter 2 provided a high-level architecture for personalized network services and discussed the
division of labor between various components and emphasizing the importance of the user—interface
to express user preferences.

Chapter 3 focused on how to express user preferences to the network. It listed three high-
level requirements for such a mechanism (be simple yet expressive, respect the tussle, be practically
deployable) and demonstrated that existing mechanisms fall short to meet them. It then introduced
network cookies, a simple abstraction to express preferences to the network in a practical, secure,
revocable, scalable, auditable, and policy-free way. The next two chapters demonstrated how the
combination of network cookies and user preferences enable personalized network services that can
better serve the needs of individual users.

Chapter 4 studied user preferences and network cookies in the context of net neutrality. It
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showed that, in the absence of user choice and an appropriate mechanism for expressing which
traffic gets preferential treatment from the network, existing network services are tailored to benefit
only very popular content, potentially hurting innovation and raising controversy among users, ISPs,
content providers, and regulators. I performed two user studies on zero-rating and fast-lane services,
demonstrating the diverse and long-tailed nature of user preferences and that users are willing to
express them if it is easy to do so. In contrast, any one-size-fits-all approach is unlikely to meet user
needs.

Chapter 5 presented a more holistic view of user-centric networks through personal WiFi net-
works. With personal WiFi networks, users define their network experience once, and then their
networks follow them wherever they go. Users always connect with their own SSIDs and passwords,
their devices are always reachable, and they can share resources with the ones they trust. While
different in nature from fast lanes and zero-rating services, personal WiFi networks pose similar re-
quirements: scalability to serve thousands or millions of users from the same infrastructure; respect
for user privacy to prevent third parties from tracking individuals; and trust revocability to let users
change their minds if they want to do so. I demonstrated the feasibility, benefits, and challenges of

personal WiFi networks through a prototype deployment in a student dorm at Stanford University.

6.2 Closing Thoughts

By 2025, Internet traffic will have dramatically increased; we will be always connected through
multiple devices from multiple networks, ISPs will continue to invest to improve their infrastructure
and cope with demand, and networks will be easy to program and customize.

We live in a time of enormous focus on how to realize this vision while ensuring that users continue
to have unfettered access to a broad range of services, content, and applications. This focus has
taken place mostly between large companies and government, with the interests of network operators
pitted against content providers. The government’s role has been to look out for us—the users—but
largely, there has not been a way for us to take part in this debate, aside from lobbying our political
representatives.

I expect that giving users control will eventually emerge as the only plausible way to meet our
future needs, keep the Internet a level playing field, and make networks more amicable to users.

This thesis tries to make two contributions towards this direction. First, network cookies provide
a neutral, policy-free mechanism for expressing which applications receive special treatment from
the network, regardless of popularity, complexity of task, or presence of middleboxes while providing
the necessary means for authentication, accountability, and user privacy.

Second, I advocate for a user-centric policy, where users can directly state their preferences and
look after themselves. The basic premise is that, if users can express (and potentially pay for) how

they want their network traffic to be treated, then it becomes safe—in fact, desirable—to treat some
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