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Abstract

DistributedDenial-of-Service�ooding attacksagainstpublicwebserversareincreasinglycommon.

Websiteswithout theability to over-provisionor rely onaCDN areoftenoverwhelmedby suchattacks.

Existingproposalsto combat�ooding within thenetwork eitherrequiresubstantialchangesto theInter-

net infrastructure(e.g.,Capabilities[27, 26]), or thedif�cult taskof identifying attackaggregatesnear

thecore(e.g,Push-back[18]).

In this paper, we presentan easyto deploy mechanismwherebya third party with high accessto

bandwidthcanprotecta web server againstbandwidthexhaustionfrom illegitimate traf�c. With this

mechanism,all traf�c to and from a web site is routedvia a third party managedmiddlebox. The

middleboxprovidestwo simplefunctions:(1) determineif a TCPpacketsentto theweb-serverbelongs

to a legitimate�o w (i.e ., belongsto analreadyestablishedconnection,or originatesfrom anon-spoofed

IP address),and,(2) �lter traf�c from IPs blacklistedby the protectedserver. We show that this dual

functionalitycanberealizedin acompletelystatelessfashionusing“Flow Cookies”,asimpleextension

to SYN cookies[13], whereintheprotectionmiddleboxplacesa secure,limited lifetime cookiewithin

theTCPtimestampof everyoutgoingdatapacket from theprotectedserver. Flow-cookiesoffersstrong

protectionagainst�ooding, doesnot requiremodi�cation to clientsor to thenetwork, andis resistantto

sourcespoo�ng.

We have implemented�o w-cookieswithin anexisting softwarerouterandveri�ed its compatibility

with popularclientoperatingsystems,andwidely usedpublic websites.

1 Intr oduction

Distributeddenialof service(DDoS)attacksagainstwebsitesarean Internetreality. Not only arethey a

disturbinglycommonoccurrence[16, 6], but they have beensuccessfulin widespreaddisruptionof online
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commerceserversandothersitescritical to our daily lives[8, 3, 9]. As a result,defendingagainstDDoS

hasbeenanactive researchareain thenetworking community.

DDoSattacksagainstwebsitescanbepartitionedinto two broadcategories:attacksonresourcesunder

thewebsites' control,andthoseon resourcesnot underthewebsites' control. Theformer includeattacks

onwebserver computationresources,bugexploitsof applicationsoftware,exhaustionof TCPconnections,

hoggingthe serversoutgoingbandwidthvia massive wgets, etc. Fundamentally, defendingagainstthese

attacksis a web site's responsibility. Active researchin this areahasyieldeda variety of techniquesfor

websitesto discernlegitimaterequestsandprotectthemsuchassophisticatedbot-detection[23], graceful

degradationunderheavy load[25] andresourceschedulingschemes[22].

However, web sitesarepowerlessagainstthe latter category of attacks.In particular, if the incoming

network link to awebsiteis �lled with attacktraf�c, thereis little thatthewebsitecando. Indeed,apopular

methodof DDoS is �ooding. In the commoncase,such�ooding attackson websitesonly consumetens

of Mbpsor, lessfrequently, hundreds[6]. However, if theattacktarget's incominglink is unableto handle

suchtraf�c, thenetwork musttake active stepsto �lter theattack.Unfortunately, in-network active �ltering

andaggregatesignaturedetectionfor low bandwidth�oods arenotoriouslydif�cult andproneto source

spoo�ng. Also, in caseswherethe site relieson dynamicor otherwisedeepcontent(e.g. online gaming

sites,or sietswith largebackenddatabases),of�oading traf�c to aCDN [1, 17] is notpossible.

In general,network elements,suchasrouters,lack thesemanticknowledgeto determinewhat level of

activity is legitimateandwhat is not for a givenwebsite.For example,a websitemayallow a high rateof

requestsfrom someIP address(e.g.its businesspartners)but notothers.Therefore,thecapabilityto discern

normalfrom abnormal,or legitimatefrom illegitimateuse,restswith thewebsite.A websitesimplyneedsa

mechanismto pushthesedecisionsdeepinto thenetwork, wheretraf�c deemedmaliciouscanbe�ltered at

highspeeds.Ourproposal,“Flow Cookies”,providesonesuchmechanism.

“Flow-cookies”is a lightweight, low-statemechanismthatprovideslegitimate�o w detectionandreli-

able�ltering at very high speeds.In this approach,a third partyprovider installsa “�o w-cookies”enabled

middlebox,calledthecookiebox, with high bandwidthlink(s) to a tier-1 ISP(s).All traf�c, to or from the

protectedwebserver, must traversethe cookiebox. The protectedwebsitesareguaranteedthat all pack-

etsreceived from the box belongto a legitimateTCP �o w. Furtherif a web-server deemsa client to be

misbehaving, it canrequestthecookiebox to �lter theoffendingIP.

The cookiebox canprovide many collaboratingweb serverswith the protectionbandwidthof the at-
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tachedlink(s). “Flow-cookies” doesnot requireper-�o w stateat the cookie box and is resistantto the

�rst-packet �ooding problem[11]. Flow-cookiesis designedto handlethecommoncaseof relatively low-

bandwidthattacks(e.g.several tensto a few hundredMbps). Comparedto standardIP-addressbased�lter -

ing, �o w-cookiesenjoys non-spoofableattackrecognition,andguaranteesthatonly “authenticated�o ws”

canreachthe web site. Comparedto capability-basedschemes,�o w-cookiesdoesnot requirea separate

capabilitysetupstep,operatesfrom a point-deployment, is completelybackward compatibleanddoesnot

requireany changeto clients' operatingsystemsor browserapplications.Unlike CDNs or otheraggres-

sive cachingor contentdistribution strategies, �o w-cookiesfully supportsdynamiccontentanddoesnot

requiresensitive datato be replicatedwithin the network. Therefore,it is a practicalsolutionthat canbe

immediatelyemployedby publicwebsitestoday.

Wehaveimplemented�o w-cookiesin softwareandtestedourimplementationusingliveconnectionsbe-

tweenvariouscommodityclient operatingsystems(WindowsXP, MacOSX,NetBSD,Linux2.4,Linux2.6)

andmultiple popular, public web sites. Our implementationis ableto operateat gigabit speedsincluding

per-packet IP �ltering of millions of addresses.Wealsofoundourapproachto beveryeffectiveagainsthigh

volumeSYN �ooding attacks.

Therestof thepaperisorganizedasfollows. In thenext sectionwepresentrelatedwork. In Section3,we

provide anoverview of �o w-cookies.In Section4 wedescribethe�o w cookieprotocolin detail.Section5

discussesthe propertiesof �o w-cookiesandpossibleattacksthat �o w cookiescannothandle. Section6

describesour implementationandevaluationof �o w cookies.Finally, weconcludeandpresentfuturework

in Section7.

2 RelatedWork

SYN-Cookies. SYN-cookies[13] aredesignedto prevent SYN �oods from exhaustingserver connection

statewith half-openconnections.They operateby usinga cryptographicallysecurecookiein placeof the

ISN in the SYNjACK from the server. If the subsequentACK from the client containsa valid cookie,

then connectionstateis allocatedat the server. Flow-cookiesgeneralizesSYN-cookiesby requiringall

client packets(excepttheinitial SYN) to containa valid cookie. In our scheme,SYN-cookiesareusedfor

connectionestablishmentand“�o w-cookies”areplacedin theTCPtimestamp�eld of all subsequentdata

packets(detailsin Section3).

Filtering and Capability-basedapproaches.Two classesof solutionshavebeenproposedto handleband-
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width exhaustionDDoS:�lter -basedandcapability-based.

Filter-basedapproaches,suchasPushback[18] andAITF [12] requirethe identi�cation andblocking

of illegitimate traf�c from within the network. In Pushback,a router attemptsto identify attacktraf�c

by determiningthat it is in a congestedstate,�nding an “aggregate” that describesthe attacktraf�c, and

pushingthe “aggregate” upstreamto be blocked closeto the source. In pushbackroutersmust discern

legitimatetraf�c from theillegitimate;In contrast,oursolutionletsthewebserver decide.

AITF is anoptimizationof Pushbackthat is basedon theobservation thata pure�lter -basedapproach

requirestoo muchstatein corerouters,AITF decentralizesthe stateby pushing�ltering rulesascloseto

thesourceaspossible.However, it doesnotconsiderhow the�ltering rulesaredeterminedandwhetherthe

attackrecognitionmechanismis resistantagainstspoo�ng.

Flow-cookiescanbeviewedasasimpli�ed variantof network capabilities[27, 26], whichstrive to offer

“completepathprotection”.With capabilities,clients�rst receivesa capabilityfrom theserver which must

accompany eachsubsequentdatapacket. Currentcapabilityproposalscall for modi�cationsto theIP layer

or theadditionof ashimlayerandinfrastructuralchangesto thenetwork. In contrast,�o w-cookiesrequires

nomodi�cation to routers,nor to IP or TCP. Also, �o w cookiesaimsfor “partial pathprotection”,andtrusts

oneendof thecommunication:thepublicwebsites.Theless-ambitiousgoalsof �o w cookiesallow it to be

simplerandeasierto adopt.

Overlays. A few approachesbasedon overlaynetworks[19, 10] have beenproposedfor protectingonline

serversagainstDDoS:Protectionis enforcedby only allowing a small setof IP addresses(whosevalueis

unknown to theattacker) or nodesto communicatewith theserver. Thesenodesbelongto asecureoverlay.

To accesstheoverlay, a client mustvalidateitself at predeterminedentrypoints. In contrast,�o w cookies

providesa webserver the ability to acceptconnectionsfrom unknown clientsandthenenforceimmediate

�ltering if aclient is deemedmalicious.

Commercial solutions. Many large web sitesuseCDNs [1] to diffuseDDoS attacks.CDNs aremainly

employed for protectingstaticcontent.They areseldomusedfor contentinvolving userinformation–quite

commonto e-commercesites,whichareoftenvictimsof DDoSattacks.

DDoSsolutionsrelying on thedeploymentof securityappliances,suchas[4, 5], performa numberof

DDoSpreventionfunctionssuchasof�oading thethree-way handshake with SYN cookies,enforcingper-

�o w ratelimiting of millions of �o ws andperformingstochasticanomalydetectionof DoSattacks,while

maintainingsubstantialstateper�o w.
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Figure1: With �o w-cookies,a webservercooperateswith a “cookie-box” connectedto a high bandwidthlink. The

cookie-boxprovideshigh-bandwidthprotectionfor theweb-server by �ltering all blacklistedIPs andonly allowing

packetsthatarepartof legitimate�o ws to pass.

Flow-cookiestakesa differentapproach:it allows theend-server to distinguishgoodvs badtraf�c and

pushthe�ltering decisionsto thenetwork ratherthanrely onsophisticatedin-network detectionalgorithms.

Anotherdistinctionis that�o w-cookiesdoesnot requireper-�o w stateloweringtherelativecomplexity and

costrequiredfor implementation.

3 Our Approach

Flow-cookiesoperatesusinga stand-alonedevice—whichwe call the �o w-cookiebox, or cookie-boxfor

short—deployedby athird-partyserviceprovider. Weshow anidealizedsetupin Figure1.1 Weassumethat

thecookiebox is deployed in a datacenterwith a very high speedconnectionto a tier-1 ISP. Notethat the

cookiebox couldbedeployedat a locationfar removed from thewebsite. Furthermore,thebox couldbe

multihomedto severaltier-1 ISPs.

All traf�c to andfrom theprotectedweb-servermusttraversethecookiebox. Thecookieboxmaintains

a privatechannelto eachback-endweb-server it is protecting.In practicethis would likely bea relatively

lowerbandwidthIPSectunnel(comparedto thelink betweenthecookieboxandits ISP)or, for moresevere

threatenvironments,a lower bandwidthleasedline (for co-locatedclients). The cookie box announces

routesto its protectedserversonto its upstreamISP(s)(To be speci�c, the third-partyservicemay own a

public IP-block andassignIP addressesto its customerweb-servers from it). This ensuresthat incoming

client traf�c is routedthroughthebox.

1While in thecontext of thispaperweassumethat�o w-cookiesis implementedin astand-alonedevice, it is simpleenoughthat

it couldbeaddedasextra functionalityto a line cardon anaccessISProuter.
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Thecookieboxandtheweb-serverscooperateto performthefollowing four tasks:

1. All incomingclientscompletetheir3-wayhandshakewith thecookiebox. TheboxusesSYN cookies

for thehandshake. SYN cookiesdoesnot requirestatemaintenanceat thecookieboxandcanberun

at gigabit line speeds[4]. This stepensuresthat SYN�oods cannottraverse the link betweenthe

cookieboxandtheprotectedwebsite.

2. Oncea client hascompletedthe handshake, the cookiebox handsoff theconnectionrequestto the

websiteusingTCP-handoff [7].2

3. For outgoingpacketsfrom theweb-server to its clients(thishappensaftertheweb-serverhasaccepted

the client connectionrequest),the cookiebox addsa secure“�o w-cookie” (explainedbelow). The

�o w-cookieis echoedbackby theclient,andchecked by thecookiebox. This is to ensurethatonly

packetsbelongingto �ows acceptedby the servertraverse the link betweenthe cookiebox and the

webserver.

4. Thewebserver understandstheacceptedusagepolicy of its localadministration,andis alreadykeep-

ing per-�o w statefor eachoutstandingconnection.Therefore,thebackendserveris in thebestpo-

sition to determineif a client is misbehaving. IPs (andassociatedports)deemedmaliciousby the

webserver (e.g. deviant �o ws) arepassedto thecookiebox, which �lters currentandfuturepackets

from theoffendingclients.

Flow-cookies.To bebackwardcompatible,weexploit theTCPtimestampoption,andplacethe�ow-cookie

from step#3 in the timestamp�eld of packets. The TCP timestampoption, proposedin RFC-1323to

measureRTTs,is supportedby all themajorhostoperatingsystems.Accordingto theRFC,oncetheoption

is enabledby bothends,thesenderplacesatimestampin apacket,andsubsequentpacketsfrom thereceiver

echo thetimestamp.3 Onconnectionsetup, thecookieboxnegotiatesthetimestampoptionwith theclient.

Flow-cookiesarevalid for a limited period,arenon-forgeable,andarecomputedon thebasisof theIP

andportof theclient. Thecookie-boxveri�es thatall packetscontaina legitimatecookiethusensuringthat

only packetsfrom clientsacceptedby theserverareforwarded.All othersaredropped.Thereforethecookie

2Insteadof handingtheconnectiondirectly to thewebsite,thecookieboxmayhandit off to aparticipatinglayer-7 switchwhich

canthenload-balanceacrossmultipleservers,asis commontoday.
3Commonoperatingsystemsenabletimestampsby default,with theexceptionsof Windows2000andWindowsXP. As hasbeen

shown by [24], it is possibleto trick Windows into echoingtimestampsby includinga timestampoptionin theSYNjACK packet.
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box providesprotectionproportionalto its line-speedfor oneor morebackendserverswhich, themselves,

have low speedconnections.

Note that �o w cookiesrequireno modi�cation of clients. The cookiebox maintainsno stateduring

normaloperation(however, thebox maystoreIPsto �lter upona webserver's request).All per-connection

stateis maintainedat thewebserver, asis usual.In effect, �o w cookiessimplyprovidesastateless,in-band

mechanismfor web-serversto signalacceptanceof clientsto thethird-partyservice.

Unlike approachescommonin the commercialworld, �o w cookiesis not meantto be deployed asa

“perimetersolution”atweb-sites.In contrast,wecall for traf�c vettingata remotelocationwith highspeed

connection.This helps�o w cookiesleverage the high bandwidthand �ltering capacityof the the link(s)

betweenthecookieboxand its ISP(s)to protectthe link (or path)betweena cookiebox andtheweb site

from SYN �oods, connection�oods, andbandwidth-hoggingdeviant �o ws.

4 ProtocolDetails

In thissection,we presentadditionaldetailsof ourapproachstartingwith a descriptionof theactionstaken

by thecookiebox. A cookieboxmustmaintainthefollowing state:

� Sr : A secretknown only to itself (128- 1024bits).

� Cr : A counterthatis incrementedeveryn seconds(32 bits).

� I Pblackl ist : Tableof IP addressesdeemedto belongto known attackersandbeingactively blocked or rate

limited on requestof theserver.

� F lowblackl ist : A moredynamictableof < sourceIP, sourcePort> pairsthatarebeingblocked temporarily

with theassociatedvaluesof Cr andCr - 1. Eachincrementof Cr �ushes thevaluesassociatedwith theold

countervalue.

Thestepstakenby the�o w-cookieboxaredescribedbelow andshown in Figure2.

� Thecookiebox interceptsall SYN packetsdestinedto thewebserver. If theSYN packet's sourceIP is

in theI Pblackl ist , it is dropped(i.e.,theIP blacklistis only lookedupfor SYN packets).Otherwise,

the box respondswith a SYN cookie [13] in which the sourceaddressis forged to be that of the

webserver. Thecookieis computedusingakeyedmessageauthenticationcode,suchasUMAC-32or

7



SYN

SYNCookie
timestamp=FLOW_START

ACK
timestamp=FLOW_START

DATA
timestamp=FLOW_START

DATA
timestamp=FlowCookie

ACK
timestamp=FlowCookie

Client Router

Handoff
connection
to server

Figure2: Exchangeof packetsbetweenaclientand�o w-cookiebox.

HMAC, over theconcatenationof Cr andtheconnection4-tuple:

cookie= MAC(Sr ; Cr jsrcip jsrcpor t jdstip jdstpor t )

� In addition to the SYN cookie, the cookie box includesa TCP timestampoption in the outgoing

SYNjACK with the timestampsetto theconstantvalueFLOW START, to indicatethepossiblestart

of anew TCP�o w. Thisvalueis uniqueto SYNjACK packets.

� For all packetsto thewebserver thatcarryanACK �ag andhave thetimestampFLOW START, the

cookieboxchecksthattheACK'ed sequencenumberis avalid SYN cookie.If yes,andthesourceIP

addressis not blacklisted,theconnectionis handedoff to thewebsiteusinga TCPhandoff scheme

suchas[7]. Notethatwith a startingslow startwindow sizeof 2 MSS,thecookiebox might have to

check3 packets(ACK of SYN, and�rst two datapackets)for a valid SYN cookie.All valid packets

areforwardedon to theserver.

� For eachdatapacket sentby theserver, thecookiebox insertsa “�o w-cookie” in theTCPtimestamp

�eld. The�o w-cookieis calculatedin thesamemannerastheSYN cookie.

� For all packets to the web server that carry an ACK �ag but doesnot containFLOW START in the

timestamp�eld, thecookiebox checksthatthereturnedtimestamp�eld hasa valid �o w-cookie.By

design,themaximumlifetime of a cookieis 2 timesthe incrementperiodof Cr . If thepacket does
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nothave avalid �o w-cookie,it is dropped.(Notethathandlingwebsitesthatusetimestampsfor RTT

calculationrequiresa smallmodi�cation to thisstep,discussedin Section4.1.)

� If thewebserverdoesnotwantto receivepacketsfrom aparticular�o w, it candotwo things:(1) push

�lters to thecookiebox's �ow blacklist; in this case,thecookiebox maintainsthesourceIP andport

in a revocationlist with anassociatedtime out and�lters packetsaccordingly. (2) inform thecookie

boxto stopissuingfreshcapabilitiesfor theclient. Thiscanbedonesimplyby closingtheconnection

in which casetheclient will no longerreceive valid cookiesfor the �o w. The �rst approachcanbe

employedto �lter high-bandwidthmalicious�o ws immediately. Thesecondapproachcanbeusedin

lesscritical situationsor to shutoff low priority clientswhenunderoverload.

� If a server determinesthatanattacker is behinda givenIP address(or addressblock), it canrequest

thecookiebox to addtheIP (addressblock) to theIP blacklist.

Thecookie-box'sper-packet forwardingchecksfrom clientto server is shown in pseudocodein Figure3.

And the forwardingchecksfrom server to client is includedin Figure4. In the next sectionwe discuss

practicalissuesregardingthetimestamp,RSTpacketsandpersistentconnections.

4.1 DesignConsiderations

Patching timestamps.RFC-1323doesnot specifyhow thetimestampvalueis to beencodedin theoption

�eld. To preventdisruption,thecookieboxandthewebserver mustexplicitly agreeon a format.Also, care

needsto betakenif thewebsitewishesto usetimestampsto measureRTTs. Thesimplestapproachto avoid

undesirableinteractionswith �o w cookiesis for the third-partyserviceto dissuadewebserversfrom using

timestampvaluesin RTT calculations.This requiresa relatively insigni�cant modi�cation to theTCPstack

at thewebserver. Also, all stacksareableto do RTT calculationswithout theaidof timestamps.

An alternatemethodthat doesnot requireany modi�cation of the webserver is to storea portion of

the timestamp:Using this approach,the cookiebox placesthe cookie in the most-signi�cant24 bits of

thetimestamp,reducingcookiesizefrom 32 to 24 bits andpreservingthelow-orderbits of thetimestamp.

When the client echoesthe cookie, the cookie-boxusesthe last-seentimestamp(Ts) from the server to

replacethe upper24 bits of the timestamp�eld thuspatching-upthe original timestamp.We notethat as

long asthe RTT betweenthe web site andthe client is lessthanwhat canbe representedby 8 bits in the
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Sr: secret

Cr: current counter value

Ts: last server timestamp

1 if packet is SYN:

2 if scrIP in IPBlacklist:

3 drop packet and exit

4 syn_cookie = UMAC(Sr, Cr | 4-tuple)

5 send back SYN_ACKwith ISN = syn_cookie and

timestamp = FLOW_START

6 else:

7 cookie = UMAC(Sr, Cr | 4-tuple)

8 if timestamp == FLOW_START:

9 if ACK sequence != cookie:

10 drop packet and exit

11 else:

12 if timestmp[8:32] != cookie:

13 drop packet and exit

14 else:

15 if <srcIP and srcPort> in FlowBlacklist:

16 drop packet and exit

17 set timestmp[8:32] = Ts[8:32]

18 forward the packet

Figure3: Per-packet logic at thecookiebox for packetsdestinedto theprotectedweb-server.

1 Ts = timestamp value

2 cookie = HMAC_UMAC(Sr, Cr | 4-tuple)

3 timestamp[8:32] = cookie

Figure4: Per-packet logic at thecookiebox for packetssentfrom theprotectedweb-server.

Figure5: Preservingbits 4 through12 from theoriginal timestampto supportclientswith highRTT to theserver.
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timestamp(i.e. 256msif a millisecondresolutiontimer is beingused),theoriginal timestampusedby the

websiteis restored.

If theRTT is greater(or theserverhasahigherprecisiontimer),thecookie-boxcanusehigher-orderbits

of thetimestamp(we usebits 4 through12),effectively reducingtheRTT timer granularity(seeFigure5).

In Section6 we show that reducingthe �delity of the timestampby truncatingthe leastsigni�cant 4 bits

doesnotproduceany measurableeffect on throughput.

RST Packets.Flow-cookiesrelieson all packetsto have avalid cookiein theTCPtimestamp�eld. Unfor-

tunately, thetimestamp�eld is only valid if thepacket's ACK bit is set. All TCPpacketsbetweena server

andits client (in eitherdirection)have their ACK bit set,exceptRSTpackets. RSTpacketsaresentwhen

clientscontinueto receive packetsfrom theserver, evenafterclosingaconnection.In ourproposal,we rate

limit TCPRSTpacketsto thewebserver to asmallpercentageof thewebsite's link bandwidthL b. Notethat

anattacker could �ll thequeuewith illegitimateRSTsstarvingout the legitimateones.However, theonly

adverseeffect is that underattackconditionstheweb site sendsout marginally moredataon connections

thatcouldnot completeapropershutdown.4

PersistentConnections.Flow-cookiesareissuedfor everypacket from theserver to its client. As longasa

clientcanelicit asteadystreamof packetsfrom theserver, it is assuredof avalid capability. However, TCP

connectionssuchaspersistentwebsessionsmayremainidle for prolongedperiods,in whichcasetheclient

cookiemaygo stale(in our implementation,cookiestime out after30 seconds).To addressthis problem,

thewebserver canissueHTTP keep-alives(sayevery 15s)to updatingtheclient �o w-cookies.Keep-alives

aresmallandwill not consumesigni�cant bandwidthrelative to thecontentatabusyInternetsite.

ServiceClasses.In additionto enforcingthebinarydecisionof acceptingor denying apacket, �o w-cookies

canaid in differentiating�o ws into multiple classes.This is especiallyimportantunderstressor attack

conditions. The main idea is to encodethe serviceclassinto the cookie (e.g asa 3bit value)which the

cookie-boxthen usesto place incoming packets in the appropriateservicequeue. Doing so requiresa

changeto thecookiecomputationsothatinsteadof usingakeyedhash,thecookie-boxencryptsto generate

thecookieanddecryptsto retrieve theserviceclass.Weplanto continueto explorethisareaasfuturework.

4We notethatoutgoingRSTsarecommonlyblockedby �re walls todayto protectagainstRSTandinverseport scans.
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5 Discussion

In this section,we discussprotectionpropertiesof the �o w cookiemechanism.In addition,we discuss

alternateavenuesfor attackingthismechanism,andpossibleworkarounds.

5.1 Propertiesof Our Approach

As with mostprotectionschemes,�o w-cookiesmerelyraisethebarof dif�culty for anattacker to exhaust

thebandwidthof awebsite.Below, we outlinetheprotectionpropertiesof �o w-cookies.

Non-spoofability. Sincethe webserver only receivespackets from established�o ws, �o w cookiesoffers

“non-spoofability”: anattackIP hasto be“real” for it to consumestateat thecookiebox or thewebserver.

An attacker with a spoofedsourceon the SYN cannotcompletethe three-way handshake. Similarly, an

attacker who hasestablisheda valid connectioncannotforgea valid cookiefor anarbitrarysourceaddress.

As a result,noattacker (unlessdirectlyon-route)cantrick theserveror thecookieboxinto allocatingstate

for IP addressesotherthanits own.

Proportional state. In practice,thecookiebox muststoretheIP blacklist,the�o w blacklist,andthemost

recenttimestampperprotectedwebsite. Assumingthatthewebserver beingprotectedfunctionsproperly,

the sizeof the two lists areproportionalto the numberof attacking hosts/�ows, asopposedto aggregate

numberof �o ws.

Easeof deployment. By design,�o w-cookiesleveragesa third-partyserviceto offer bandwidthasa re-

sourcefor protectingagainstDDoS.However, �o w-cookiesdoesnot requirethe third-partyto understand

the semanticsof the traf�c to the servers,nor is the �o w-cookiebox susceptibleto �o w-stateexhaustion

dueto legitimate�o ws. Further, thealgorithmicsimplicity andstate-spacerequirementsaresuchthat�o w-

cookiescanbeimplementedat relatively low cost.

Protection Bandwidth Guarantee. Flow cookiesmustmake it dif�cult for theattacker to craft anattack

packet thatis outsideanestablished�o w, yetsomehow allowedpastthecookiebox. Notethatgivenann bit

cookie,for every 2n packetsgeneratedby theattacker, onepacket will getthrough,on average.Therefore,

in orderto maintaintheprotectionbandwidthprovidedby theingresslink, thecookiesizemustbeat least

log2 ( Cb
L b

), whereCb is thebandwidthof link betweenthecookieboxandits ISP(or theaggregatebandwidth

in thecaseof multiple ISPs)andL b is thebandwidthof thetunnelor link betweenthecookiebox andthe

webserver. We believe our choiceof 24 bits (with 8 bits reserved for time-stamppatching)is suf�cient for
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almostall cases.

Fault Tolerance. Failureof thecookie-boxmustnot cut traf�c to or from thewebserver. To ensurefault

tolerance,the third-partyprovider could replicatethe cookie-boxin situ. Alternately, the provider could

deploy cookie-boxesatmultiplegeographiclocations.Clientsof theprotectedwebservercouldberandomly

directedto oneof thereplicasusingDNS (similar to existing third-partyDNS mechanisms[2]) or anycast.

The webserver site could similarly buy an additionalInternetconnectionto useasa fail-over mechanism

(specialcaremustbetakento manageaddressallocationandrouteannouncements).

5.2 WebServer Actions

In our approach,the web servers are fully responsiblefor discovering misbehaving clients and pushing

�ltering requeststhecookie-box.Becausetheweb-servermustmaintainper-connectionstateit is in thebest

positionto determineif theTCPcongestionprotocolis notbeingfollowedor if avalid cookieis beingused

for �ooding. In addition,the web-serverscanuseknowledgeof higher-layer semanticsto determineif a

client is attemptingto exhaustdownloadingbandwidthor CPU cycles. Filtering requestsarepushedover

theestablishedprivateconnectionbetweentheserver andthecookiebox.

5.3 Other Attack Venues

Download Bandwidth Exhaustion. Flow-cookiesdoesnot protectthe outgoinglink of the server from

bandwidthexhaustionattacks.Thiscanhappenin “e-protests”wheremany clientsplanandsimultaneously

requesta large dataitem. We believe defensesfor suchattacksaremostappropriatelyemployed on the

server whereapplicationspeci�c knowledgecanbeused,for example,to compressspeci�c objects.

State Exhaustion Attack on Filter Lists. An attacker may attemptto exhaustthe memoryusedto store

�o w blacklistsat the cookie-boxby generatinga large numberof malicious�o ws from oneor more IP

addresses.However, the�o w blacklistentriesareestablishedby theprotectedwebserver, whichis assumed

trustworthy andentriesareonly placedon legitimate �o ws andIP addresses.Our naive implementation

discussedin Section6 is ableto handlemillions of entriesat gigabit speeds—ordersof magnitudehigher

thanthelargestbotnetsknown today.

Furthermore,the third-partyprovider could placea boundon the amountof �ltering statethat a pro-

tectedweb-server canconsume.Beyondthis, thewebserver will eitherhave to payfor extra room,or push
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aggregated�lters insteadof individual IPs;doingthe latterhastheobviousdownsideof preventingaccess

to legitimateclientsthatshareacommonpre�x with attackers.

Coordinated Bot Attacks. Perhapsthemosteffectiveattackagainst�o w-cookiesis for a largebot-network

to launcha sustainedattackby requestingandsharingindividual cookies. For example,a singlebot �rst

obtainsa �o w-cookiewith a 10slifetime. It immediatelycommunicatesthe cookieto the otherbotsof a

largenetwork. Eachhostin thebotnetwork thenspoofsits sourceaddressto thatof thecompromisedclient,

andsendsthewebserver a burstof data,usingthe �o w-cookieto getpastthecookie-box.Thewebserver

canstopthe attackby immediatelyrequestinga �lter on the compromisedIP. However, the bot-network

couldcycle throughall of theIPsof nodesin thebot-netandcontinueto in�ict damage.But wenotethatif

it takesthewebserver 50msto detectandblacklistthesourceof a �ood, thenin 5sa 100nodebot network

wouldhavebeenexhausted;in 500seconds,a1000nodenetwork etc.Largerbotnetsof tensor hundredsof

thousandsof hostscananyway easilyrenderthecookie-boximeffective by �ooding thelink to its ISP.

Attacks on DNS and Other non-TCP Traf�c. We assumethat all non-TCPtraf�c is either explicitly

�ltered, or placedin a differentqueuefrom TCPtraf�c, andratelimited in aggregate.However, theremay

besomenon-TCPtraf�c thatis critical to operationof theserver, suchasDNStraf�c; thiscouldbeanother

avenuefor attack.Thoughimportant,�o w-cookiesdoesnot directly addresstheseformsof attack.For the

purposesof this paperwe assumethatseparateprotectionmechanismsareused,suchasDNS of�oading to

third-partyservices[2].

6 Implementation and Testing

We implementedour �o w-cookieapproachwithin an existing software router. While �o w-cookieswas

designedto besimpleandamenableto hardwareimplementation,this remainspartof our futurework.

In thissection,wepresentresultsfromtestingourimplementationonclientsusingpopularweb-browsers

on commodity, unmodi�ed operatingsystemsagainstpublic servers. We alsoincluderesultsfrom micro-

benchmarktestsdesignedto explore the performancecharacteristicsof �o w-cookiesandany deleterious

affectscausedby thelossin timer resolutionof theTCPtimestamp.In additionto live testson theInternet,

we testour implementationin softwareusingsimulatedtraf�c loadsto show thatevenon a standardGPU,

�o w-cookiescanhandlegigabit line speeds.Finally, we explore the effectivenessof our approachunder

simulatedattackconditions.
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6.1 Implementation Details

Our implementationof �o w-cookieswasdonein a simplesoftware-routerusinga user-spacenetwork de-

velopmentenvironment[14]. Thedevelopmentenvironmentprovideshooksinto thekernelfor sendingand

receiving packetswhile allowing low-level network functionality to be implementedoutsideof thekernel.

In additionto �o w-cookies,our routersupportsARP, a subsetof ICMP, IP-pre�x forwardingandIP TTL

handling.

The implementationwasdonein C usingHMAC-SHA1() from OpenSSLto computethecookie. For

the HMAC we usea 64-bit secretandincrementthe router's timer (Cr ) every 30 seconds.Incorporating

�o w-cookiesinto therouterrequiredanadditional320 linesof code.Also, asdiscussedin Section4.1, to

repairtheserver timestampvaluein placeof the returnedcookie,the implementationsavesbits [4:12] of

theoriginal timestampin thecookie(we discussthe impactof this in Section6.3) We did not implement

SYN cookiesandthe TCP handoff becauseit would prevent us from testingagainstexisting, public sites

over whichwe have no administrative control.

TheIP Blacklist is implementedasaPatricia-Trie whoseminimumnodesizeis a4-bit nibble.Wechose

to usea trie becauseit is spaceandtime ef�cient for IP lookup [20] andamenableto hardware[21]. The

sourceIP of all packetsarecheckedagainstthetrie anddiscardedif amatchis returned.

6.2 Compatibility Testingwith Existing Servers

In our �rst test,we validatedthat �o w-cookiesis indeedcompatiblewith existing operatingsystemand

clientsby testingagainst10 public web-servers.To do this,we addeda moduleto our implementationthat

would“bounce”packetssentfrom theclientafterthey passthroughtherouterto theserver by rewriting the

sourceanddestinationsaddressesof theIP header. Packetsreturnedfrom theweb-serverswheresimilarly

bouncedbackby the moduleto the client. All compatibility testswereperformedover a relatively low-

bandwidthnetwork (100Mbps).

The target websitesincludedpopulareducation,entertainment,news andhobbysites. For eachof the

web-serverswe testedvariousclient OSes:Linux, MacOSX,NetBSDandWindowsXP (in the last case,

with timestampsturnedon). Our test includedrecursive queriesof static contentas well as GETs and

POSTswhensupportedby the site. In all cases,we found that �o w-cookieswastotally compatiblewith

variousclientOSesandtheserverswe testedagainst.

In addition,we measuredthe theaveragetime it took to wget �les on themainpageof eachweb site
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site RTT router bytes �les avg. var.

to site recd time (s) (s)

1 77ms norm 2,860k 119 37.78 0.515

�o w 2,860k 119 44.32 1.05

2 49ms norm 704k 58 19.06 1.61

�o w 704k 58 18.42 .50

3 2.8ms norm 155,727k 588 75.28 2.53

�o w 155,727k 588 79.12 1.19

4 97ms norm 2,303k 255 81.74 6.83

�o w 2,303k 255 82.62 5.50

5 198ms norm 4,576k 230 191.93 12.51

�o w 4,576k 230 179.40 8.10

Table 1: Comparisonof router with (�o w) and without (norm) �o w cookiesdownloadingmultiple �les from 5

websites.

usingboththe�o w-cookiesenabledrouterandanunmodi�ed version.Someof theresultsof our testsare

showing in Table1. Wenotethatthereis noobservableeffectoneitherthedownloadtimesor in thevariance

thereof.

6.3 Effectsof RTT �delity on total throughput

Our implementationloweredtheresolutionof theTCPtimestampfrom 1msto 16msincrementsby truncat-

ing thelower4 bits. As shown in [28], RTTsover theInternetpathcanvaryby severalmilliseconds.Hence,

thelossof granularityof RTT for < 16msvariationsshouldnot leadto drasticallydifferentclient or server

behavior. This is partlysupportedby theresultsof our throughputtestsabove.

However, becausetheRTT is usedto calibratetheTCPretransmissiontimeoutvalue,thenegativeaffects

of poorRTT calculationaremostlikely to ariseduringconditionsof high loss.We explorethis caseby re-

runningmultiple HTTP sessionson Internetpathswith differentunderlyingRTTs using�o w-cookies.We

forceda lossrateof 9%; thelossesaredistributeduniformly at random.

The resultsfor two Internetpathsareshow in Figure6. We seethat a reductionin granularityby up

to 16ms(4 bits) doesnot have a signi�cant impacton the throughputduring lossconditions.However, a

furtherlossin granularitysigni�cantly reducestheeffective throughput.

Wereiteratethat“patchingup” thetimestampis donemerelyasaconveniencesothattheserverdoesnot

requiremodi�cation to thekernel. For serversthatdo rely on high-precisionRTTs, we would recommend

thatthetimestampnotbeusedfor RTT calculationunderattackconditionswhen�o w-cookiesis beingused
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network throughput software

unmodi�ed 84.84/s 8.3Gbs

�o w-cookies 84.16/s 2.38Gbs

largeblacklist 82.56/s 2.13Gbs

Table2: Comparisonof network androuter throughputwith (�o w-cookies)andwithout (unmodi�ed) andwith 1

million randomlygeneratedIP entriesin theIP blacklist(largeblacklist).

for defense.

6.4 PerformanceMicr obenchmarks

Table2 showsnetwork throughputof therouterbeforeandafterthe�o w-cookiemodi�cations,ona1.2GHz

PentiumIII runningRedhatLinux 9.0.Thesetestsarelimitedby thespeedof ournetwork testbed(100Mbps).

Thenumbersareobtainedfor multipledownloadsof a512MB�le throughtherouter. Wenotethatour�o w-

cookieenabledrouterwasableto performat thesamespeedastheunmodi�ed router. We alsopro�led the

CPUandfoundthattheper-packet processingoverheadwasdominatedby thehashcomputation.

In orderto testthethroughputperformanceof the �o w-cookierouterunderstressconditions,we mod-

i�ed therouterto readtracesdirectly from a �le andrun themthroughtherouterforwardingpathwithout

injectingthembackon thenetwork. Undertheseidealizedconditions,our implementationof �o w-cookies

wasableto processpacketsataspeedof 2.38Gbps. Notethattheforwardingpathusedwasidenticalto that

in the full router, that is, it performedall theheaderparsing,decisionlogic, �o w cookiecomputationand

TCPchecksumupdateonmodi�cation of thetimestamp.

We pro�led the executionof the �o w-cookiesduring the software test-caseand, again,a signi�cant

percentage(91%) of the time wasspentin �o w cookiecomputation. In a hardware implementation,the
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Figure7: Affectof SYN �ooding attackon legitimate,low-bandwidthHTTP �o ws.

hashfunctionwill beof�oaded to anapplicationspeci�c chipasis donein crypto-acceleratorstoday. Flow-

cookiesusesthe samecookiegenerationcomputationasSYN cookieswhich todaysupportmulti-gigabit

line speeds[4]. We alsonotethatswitchestoday, suchasCisco's catalyst6K series,canalreadyperform

encryptionat10Gbps.

6.5 Blacklist Lookup Performance

Next, we test the impactof per-packet lookup in the IP blacklist on the router's throughputperformance.

We notethatour blacklist implementationis ableto handleover a million insertionspersecondandnearly

two million lookupsper secondwhen �lled with a million entries(i.e., attacker IP addresses)generated

uniformly at random. Even given our naive software implementationwhich checksthe blacklist serially

beforethecookiecomputation,the lookuphaslittle affect in the network andsoftwaretests(seeTable2,

row 3). Notethatin ahardwareimplementation,thelookupwould in factbedonein parallelwith thecookie

computation.

6.6 Flood Protection

Weexploredtheprotectioncapacityof our�o w cookieimplementationfor alow-bandwidthback-endserver

during a high-bandwidthSYN �ooding attack. In theseexperiments,we ran multiple legitimate HTTP

downloadsto theback-endserver. Thesedownloadswererate-limitedsothataggregatebandwidthdid not

exceed10Mbps. Sincewe did not implementSYN cookies,in orderto generate�ood conditionswe ran

multiple instancesof hping2,generatingvalid TCPpacketswith randomtimestampsat ratesrangingfrom

12Kbpsto 88Mbps.

Theaveragethroughputof HTTP �o ws during�ooding is shown in Figure7. We seethatthatuntil the
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�ood nears65Mbps,theaggregatethroughputof legitimate�o ws is virtually unaffected.At this stage,the

routersees75Mbpsof traf�c in aggregate,which is closeto its capacity(85Mbps,Table2). At saturation,

throughputdropsdrasticallydueto heavy packet lossat therouter. Theseresultsshow thatour implemen-

tationcanindeedoffer back-endserverstheprotectionbandwidthof thehigher-bandwidthlink betweenthe

cookieboxandits ISPfor SYN �ood attacks.

7 Conclusionsand Futur eWork

BandwidthexhaustionDDoS attacksarea very-realandseriousthreaton the Internet. “Flow-cookies”is

anevolutionaryapproachto preventingbandwidthexhaustionattacksthatdoesnot requiremodi�cation of

client end-hosts.It providesa web site with the effective bandwidthof a high-speedlink for processing

anddiscardingattackpackets,without requiringthenetwork to storeper-�o w state.Flow-cookiesdoesnot

requiremodi�cation to clients,is resistantto sourcespoo�ng, andis simpleto deploy. The staterequired

in thenetwork to �lter attacksis proportionalto thenumberof realattackersandis smallenoughthat fast

packet lookupimplementationsin SRAM andavailableTCAMs canhandlemultiplesof thelargestbot-nets

known to exist today.

A mainpartof ourfuturework is to implement�o w-cookiesin hardwareusinganetwork programmable

FPGA platform suchas NetFPGA-2[15]. We plan to deploy a live implementationof �o w-cookiesin

hardwareat 1Gbpsspeedsor higherin orderto further studydeployment,compatibility andperformance

issues.
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