Flow-Cookies:Using BandwidthAmpli cation to DefendAgainst
DDoSFloodingAttacks

Martin CasadoPeiCao Aditya Akella Neils Provos
StanfordUniversity University of WisconsinMadison Google,Inc.
Abstract

DistributedDenial-of-Serviceooding attacksagainstpublicwebsenersareincreasinglycommon.
Websiteswithout the ability to over-provisionor rely on a CDN areoftenoverwhelmeddy suchattacks.
Existingproposaldo combat ooding within the network eitherrequiresubstantiathangego the Inter-
netinfrastructure(e.g.,Capabilities[27, 26]), or the dif cult taskof identifying attackaggreyatesnear
thecore(e.g,Push-back18]).

In this paper we presentan easyto deploy mechanisnwherebya third party with high accesdo
bandwidthcan protecta web sener againstbandwidthexhaustionfrom illegitimatetrafc. With this
mechanismall traf ¢ to and from a web site is routedvia a third party managedmiddlebox. The
middleboxprovidestwo simplefunctions: (1) determindf a TCP paclet sentto theweb-sererbelongs
to alegitimate o w (i.e ., belonggo analreadyestablished¢onnectionpr originatesfrom anon-spoofed
IP address)and, (2) Iter trafc from IPs blacklistedby the protectedsener. We shav thatthis dual
functionality canberealizedin a completelystateles$ashionusing“Flow Cookies”,a simpleextension
to SYN cookies[13, whereinthe protectionmiddleboxplacesa secure]imited lifetime cookie within
the TCPtimestampof every outgoingdatapacket from the protectedsener. Flow-cookiesoffersstrong
protectionagainstooding, doesnot requiremodi cation to clientsor to the network, andis resistanto
sourcespoo ng.

We have implementedo w-cookieswithin anexisting softwarerouterandveri ed its compatibility

with popularclient operatingsystemsandwidely usedpublic webssites.

1 Intr oduction

Distributed denial of service(DDoS) attacksagainstweb sitesarean Internetreality Not only arethey a

disturbinglycommonoccurrencg16, 6], but they have beensuccessfuin widespreadlisruptionof online



commercesenersandothersitescritical to our daily lives[8, 3, 9]. As aresult,defendingagainstbDoS
hasbeenanactve researchareain the networking community

DDoSattacksagainsweb sitescanbe partitionedinto two broadcateyories:attackson resourcesinder
theweb sites' control, andthoseon resourcesiot underthe web sites' control. Theformerincludeattacks
onwebsener computatiorresourceshug exploits of applicationsoftware,exhaustionof TCP connections,
hoggingthe seners outgoingbandwidthvia massie wgets etc. Fundamentallydefendingagainstthese
attacksis a web site's responsibility Active researclhin this areahasyieldeda variety of techniquedor
web sitesto discernlegitimaterequestandprotectthemsuchassophisticatedot-detectior{23], graceful
degradationunderheary load[25] andresourceschedulingscheme$22].

However, web sitesare powerlessagainstthe latter cateyory of attacks. In particular if the incoming
network link to awebsiteis lled with attacktrafc, thereis little thatthewebsitecando. Indeedapopular
methodof DDoSis ooding. In the commoncase,such ooding attackson websitesonly consumeens
of Mbpsor, lessfrequently hundredg6]. However, if the attacktarget's incominglink is unableto handle
suchtrafc, thenetwork musttake active stepgo Iter theattack.Unfortunatelyin-network active Itering
and aggreate signaturedetectionfor low bandwidth oods are notoriouslydif cult andproneto source
spoo ng. Also, in casesvherethe site relieson dynamicor otherwisedeepcontent(e.g. online gaming
sites,or sietswith large baclenddatabasesif oading trafc toaCDN [1, 17] is not possible.

In generalnetwork elementssuchasrouters,lack the semantidknowledgeto determinewhatlevel of
actvity is legitimateandwhatis not for a givenwebsite.For example,a web site may allow a high rateof
requestsrom somelP addresge.qg.its businespartnershput notothers.Thereforethe capabilityto discern
normalfrom abnormalor legitimatefrom illegitimateuse restswith thewebsite.A websitesimply needsa
mechanisnto pushthesedecisiongleepinto the network, wheretrafc deemednaliciouscanbe ltered at
high speedsOur proposal;'Flow Cookies”,providesonesuchmechanism.

“Flow-cookies”is alightweight, low-statemechanisnthat provideslegitimate o w detectionandreli-
able Itering atvery high speedsin this approachathird party provider installsa“ o w-cookies”enabled
middlebox,calledthe cookiebox, with high bandwidthlink(s) to atier-1 ISP(s).All trafc, to or from the
protectedwebserer, musttraversethe cookiebox. The protectedwebsitesare guaranteedhat all pack-
etsreceved from the box belongto a legitimate TCP o w. Furtherif a web-serer deemsa client to be
misbehaing, it canrequesthe cookieboxto lter theoffendinglP.

The cookiebox canprovide mary collaboratingweb senerswith the protectionbandwidthof the at-



tachedlink(s). “Flow-cookies” doesnot requireper o w stateat the cookie box andis resistantto the
rst-packet ooding problem[11]. Flow-cookiesis designedo handlethe commoncaseof relatvely low-
bandwidthattacks(e.g.s&eraltensto afew hundredMibps). Comparedo standardP-addresbasedlter -
ing, 0 w-cookiesenjoys non-spoadble attackrecognition,andguaranteeshatonly “authenticatedo ws”
canreachthe web site. Comparedo capability-basedchemes,o w-cookiesdoesnot requirea separate
capability setupstep,operategrom a point-deplgment,is completelybackward compatibleand doesnot
requireary changeto clients' operatingsystemsor bronser applications. Unlike CDNs or otheraggres-
sive cachingor contentdistribution stratgies, o w-cookiesfully supportsdynamiccontentanddoesnot
requiresensitve datato be replicatedwithin the network. Therefore,it is a practicalsolutionthatcanbe
immediatelyemployed by public web sitestoday

We haveimplementedo w-cookiesn softwareandtestecourimplementatiorusinglive connectionde-
tweenvariouscommodityclient operatingsystemgWindowsXP, MacOSX,NetBSD,Linux2.4, Linux2.6)
andmultiple popular public web sites. Our implementatioris ableto operateat gigabit speedsncluding
perpacletIP Itering of millions of addressesNe alsofoundourapproactio bevery effective againsthigh
volumeSYN ooding attacks.

Therestof thepapeiis organizedasfollows. In thenext sectionwe presentelatedwork. In Section3, we
provide anoverview of o w-cookies.In Sectiond we describehe o w cookieprotocolin detail. Section5
discusseshe propertiesof 0 w-cookiesand possibleattacksthat o w cookiescannothandle. Section6
describesurimplementatiorandevaluationof o w cookies.Finally, we concludeandpresenfuturework

in Section?.

2 RelatedWork

SYN-Cookies. SYN-cookieg[13] aredesignedo preventSYN oods from exhaustingsener connection
statewith half-openconnections.They operateby usinga cryptographicallysecurecookiein placeof the
ISN in the SYNJACK from the sener. If the subsequenACK from the client containsa valid cookie,
then connectionstateis allocatedat the sener. Flow-cookiesgeneralizesSYN-cookiesby requiring all
client paclets(excepttheinitial SYN) to containa valid cookie. In our schemeSYN-cookiesareusedfor
connectiorestablishmenand” o w-cookies"areplacedin the TCPtimestampeld of all subsequerdata

paclets(detailsin Section3).

Filtering and Capability-basedapproaches.Two classe®f solutionshave beenproposedo handleband-
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width exhaustionDDoS: Iter -basedandcapability-based.

Filter-basedapproachessuchasPushback18] and AITF [12] requiretheidenti cation andblocking
of illegitimate trafc from within the network. In Pushbacka router attemptsto identify attacktrafc
by determiningthatit is in a congestedtate, nding an“aggregate” that describeghe attacktrafc, and
pushingthe “aggregate” upstreamto be blocked closeto the source. In pushbackroutersmustdiscern
legitimatetraf ¢ from theillegitimate;In contrastour solutionletsthewebsener decide.

AITF is anoptimizationof Pushbackhatis basedon the obsenrationthata pure Iter -basedapproach
requirestoo muchstatein corerouters,AITF decentralizeshe stateby pushing ltering rulesascloseto
thesourceaspossible However, it doesnot considetow the ltering rulesaredeterminecandwhetherthe
attackrecognitionmechanisnis resistanfagainsispoo ng.

Flow-cookiescanbeviewedasasimpli ed variantof network capabilitied27, 26], which strive to offer
“completepathprotection”. With capabilitiesclients rst recevesa capabilityfrom the serner which must
accompan eachsubsequentatapaclet. Currentcapabilityproposalscall for modi cationsto the IP layer
or theadditionof ashimlayerandinfrastructurathangeso the network. In contrast,o w-cookiesrequires
no modi cation to routersnorto IP or TCP. Also, o w cookiesaimsfor “partial pathprotection”,andtrusts
oneendof thecommunicationthe public websites.Theless-ambitiougoalsof o w cookiesallow it to be

simplerandeasierto adopt.

Overlays. A few approachebasedon overlay networks[19, 10] have beenproposedor protectingonline
senersagainstDDoS: Protectionis enforcedby only allowing a small setof IP addresseévhosevalueis
unknavn to theattacler) or nodesto communicateavith the sener. Thesenodesbelongto a secureoverlay
To accesghe overlay a client mustvalidateitself at predetermine@ntry points. In contrast, o w cookies
providesa webserer the ability to acceptconnectiongrom unknavn clientsandthenenforceimmediate

Itering if aclientis deemednalicious.

Commercial solutions. Many large web sitesuse CDNs [1] to diffuse DDoS attacks. CDNs are mainly
emplo/edfor protectingstaticcontent. They areseldomusedfor contentinvolving userinformation—quite
commonto e-commerceites,which areoftenvictims of DDoS attacks.

DDoS solutionsrelying on the deploymentof securityappliancessuchas[4, 5], performanumberof
DDoS preventionfunctionssuchasof oading the three-vay handshaé with SYN cookies,enforcingper
o w ratelimiting of millions of o ws andperformingstochastianomalydetectionof DoS attacks while

maintainingsubstantiaktateper o w.
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Figurel: with ow-cookiesawebserercooperatesvith a“cookie-box” connectedo a high bandwidthlink. The
cookie-boxprovideshigh-bandwidthprotectionfor the web-serer by Itering all blacklistedIPs andonly allowing

pacletsthatarepartof legitimate o wsto pass.

Flow-cookiestakesa differentapproachit allows the end-serer to distinguishgoodvs badtrafc and
pushthe ltering decisiondo the network ratherthanrely on sophisticated-network detectioralgorithms.
Anotherdistinctionis that o w-cookiesdoesnotrequireper o w stateloweringtherelatve compleity and

costrequiredfor implementation.

3 Our Approach

Flow-cookiesoperatesisinga stand-alonalevice—whichwe call the o w-cookiebox, or cookie-boxfor
short—deplged by athird-partyserviceprovider. We shaw anidealizedsetupin Figurel.! We assumehat
the cookieboxis deployed in a datacenterwith a very high speedconnectiorto atier-1 ISP, Notethatthe
cookiebox could be deplo/ed at a locationfar removed from the web site. Furthermorethe box couldbe
multihomedto severaltier-1 ISPs.

All traf ¢ to andfrom the protectedveb-serer musttraversethe cookiebox. Thecookiebox maintains
a privatechannelto eachback-endveb-serer it is protecting.In practicethis would likely be a relatively
lower bandwidthlPSectunnel(comparedo thelink betweerthe cookieboxandits ISP)or, for moresevere
threatenvironments,a lower bandwidthleasedline (for co-locatedclients). The cookie box announces
routesto its protectedsenersonto its upstreamSP(s)(To be speci ¢, the third-party servicemay own a
public IP-block andassignlP addressefo its customemweb-serersfrom it). This ensureghatincoming

clienttraf ¢ is routedthroughthe box.

IWhile in thecontext of this papewe assumehat o w-cookiesis implementedn astand-alonelevice, it is simpleenougtthat

it couldbeaddedasextra functionalityto aline cardon anaccessSProuter



Thecookiebox andtheweb-sererscooperatdo performthefollowing four tasks:

1. All incomingclientscompletetheir 3-way handsha&with the cookiebox. TheboxusesSYN cookies
for thehandsha&. SYN cookiesdoesnot requirestatemaintenancatthe cookiebox andcanberun
at gigabit line speedq4]. This stepensureghat SYN oods cannottravesse the link betweenthe

cookieboxandthe protectedwebsite

2. Oncea client hascompletedthe handshag, the cookie box handsoff the connectionrequesto the

websiteusing TCP-handdf[7].2

3. Foroutgoingpacletsfrom theweb-sererto its clients(this happensftertheweb-serer hasaccepted
the client connectionrequest) the cookiebox addsa secure’ o w-cookie” (explainedbelow). The
o w-cookieis echoedbackby the client, andchecled by the cookiebox. Thisis to ensurethatonly
padets belongingto ows acceptedoy the servertraveise the link betweerthe cookiebox and the

webserver

4. Thewebserer understandthe acceptedisagepolicy of its local administrationandis alreadykeep-
ing per o w statefor eachoutstandingconnection. Therefore the badkend serveris in the bestpo-
sition to determineif a clientis misbehaving IPs (and associateghorts) deemedmaliciousby the
webserer (e.g. deviant o ws) arepassedo the cookiebox, which Iters currentandfuture paclets

from the offendingclients.

Flow-cookies.To bebackwardcompatible we exploit the TCPtimestampption,andplacethe ow-cookie
from step#3 in the timestamp eld of paclets. The TCP timestampoption, proposedin RFC-1323to
measurdRTTs, is supportedy all themajorhostoperatingsystemsAccordingto the RFC,oncethe option
is enabledy bothends the sendeplacesatimestampn apaclet, andsubsequentacletsfrom therecever
echothetimestamp® On connectiorsetup, the cookiebox negotiatesthe timestampoptionwith theclient.

Flow-cookiesarevalid for a limited period,arenon-fogeable andarecomputedon the basisof the IP
andportof theclient. Thecookie-boxveri es thatall pacletscontainalegitimatecookiethusensuringhat

only pacletsfrom clientsacceptedby thesenerareforwarded.All othersaredropped.Thereforeghecookie

2Insteadbf handingthe connectiordirectly to thewebsite the cookiebox mayhandit off to aparticipatinglayer7 switchwhich

canthenload-balanceicrosamultiple seners,asis commontoday
3Commonoperatingsystemsnableimestampsy default, with the exceptionsof Windows2000andWindowsXP. As hasbeen

shawvn by [24], it is possibleto trick Windows into echoingtimestampsy includingatimestampoptionin the SYNjACK paclet.



box providesprotectionproportionalto its line-speedor oneor morebaclend senerswhich, themseles,
have low speedconnections.

Note that o w cookiesrequireno modi cation of clients The cookie box maintainsno stateduring
normaloperation(however, thebox maystorelPsto Iter uponawebserer's request).All perconnection
stateis maintainechtthewebsener, asis usual.In effect, o0 w cookiessimply providesa statelessin-band
mechanisnior web-serersto signalacceptancef clientsto thethird-partyservice.

Unlike approachegommonin the commercialworld, o w cookiesis not meantto be deplo/ed asa
“perimetersolution” atweb-sitesln contrastwe call for traf ¢ vettingataremotelocationwith high speed
connection. This helps o w cookiesleverage the high bandwidthand Itering capacityof the the link(s)
betweerthe cookiebox andits ISP(s)to protectthe link (or path)betweena cookie box andthe web site

from SYN oods, connectionoods, andbandwidth-hoggingleviant o ws.

4 Protocol Details

In this section we presentadditionaldetailsof our approactstartingwith a descriptionof theactionstaken

by the cookiebox. A cookiebox mustmaintainthefollowing state:

Si: A secrekknown only to itself (128- 1024bits).
C:: A counterthatis incrementedvery n second$32 bits).

| Pblacklist: Tableof IP addressedeemedo belongto known attaclersandbeingactively blocked or rate

limited onrequesbf thesener.

Flowblacklist: A moredynamictableof < sourcelP, sourcePort> pairsthatarebeingblocked temporarily
with the associatedaluesof C;, andC; - 1. Eachincrementof C, ushesthe valuesassociatedvith the old

countervalue.
Thestepstakenby the o w-cookiebox aredescribedelov andshavn in Figure2.

Thecookieboxinterceptsall SYN pacletsdestinedo thewebserer. If theSYN paclet's sourceP is
in thel Pblacklist, it isdropped(i.e.,the P blacklistis only lookedupfor SYN paclets). Otherwise,
the box respondswith a SYN cookie[13] in which the sourceaddresss forgedto be that of the

webserer. Thecookieis computedusinga keyedmessagauthenticatiortode,suchasUMAC-320r
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Figure2: Exchangeof pacletsbetweeraclientand o w-cookiebox.

HMAC, overtheconcatenationf C, andtheconnectiord-tuple:

In additionto the SYN cookie, the cookie box includesa TCP timestampoption in the outgoing
SYNJACK with thetimestampsetto the constantvalue FLOW_START, to indicatethe possiblestart
of anew TCP o w. Thisvalueis uniqueto SYNJACK paclets.

For all pacletsto thewebsener thatcarryan ACK ag andhave thetimestampFLOW_START, the
cookiebox checkghatthe ACK'ed sequenc@umberis avalid SYN cookie.If yes,andthesourceP
addresss not blacklisted,the connectionis handedoff to the web site usinga TCP handof scheme
suchas[7]. Notethatwith a startingslow startwindow sizeof 2 MSS, the cookiebox might have to
check3 paclets(ACK of SYN, and rst two datapaclets)for avalid SYN cookie. All valid paclets

areforwardedonto thesener.

For eachdatapaclet sentby the sener, thecookieboxinsertsa“ o w-cookie”in the TCPtimestamp

eld. The o w-cookieis calculatedn thesamemannerasthe SYN cookie.

For all pacletsto the web sener that carryan ACK ag but doesnot containFLOW_START in the
timestampeld, thecookiebox checksthatthereturnedimestampeld hasavalid o w-cookie. By

design,the maximumlifetime of a cookieis 2 timesthe incrementperiodof C,. If the paclet does



nothave avalid o w-cookie,it is dropped.(Notethathandlingwebsiteghatusetimestampgor RTT

calculationrequiresa smallmodi cation to this step,discussedh Sectior4.1.)

If thewebserer doesnotwantto receve pacletsfrom aparticular o w, it cando two things: (1) push

Iters to thecookiebox's ow bladlist; in this case the cookiebox maintainsthe sourcelP andport
in arevocationlist with anassociatedime out and Iters pacletsaccordingly (2) inform the cookie
boxto stopissuingfreshcapabilitiesor theclient. This canbedonesimply by closingtheconnection
in which casethe client will no longerreceve valid cookiesfor the ow. The rst approachcanbe
emplo/edto Iter high-bandwidthmalicious o wsimmediately The secondapproacttanbeusedin

lesscritical situationsor to shutoff low priority clientswhenunderoverload.

If asenerdetermineghatanattacler is behinda given IP addresgor addresslock), it canrequest

the cookiebox to addthe IP (addres$lock) to the IP bladlist.

Thecookie-boxs perpacletforwardingchecksrom clientto seneris shavn in pseudocoden Figure3.
And the forwarding checksfrom sener to client is includedin Figure4. In the next sectionwe discuss

practicalissuegegardingthetimestampRST pacletsandpersistentonnections.

4.1 DesignConsiderations

Patching timestamps. RFC-1323doesnot specifyhow thetimestampvalueis to be encodedn the option
eld. To preventdisruption,the cookiebox andthe webserer mustexplicitly agreeon aformat. Also, care
needgo betakenif thewebsitewishesto usetimestampso measurdRTTs. Thesimplestapproacho avoid
undesirablanteractionswith o w cookiesis for the third-partyserviceto dissuadevebserersfrom using
timestampraluesin RTT calculationsThisrequiresarelatively insigni cant modi cation to the TCP stack
atthewebsener. Also, all stacksareableto do RTT calculationswithouttheaid of timestamps.

An alternatemethodthat doesnot requireary modi cation of the webserer is to storea portion of
the timestamp: Using this approachhe cookie box placesthe cookiein the most-signi cant24 bits of
thetimestampreducingcookiesizefrom 32 to 24 bits andpreservinghe low-orderbits of thetimestamp.
Whenthe client echoesthe cookie, the cookie-boxusesthe last-seertimestamp(Ts) from the sener to
replacethe upper24 bits of the timestampeld thuspatching-upthe original timestamp.We notethatas

long asthe RTT betweenthe web site andthe client is lessthanwhat canbe representedby 8 bits in the



Sr: secret
Cr: current  counter value

Ts: last server timestamp

1 if packet is SYN:

2 if scrlP in IPBlacklist:

3 drop packet and exit

4 syn_cookie = UMAC(Sr, Cr | 4-tuple)

5 send back SYN_ACKwith ISN = syn_cookie and

timestamp = FLOW_START

6 else:

7 cookie = UMAC(Sr, Cr | 4-tuple)
8 if timestamp == FLOW_START:
9 if ACK sequence != cookie:
10 drop packet and exit

11 else:

12 if timestmp[8:32] 1= cookie:
13 drop packet and exit

14 else:

15 if <srclP and srcPort> in FlowBlacklist:
16 drop packet and exit
17 set timestmp[8:32] = Ts[8:32]

18 forward the packet

Figure3: Perpacletlogic atthe cookiebox for pacletsdestinedo the protectedveb-serer.
1 Ts = timestamp value

2 cookie = HMAC_UMAC(Sr, Cr | 4-tuple)

3 timestamp[8:32] = cookie

Figure4: Perpacletlogic atthe cookiebox for packetssentfrom the protectedveb-serer.

32 16 0
I 12 4
1 1 1 1 1 1
TCP Timestamp from server | |
32 16 \\‘ \‘ 0
8 .
1 1 1 I 1 1 1 N\
Cookie I

Figure5: Preservingits 4 through12 from the original timestampto supportclientswith high RTT to thesener.
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timestamp(i.e. 256msif a millisecondresolutiontimer is beingused),the original timestampusedby the
websiteis restored.

If theRTT is greatei(or thesener hasahigherprecisiontimer),thecookie-boxcanusehigherorderbits
of thetimestamp(we usebits 4 through12), effectively reducingthe RTT timer granularity(seeFigure5b).
In Section6 we shawv thatreducingthe delity of the timestampby truncatingthe leastsigni cant 4 bits

doesnot produceary measurableffect onthroughput.

RST Packets. Flow-cookiesrelieson all pacletsto have avalid cookiein the TCPtimestampeld. Unfor-
tunately thetimestampeld is only valid if the paclet's ACK bit is set. All TCP pacletsbetweera sener
andits client (in eitherdirection) have their ACK bit set,exceptRSTpadets RST pacletsaresentwhen
clientscontinueto receve pacletsfrom thesener, evenafterclosinga connectionln our proposalwe rate
limit TCPRST pacletsto thewebsenerto asmallpercentagef thewebsite'slink bandwidthL ,,. Notethat
anattacler could Il the queuewith illegitimate RSTsstarvingout the legitimate ones.However, the only
adwerseeffect is that underattackconditionsthe web site sendsout maginally more dataon connections

thatcould not completea propershutdevn.*

PersistentConnections.Flow-cookiesareissuedor every paclet from thesenerto its client. As long asa
clientcanelicit a steadystreamof pacletsfrom the sener, it is assureaf avalid capability However, TCP
connectionsuchaspersistentvebsessionsnayremainidle for prolongedperiods,n which casetheclient
cookiemay go stale(in our implementationcookiestime out after 30 seconds).To addresghis problem,
thewebserer canissueHTTP keep-ales(sayevery 15s)to updatingthe client o w-cookies.Keep-ales

aresmallandwill notconsumesigni cant bandwidthrelative to the contentata busy Internetsite.

Sewvice Classesln additionto enforcingthe binarydecisionof acceptingor derying apaclet, o w-cookies
canaid in differentiating o ws into multiple classes.This is especiallyimportantunderstressor attack
conditions. The mainideais to encodethe serviceclassinto the cookie (e.g asa 3bit value) which the
cookie-boxthen usesto placeincoming pacletsin the appropriateservicequeue. Doing so requiresa
changeo the cookiecomputatiorsothatinsteadof usinga keyedhashthe cookie-boxencryptgo generate

thecookieanddecryptgo retrieve the serviceclass.We planto continueto explorethis areaasfuturework.

“We notethatoutgoingRSTsarecommonlyblockedby re walls todayto protectagainsiRST andinverseportscans.
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5 Discussion

In this section,we discussprotectionpropertiesof the o w cookie mechanism.In addition, we discuss

alternateavenuedor attackingthis mechanismandpossibleworkarounds.

5.1 Propertiesof Our Approach

As with mostprotectionschemes, 0 w-cookiesmerelyraisethe bar of dif culty for anattacler to exhaust

the bandwidthof a website. Below, we outlinethe protectionpropertief o w-cookies.

Non-spoofability. Sincethe webserer only receves pacletsfrom establishedo ws, o w cookiesoffers
“non-spoodbility”: anattackIP hasto be“real” for it to consumestateat the cookiebox or thewebserer.
An attacler with a spoofedsourceon the SYN cannotcompletethe three-vay handsha&. Similarly, an
attacler who hasestablished valid connectiorcannotforge a valid cookiefor anarbitrarysourceaddress.
As aresult,no attader (unlessdirectly on-route)cantrick the serveror the cookieboxinto allocatingstate

for IP addresse®therthanits own

Proportional state. In practice the cookiebox muststorethe IP blacklist,the o w blacklist,andthe most
recenttimestampper protectedveb site. Assumingthatthe web sener beingprotectedunctionsproperly
the size of the two lists are proportionalto the numberof attadking hosts/ ows asopposedo aggrgate

numberof o ws.

Easeof deployment. By design, o w-cookiesleveragesa third-party serviceto offer bandwidthasa re-
sourcefor protectingagainstDDoS. However, o w-cookiesdoesnot requirethe third-partyto understand
the semanticof thetrafc to the seners, nor is the o w-cookie box susceptibldo o w-stateexhaustion
dueto legitimate o ws. Further the algorithmicsimplicity andstate-spacesquirementgaresuchthat o w-

cookiescanbeimplementedat relatively low cost.

Protection Bandwidth Guarantee. Flow cookiesmustmale it dif cult for the attacler to craft an attack
pacletthatis outsideanestablishedo w, yetsomehwv allowed pastthecookiebox. Notethatgivenann bit

cookie,for every 2" pacletsgeneratedby the attacler, onepaclet will getthrough,on average.Therefore,
in orderto maintainthe protectionbandwidthprovided by theingresdlink, the cookiesizemustbe at least
log, (f—*b’), whereCy, is thebandwidthof link betweerthecookieboxandits ISP (or theaggrgatebandwidth
in the caseof multiple ISPs)andL y, is the bandwidthof the tunnelor link betweerthe cookiebox andthe

webserer. We believe our choiceof 24 bits (with 8 bits resered for time-stamppatching)is sufcient for
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almostall cases.

Fault Tolerance. Failure of the cookie-boxmustnot cuttrafc to or from the webserer. To ensurefault
tolerance the third-party provider could replicatethe cookie-boxin situ. Alternately the provider could
deploy cookie-borsatmultiple geographidocations.Clientsof theprotectedvebsenercouldberandomly
directedto oneof thereplicasusingDNS (similar to existing third-partyDNS mechanism¢§2]) or arycast.
The webserer site could similarly buy an additionallnternetconnectionto useasa fail-over mechanism

(specialcaremustbetakento manageaddressllocationandrouteannouncements).

5.2 Web Sewer Actions

In our approachthe web seners are fully responsiblefor discorering misbehaing clients and pushing
Itering requestshecookie-box.Becaus¢heweb-serer mustmaintainperconnectiorstateit is in thebest
positionto determindf the TCP congestiorprotocolis notbeingfollowedor if avalid cookieis beingused
for ooding. In addition,the web-serers canuseknowledgeof higherlayer semanticgo determinef a
clientis attemptingto exhaustdowvnloadingbandwidthor CPU cycles. Filtering requestsare pushedover

the establishegbrivateconnectiorbetweerthe sener andthe cookiebox.

5.3 Other Attack Venues

Download Bandwidth Exhaustion. Flow-cookiesdoesnot protectthe outgoinglink of the sener from
bandwidthexhaustionattacks.This canhapperin “e-protests'wheremary clientsplanandsimultaneously
requesta large dataitem. We believe defensedor suchattacksare mostappropriatelyemplo/ed on the

senerwhereapplicationspeci ¢ knowledgecanbe used for example,to compresspeci ¢ objects.

State Exhaustion Attack on Filter Lists. An attacler may attemptto exhaustthe memoryusedto store
o w blacklistsat the cookie-boxby generatinga large numberof malicious o ws from one or more IP
addresseddowever, the o w blacklistentriesareestablishedby the protectedvebsener, whichis assumed
trustworthy and entriesare only placedon legitimate o ws andIP addressesOur naive implementation
discussedn Section6 is ableto handlemillions of entriesat gigabit speeds—ordersf magnitudehigher
thanthelargestbotnetsknown today

Furthermorethe third-party provider could placea boundon the amountof ltering statethata pro-

tectedweb-serer canconsume Beyondthis, the webserer will eitherhave to payfor extraroom,or push
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aggregated lters insteadof individual IPs; doing the latter hasthe olbvious dovnsideof preventingaccess

to legitimateclientsthatsharea commonpre x with attaclers.

Coordinated Bot Attacks. Perhapshe mosteffective attackagainsto w-cookiesis for alarge bot-netvork
to launcha sustainedattackby requestingand sharingindividual cookies. For example,a singlebot rst

obtainsa o w-cookiewith a 10slifetime. It immediatelycommunicateshe cookieto the otherbotsof a
large network. Eachhostin thebotnetwork thenspoofsits sourceaddresso thatof thecompromisedtlient,
andsendsthe webserer a burst of data,usingthe o w-cookieto get pastthe cookie-box. The webserer
canstopthe attackby immediatelyrequestinga Iter on the compromisedP. However, the bot-netvork
couldcycle throughall of the IPsof nodesn thebot-netandcontinueto in ict damageBut we notethatif
it takesthewebserer 50msto detectandblacklistthe sourceof a ood, thenin 5sa 100 nodebot network
would have beenexhaustedin 500secondsa 1000nodenetwork etc. Largerbotnetsof tensor hundredof

thousand®f hostscanarnyway easilyrenderthe cookie-boximeffective by ooding thelink to its ISP

Attacks on DNS and Other non-TCP Trafc. We assumehat all non-TCPtrafc is either explicitly
Itered, or placedin adifferentqueuefrom TCPtrafc, andratelimited in aggrgjate. However, theremay
besomenon-TCPtrafc thatis critical to operationof thesener, suchasDNStrafc; this couldbeanother
avenuefor attack. Thoughimportant, o w-cookiesdoesnot directly addresgheseforms of attack. For the
purpose®f this papemwe assumehatseparatg@rotectionmechanismareused,suchasDNS of oading to

third-partyserviceq2].

6 Implementation and Testing

We implementedour o w-cookie approachwithin an existing software router While o w-cookieswas
designedo be simpleandamenabldo hardwareimplementationthis remainspartof our futurework.

In this sectionwe presentesultsfrom testingourimplementatioron clientsusingpopulamweb-bravsers
on commodity unmodi ed operatingsystemsagainstpublic seners. We alsoincluderesultsfrom micro-
benchmarkestsdesignedo explore the performancecharacteristico®f o0 w-cookiesandary deleterious
affectscausedy thelossin timer resolutionof the TCPtimestampln additionto live testson the Internet,
we testour implementationn softwareusingsimulatedtraf ¢ loadsto shav thatevenon a standardsPU,

0 w-cookiescan handlegigabit line speeds.Finally, we explore the effectivenessof our approachunder

simulatedattackconditions.
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6.1 Implementation Details

Our implementatiorof o w-cookieswasdonein a simple software-routerusinga userspacenetwork de-
velopmentervironment[14]. Thedevelopmeniervironmentprovideshooksinto thekernelfor sendingand
receving pacletswhile allowing low-level network functionalityto beimplementedutsideof the kernel.
In additionto o w-cookies,our routersupportsARP, a subsetof ICMP, IP-pre x forwardingandIP TTL
handling.

Theimplementatiorwasdonein C usingHMAC-SHA1() from OpenSSLio computethe cookie. For
the HMAC we usea 64-bit secretandincrementthe routers timer (C, ) every 30 seconds.Incorporating
0 w-cookiesinto the routerrequiredan additional320 lines of code. Also, asdiscussedn Section4.1,to
repairthe sener timestampvaluein placeof the returnedcookie, the implementatiorsaves bits [4:12] of
the original timestampin the cookie (we discussthe impactof this in Section6.3) We did not implement
SYN cookiesandthe TCP handof becauset would prevent us from testingagainstexisting, public sites

over whichwe have no administratre control.
ThelP Blacklistis implementedhsa Patricia-Trie whoseminimumnodesizeis a 4-bit nibble. We chose
to useatrie becausét is spaceandtime ef cient for IP lookup [20] andamenabldo hardware[21]. The

sourcelP of all pacletsarecheclkedagainsthetrie anddiscardedf a matchis returned.

6.2 Compatibility Testingwith Existing Servers

In our rst test, we validatedthat o w-cookiesis indeedcompatiblewith existing operatingsystemand
clientsby testingagainstlO public web-serers. To do this, we addeda moduleto ourimplementatiorthat
would “bounce”pacletssentfrom theclient afterthey passhroughtherouterto the sener by rewriting the
sourceanddestinationaddressesf the IP header Packetsreturnedfrom theweb-sererswheresimilarly
bouncedback by the moduleto the client. All compatibility testswere performedover a relatvely low-
bandwidthnetwork (100Mbps).

Thetamgetwebsitesncludedpopulareducation entertainmentnens and hobby sites. For eachof the
web-sererswe testedvariousclient OSes: Linux, MacOSX,NetBSD and WindowsXP (in the last case,
with timestampgurnedon). Our testincludedrecursve queriesof static contentaswell as GETs and
POSTswhensupportedby the site. In all caseswe found that o w-cookieswastotally compatiblewith
variousclient OSesandthe senerswe testedagainst.

In addition,we measuredhe the averagetime it took to wget les on the main pageof eachweb site
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site RTT router bytes les avg. var.

to site recd time (s) (s)

1 77ms | norm 2,860k 119 37.78 | 0.515
ow 2,860k 119 44.32 1.05
2 49ms | norm 704k 58 19.06 1.61
ow 704k 58 18.42 .50

3 2.8ms | norm | 155,727k | 588 75.28 2.53
ow 155,727k | 588 79.12 1.19
4 97ms | norm 2,303k 255 81.74 6.83
ow 2,303k 255 82.62 5.50
5 198ms | norm 4,576k 230 | 191.93 | 12.51
ow 4,576k 230 | 179.40 | 8.10

Table 1: Comparisonof router with (o w) and without (norm) o w cookiesdownloading multiple les from 5

websites.

usingboththe o w-cookiesenabledrouterandanunmodi ed version. Someof the resultsof our testsare
shaving in Tablel. We notethatthereis no obserableeffecton eitherthedownloadtimesor in thevariance

thereof.

6.3 Effectsof RTT delity on total throughput

Ourimplementatiooweredtheresolutionof the TCPtimestamgfrom 1msto 16msincrementy truncat-
ing thelower 4 bits. As shavn in [28], RTTsoverthelnternetpathcanvary by severalmilliseconds.Hence,
thelossof granularityof RTT for < 16msvariationsshouldnotleadto drasticallydifferentclient or sener
behaior. Thisis partly supportedy theresultsof ourthroughputestsabove.

However, becaus¢éheRTT is usedto calibratethe TCPretransmissiotimeoutvalue thenegative affects
of poorRTT calculationaremostlikely to ariseduring conditionsof high loss. We explore this caseby re-
runningmultiple HTTP session®n Internetpathswith differentunderlyingRTTs using o w-cookies.We
forcedalossrateof 9%;thelossesaredistributeduniformly atrandom.

Theresultsfor two Internetpathsare shav in Figure 6. We seethat a reductionin granularityby up
to 16ms(4 bits) doesnot have a signi cant impacton the throughputduring loss conditions. However, a
furtherlossin granularitysigni cantly reduceghe effective throughput.

Wereiteratehat“patchingup” thetimestamps donemerelyasacorveniencesothatthesenerdoesnot
requiremadi cation to the kernel. For senersthatdo rely on high-precisiorRTTs, we would recommend

thatthetimestammotbeusedfor RTT calculationunderattackconditionswhen o w-cookiesis beingused
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Effect of Loss in RTT Granularity on Througput
1.2 T T T T T

T T
oams rtt ——

HTTP Throughput (MBps)

0 1 2 3 4 5 6 7 8
Loss in RTT granularity (bits)

Figure6: Theeffectof lossin RTT delity ontotal throughputover alossylink. We testfrom two sourcespnewith

a9msRTT from the senerandanothemwith 90ms.Thelow throughputis dueto high pacletloss.

network throughput | software

unmodi ed 84.84/s 8.3Gbs
o w-cookies 84.16/s 2.38Gbs
large blacklist 82.56/s 2.13Gbs

Table2: Comparisonof network and routerthroughputwith ( o w-cookies)and without (unmodi ed) andwith 1

million randomlygeneratedP entriesin the IP blacklist(large blacklist).

for defense.

6.4 PerformanceMicr obenchmarks

Table2 shawvs network throughpubf therouterbeforeandafterthe o w-cookiemodi cations,onal.2GHz
Pentiumlll runningRedhat.inux 9.0. Thesdestsarelimited by thespeedf ournetwork testbed100Mbps).
Thenumbersareobtainedor multiple downloadsof a512MB le throughtherouter We notethatour o w-
cookieenabledouterwasableto performat the samespeedastheunmodi ed router We alsopro led the
CPUandfoundthatthe perpaclet processingverheadvasdominatedoy the hashcomputation.

In orderto testthethroughputperformancef the o w-cookierouterunderstressconditions,we mod-
i ed therouterto readtracesdirectly from a le andrun themthroughthe routerforwardingpathwithout
injectingthembackon the network. Undertheseidealizedconditions,ourimplementatiorof o w-cookies
wasableto procespacletsataspeedf 2.38GbpsNotethattheforwardingpathusedwasidenticalto that
in the full router thatis, it performedall the heademparsing,decisionlogic, o w cookie computationand
TCPchecksurmupdateon modi cation of thetimestamp.

We pro led the executionof the o w-cookiesduring the software test-caseand, again, a signi cant

percentag€91%) of the time wasspentin o w cookie computation.In a hardwareimplementationthe
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HTTP Throughput During Data Flooding
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Figure7: Affectof SYN ooding attackon legitimate,low-bandwidthHTTP o ws.

hashfunctionwill be of oaded to anapplicationspeci ¢ chip asis donein crypto-acceleratot®day Flow-
cookiesusesthe samecookie generatiorcomputationas SYN cookieswhich today supportmulti-gigabit
line speed44]. We alsonotethat switchestoday suchasCiscos catalyst6K series,canalreadyperform

encryptionat 10Gbps.

6.5 Blacklist Lookup Performance

Next, we testthe impactof perpaclet lookupin the IP blackliston the routers throughputperformance.
We notethatour blacklistimplementatioris ableto handleover a million insertionsper secondandnearly
two million lookupsper secondwhen lled with a million entries(i.e., attacler IP addressesyenerated
uniformly at random. Even given our nave software implementatiorwhich checksthe blacklist serially
beforethe cookie computationthe lookup haslittle affectin the network andsoftwaretests(seeTable2,
row 3). Notethatin a hardwareimplementationthelookupwouldin factbedonein parallelwith thecookie

computation.

6.6 Flood Protection

We exploredtheprotectioncapacityof our 0 w cookieimplementatiorior alow-bandwidthback-endsener
during a high-bandwidthSYN ooding attack. In theseexperiments,we ran multiple legitimate HTTP
downloadsto the back-endsener. Thesedowvnloadswererate-limitedsothataggrgatebandwidthdid not
exceed10Mbps. Sincewe did notimplementSYN cookies,in orderto generateood conditionswe ran
multiple instance®f hping2,generatingvalid TCP pacletswith randomtimestampst ratesrangingfrom
12Kbpsto 88Mbps.

Theaveragethroughputof HTTP o ws during ooding is shavn in Figure7. We seethatthatuntil the
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ood nears65Mbps,the aggrg@atethroughputof legitimate o wsis virtually unafected. At this stage the
routersees7/5Mbpsof trafc in aggregate,whichis closeto its capacity(85Mbps, Table2). At saturation,
throughputdropsdrasticallydueto heary paclet lossat therouter Theseresultsshav thatour implemen-
tationcanindeedoffer back-endsenersthe protectionbandwidthof the higherbandwidthlink betweerthe

cookiebox andits ISPfor SYN ood attacks.

7 Conclusionsand Futur e Work

BandwidthexhaustionDDoS attacksarea very-realandseriousthreaton the Internet. “Flow-cookies”is
anevolutionaryapproacho preventingbandwidthexhaustionattacksthatdoesnot requiremodi cation of
client end-hosts.It provides a web site with the effective bandwidthof a high-speedink for processing
anddiscardingattackpaclets,without requiringthe network to storeper o w state.Flow-cookiesdoesnot
requiremodi cation to clients,is resistanto sourcespoo ng, andis simpleto deplg. The staterequired
in the network to Iter attacksis proportionalto the numberof real attaclersandis smallenoughthatfast
pacletlookupimplementationin SRAM andavailableTCAMs canhandlemultiplesof thelargestbot-nets
known to exist today

A mainpartof ourfuturework s to implemento w-cookiesin hardwareusinganetwork programmable
FPGA platform suchas NetFPGA-2[15]. We plan to deplgy a live implementationof o w-cookiesin
hardware at 1Gbpsspeedor higherin orderto further study deployment, compatibility and performance

issues.
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