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Abstract—NetFPGA is a platform that allows studentsto build
real networking hardware, using industry-standard design tools
(e.g. Verilog), then deploy and debug their hardware in an opera-
tional network. In the canonicalclassroom designexercise,a stu-
dent builds an Ethernet switch, or an Inter net router and makes
it interoperate with other students' solutions. NetFPGA-v1 has
beenusedin classesat Stanford for several years,and is just being
replacedby NetFPGA-v2, which has four Gigabit Ethernet inter-
faces. NetFPGA-v2 is designedfor teaching and research; it is
open,easyto use,and simpleenoughto give away for fr ee.

I . INTRODUCTION

The NetFPGAproject is motivatedby a needfor tools to
teachcomputernetworksystemsattheundergraduateandgrad-
uate level. Speci�cally we observed that studentsonly gain
practicalexperiencewith networking at layersthreeandabove
(routingprotocols,transportprotocols,etc.)Students'exposure
to theLink andPhysicallayersis limited to in-classteaching–
they don't get to build network systems.Therearemany rea-
sonsfor this,someof theobviousonesbeing:

� theinherentcomplexity of building customhardwaresys-
tems,

� thepracticalreality that interestingnetwork systemsneed
multiple devicesbeforethey becomeinteresting,andthis
hasinherentcost.

� the observation that digital designclassesfocusmoreon
microprocessorsthannetworks,

We believe thata customplatformwill addressthecostand
complexity arguments. By developing interestingnetwork-
basedprojectclassesthatareeasyto usewe believewecanget
network systemsdesignadoptedmorewidely in digital design
classes.Wesetoutto build aplatformthatstudentscoulduseto
build interestingandrealisticnetwork systems(NICs,switches,
routers)within a 10-weekclass.Our successwith thetool has
encouragedusandothersto expandits useinto research.

NetFPGAhasgonethroughtwo majordesignversions.This
paperstartswith the�rst versionandexplainshow it wasused
in oneparticularclassat Stanford.The limitationsof this �rst
versionarenoted,andlead into the descriptionof the second
versionwhich we are just startingto use. We concludewith
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thecurrentstatusanda mentionof someothergroupswho are
usingNetFPGAfor their research.

I I . NETFPGA VERSION 1

The �rst versionof NetFPGAwasstartedin late 2001and
the �rst prototypeswereusedin a post-graduatelevel project
classat Stanfordin 2003.Our original vision wasfor a rackof
NetFPGA-v1boardslocatedsomewherein Stanford.Students
would not have physicalaccessto the boards,but ratherthey
would downloadanddebug their designsremotely. We chose
to provide only remoteaccessbecausethe long termgoalwas
for Stanfordto hosttheboardsandmakethemavailableto other
institutions,whichwouldprecludephysicalaccess.

A. TheNetFPGA-v1system

The NetFPGA-v1boarditself measuressix inchesby nine
inchesandcontainsthreeAltera EP20K400APEX devices,an
eight-portEthernetcontroller, three1MByte SRAMs andan-
cillary logic. Thereis no on-boardCPU.Oneof the threeFP-
GAs, called the Control FPGA (CFPGA) is pre-programmed
and connectsthe Ethernetcontroller to the two User FPGAs
(UFPGAs).All communicationwith theboardis via theEther-
netports- theonly otherphysicalconnectorsarefor powerand
reset.

Studentsdeveloptheir designsusingSynopsystoolsfor syn-
thesisand simulation,and the Altera Quartustool for place-
and-route. We provide somescriptsand libraries to simplify
thedevelopmentanddebugprocess.

Whentheir designhasbeensimulatedandsynthesized,stu-
dentsupload the FGPA con�guration �le to a NetFPGA-v1
boardvia a simplewebinterface.Thestudentsthensendpack-
etsto theirboard,andcapturepacketsreceivedfromtheirboard,
in orderto verify thehardwarefunctionality. Ultimatelythestu-
dentsinterconnecttheir boardto thecampusnetwork andtheir
designthencarriesregular internettraf�c. We useda locally
developedtool, calledtheVirtual Network System[1], to map
theNetFPGA-v1portsinto thecampusinternet.

In mostFPGA-basedprojectswe have seen,includingthose
at Stanford,thereis anemphasisonhands-ondebuggingof the
hardwareusinglogic analyzers.For NetFPGA-v1we consider
this a lastresort– studentsarestronglyencouragedto simulate
�rst anddebug last. Thehands-off natureof theNetFPGA-v1



2

systemmeansthat it is not practicalto useexternal logic an-
alyzers(thoughthis would be feasible,albeit expensive, with
network-basedanalyzers). We consideredusing the FPGA
vendor's analysistool, but that requiredlocal CPUswith se-
rial ports attachedto eachboard. Insteadwe developedour
own simple logic analzyerwhich can be downloadedto the
NetFPGA-v1boardsaspart of the system. Studentsthenset
triggerconditionsvia a simpleGUI-basedapplication,capture
thedataon theboarditself, anddisplaythesignalsin aconven-
tionalwaveformviewer.

A CPUis anessentialaspectof mostmoderndigital systems.
AlthoughNetFPGA-v1hasnoCPU,studentswrite softwareto
control their boardandthis softwarecanrun on any computer
connectedto theinternet,thanksto theVNS system.Thesoft-
warecanaccesshardwareregistersusingspecialEthernetpack-
etswhich aredecodedby the CFPGAandtranslatedinto reg-
ister read/writetransactionsfor theuser's design.This mecha-
nismenablesstudentsto build complex hardware/softwaresys-
tems.

B. Build yourownIP Router

NetFPGA-v1hasbeenusedfor two yearswithin theCS344
classat Stanford[2]. In that classstudentsdesign,build, and
testtheirown IP router. Thestudentsmustalsodemonstratein-
teroperabilitywith otherstudents'routers,and�nally they add
someenhancedfunctionalityof their own choosing.

Oneof thegoalsof teachingthedesignof network systems
(aswith almostany digital systemthesedays)is to exposethe
studentsto the hardware-software interface. While the func-
tionality of anIP routeris very clear(RFC1812),thestudents
mustdecidewhetherto implementeachfeaturein hardwareor
software,basedon issuessuchasperformanceandcomplexity.

The studentsdesigna “classical” IP router - a fast path is
provided by the FPGA, while a slow path is implementedin
software.Thefastpathdecodesincomingpackets.If thepacket
is a well-formedIPv4 packet thenits destinationIP addressis
looked up in a local routing table. If the next hop is found
thentheMAC addressof thatnext hopis lookedup in anARP
cache.If foundthenthepacket is forwarded(TTL decremented
andnew checksumcalculated).If, at any stage,thesetestsor
look-upsfail, thenthe packet is forwardedto the slow path–
thestudent's control softwarewhich is runningon an external
computer. The softwarehandlesall ARP packets,as well as
runninganOSPF-likeroutingprotocol.Thesoftwarealsomust
populateandmanagetheroutingtableandARPcache.

Oncetheir IP routeris working thenstudentsaddnew func-
tionalityof theirchoicesuchasIPSECencryption,awebserver,
NAT server, etc. One enterprisinggroupusedtheir router to
demonstrateman-in-the-middleattacksonsshconnections.

C. Limitationsof NetFPGAVersion1

Having usedthe �rst versionof theboardfor severalyears,
we identi�ed a numberof aspectsthatwewantedto change.

� Board Format. The PCB is an awkward format, requir-
ing anobscurerack that is dif�cult to obtainandrequires
self-assembly. In addition,a custombackplaneis needed.
Clearly, aneasierto use,standardformatwasdesirable.

� Slow. Theoriginal boardprovideseight10Mb/sEthernet
ports. This is a perfectlyadequateratefor classesbut is
insuf�cient for many researchprojects.

� CPU.Thelackof anon-boardCPUhasnotpreventedstu-
dentsfrom developing sophisticatedsoftware to control
their boards. Indeedthe �e xibility of being able to run
their control softwareon any campuscomputerhasbeen
veryhelpful thanksto thefamiliardevelopmentanddebug
�o w. However, thepoorperformancedoesconstrainwhat
the softwarecanachieve. Consequentlythe option of an
on-boardCPUwould bedesirable.

� Developmentplatform. NetFPGA-v1usesLinux andSo-
laris platformsfor development.We would like to expand
thisplatformsupportto includeMicrosoftWindowsgiven
its widespreadadoption.

Thesehave all beenaddressedin the new version of the
board.

I I I . NETFPGA VERSION 2

In thesummerof 2004westartedto addresstheissueslisted
above,andin September2005we receivedthe�rst prototypes
of thenew boards.

NetFPGAVersion2 (NetFPGA-v2),is a full-length 32-bit,
33MHz PCI boardshown in �gure 1. It hasa small Xilinx
Spartandevicewhich is programmedatpower-onandprovides
thePCI interface.It alsohasa Xilinx V2P30devicewhichwill
have theuserdesigns.TheV2P30hastwo 512Kx36SRAMs.
The entire systemis clocked at 62.5 Mhz. The V2P30 also
connectsto a Marvell quad10/100/1000EthernetPHY using
standardGMII interfaces.Finally, two of thehigh-speedRock-
etIO serialinterfaceson theV2P30arebroughtout ontoSATA
connectorsto supportinter-boardconnections.

Themainchangewasthemove to thePCI format. We real-
izedthatversionone'scustomrackandbackplanewasaserious
impedimentto the adoptionof NetFPGA-v1. Oneof our new
goalswas ease-of-useand so NetFPGA-v2usesthe standard
PCIinterface.Thishadtwo bene�ts: �rst, theformatis veryfa-
miliar to our intendedusers,andsecond,thegreaterbandwidth
providesnew opportunitiesfor hardware/softwaresystems.We
brie�y consideredusingPCI-Expresswhich is achieving rapid
market success,but we believe thatPCI is so well established
thatit will beavailablefor many yearsto come.

The PCI bus suppliespower and reset,as did the connec-
tor in versionone. However we alsoexploit the speedof PCI
to programtheVirtex device. At power-on theSpartandevice
con�guresitself from a �ash epromandidenti�es itself to the
PCIbus.Softwareon thehostPCcanthencon�gure theVirtex
throughthe PCI interface- con�guration takesaboutonesec-
ond. A usercanrecon�guretheVirtex device without needing
to rebootthecomputer.

A. DesignEnvironment

The designenvironment for NetFPGA-v2remainssimple
andeasyto use.We still supportSynopsysVCS (underLinux)
for verilogsimulations,but now thereis alsotheoptionof Men-
tor's ModelSim (underLinux or XP). Many other simulators
wouldalsolikely work, but havenotbeentested.Synthesisand
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Fig. 1. TheNetFPGAVersion2 Board.

Fig. 2. Classroomcon�guration

place-and-routetasksareperformedwith the Xilinx ISE tool
(Linux or XP).

As before,wewantto simplify thedevelopmentenvironment
wherever it is appropriateto do so. Consequently, we sup-
ply studentswith a Perl modulethat makesit easyto specify
ingressandegresspacketsin asystemsimulation.Whatmakes
this interestingis that thestudentscanusethesametestscript
to testtheirhardware.Not only doesthis re�ect real-world ver-
i�cation methodology, but this encouragesstudentsto develop
goodveri�cation suites,knowing thatthesametestcanbeused
on the hardware. Our tools usethe pcapformat [3] for stor-
ing packet information,so thatpacketscanbeexaminedusing
widely availableutilities suchastcpdump[4] andethereal[5].

With NetFPGA-v2it is practicalfor studentsto have hands-
on accessto the board,if desired.Our lab con�guration uses
severalLinux serverseachwith � ve NetFPGA-v2boards.One
of the � ve boardsactsasa 4-portEthernetNIC, which we call
theControlboard.Theremainingfour boardsareallocatedone
per studentteam. OneEthernetport on eachstudentboardis
thenconnecteddirectly to the Control board,asshown in �g-
ure2. ThismeansthatthePCandthe� veNetFPGA-v2boards
form a completenetwork developmentenvironment: students
canprogramtheir boardandsendandreceive packetsto/from
their boardwithout theneedfor any externalinfrastucture.

B. UsingCPUsin theVirtex device

Weareexploringhow to useCPUswithin theVirtex devices,
either the two on-chipPowerPCsor the soft-coreMicroBlaze
processors.The Xilinx Platform Studio software provides a

simpleandpowerful way to incorporateCPUsandtheirassoci-
atedsoftwaretool chainsuchasgccandlibc. We arecurrently
developingtheboarddescription�les neededby PlatformStu-
dio sothattheNetFPGA-v2boardcanbeusedin this �o w. This
will enablestudentsto have their routersoftware,for example,
runontheNetFPGA-v2boarddirectly - whichmeansthattheir
learningexperienceis morerelevantto theway thatroutersare
develpedin industry. AlthoughNetFPGA-v2hasonly 4MB of
RAM, we think that theuClinux operatingsystem[6] will run
on the boardwith a networking stack. A studentis currently
investigatinghow feasible(anduseful)thismight be.

C. Status

We currentlyhave assembled18 NetFPGA-v2boards. We
alsohaveabus-masterDMA driver(Linux 2.6.13+kernels)for
the4-portEthernetControlboarddescribedearlier. This driver
presentsthe NetFPGA-v2boardas four standardEthernetin-
terfaces.A simplerversionof this drivercanbeusedto enable
studentsoftwareto controltheir boardvia ioctl commandsthat
performregisteraccesses.Theioctl mechanismis substantially
fasterthanthepacket-basedregisteraccessesof Version1.

In theWinterquarter(Jan-Mar'06) weplanto usetheboards
in anundergraduatedigital designclassin which studentswill
designandbuild a four port learningEthernetswitch. This is
anotherstepon our pathtowardshaving NetFPGAgainwider
acceptanceamongtheacademiccommunity(startingwith our
own!)

Muchwork remains,particularlyin theareaof software.We
needsomegooddiagnosticprogramsto helpanalyzecon�gu-
rationandhardwareproblems.We would like to port our logic
analyzerto thenew system.Our currentdriverswork only un-
dera speci�c O/Sreleaseandsowe would like to testthemon
awidervarietyof Linux distributions.

IV. RESEARCH APPLICATIONS

Our initial vision for NetFPGAwasasa teachingtool in the
classroom.However, thearrival of NetFPGA-v2with its ease-
of-use,higherperformance,andgreatercapacityhasstartedto
interestresearchers.Consequentlywe arenow exploring how
the systemcanbe enhancedto make it moreattractive to net-
work researchers.

NetFPGA-v1has alreadydemonstratedits use as a plat-
form for building sophisticatednetwork systems.NetFPGA-v2
buildson thisand,thanksto its greaterperformanceandcapac-
ity, makesanexcellentcandidatefor someof the“clean-slate”
internetresearchthatis beingproposedsuchastheNSFGENI
program[7]. In this sectionwe describetwo nascentresearch
effortsusingNetFPGA-v2.

A. RCP

The RateControl Protocol[8] is a new protocoldeveloped
at Stanfordto provide TCP sourceswith the optimal rate at
whichthey shouldtransmit.WeareimplementingRCP-capable
routersusing NetFPGA-v2in order to understandthe imple-
mentationcostsof sucha protocol. Without NetFPGA-v2we
would be limited to a software-onlyrouterrunningon a Linux
box.
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B. IntrusionDetectionat ICSI

NicholasWeaver, JoseGonzalez,andVern Paxsonarecur-
rently implementingshunting,a techniqueto enablevery high
speed(1 Gbpsandhigher)layer7 intrusiondetectionandpre-
ventionsystem,basedon theBro IDS [9] by providing a con-
trollable bridgewhich the IDS canuseto managethe traf�c:
allowing it to examinetraf�c of interestwhile passing“known
good” traf�c (suchasencryptedSSHsessions)without loading
theIDS.TheShuntitself will behavejust likeadual-portEther-
netcard,exceptthat theShuntcanprocessdatadirectly, either
forwarding it onward, droppingknown-malicioussources,or
passingpacketsto thehostIDS for furtheranalysis.

The NetFPGA-v2boardis beingusedasthe hardwarepro-
totype. They have startedwith the control-boardcon�gura-
tion, andareactively extendingit to make it easierfor research
use,includingmultiple outputFIFOsoneachMAC, additional
memoryinterfacesto theSRAM for userlogic, anda shimin-
terfaceasa placeholderfor userlogic, which will actuallyim-
plementtheshuntinglogic. Any packetstheshimcan't process
arepassedthroughto thehostusingtheexisting control-board
infrastructure.

V. CONCLUSION

NetFPGAhasbeenin developmentanduseat Stanfordover
thepastfour years.In thattimeit hasbeenusedto teachseveral
advancednetwork designclasses.We haverecentlyredesigned
thesystemto make it easierto useandmorepowerful, andwe
believe that NetFPGA-v2is an excellent tool for researchas
well astheclassroom.Furtherdetailsareavailableat [10].
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