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Abstract—NetFPGA is a platform that allows studentsto build
real networking hardware, using industry-standard designtools
(e.g Verilog), then deploy and debug their hardware in an opera-
tional network. In the canonicalclassioom designexercise,a stu-
dent builds an Ethernet switch, or an Inter net router and makes
it interoperate with other students' solutions. NetFPGA-v1 has
beenusedin classest Stanford for several years,and is just being
replacedby NetFPGA-v2, which hasfour Gigabit Ethernet inter-
faces. NetFPGA-v2 is designedfor teaching and reseach; it is
open,easyto use,and simple enoughto give away for free.

|. INTRODUCTION

The NetFPGA projectis motivatedby a needfor tools to
teachcomputemetwork systemsttheundegraduatendgrad-
uatelevel. Speci cally we obsened that studentsonly gain
practicalexperiencewith networking at layersthreeandabove
(routingprotocolstransporprotocols gtc.) Studentsexposure
to theLink andPhysicallayersis limited to in-classteaching-
they don't getto build network systems.Therearemary rea-
sonsfor this, someof the obviousonesbeing:

theinherentcompleity of building customhardwaresys-
tems,

the practicalreality thatinterestingnetwork systemseed
multiple devicesbeforethey becomeinteresting,andthis
hasinherentcost.

the obsenation that digital designclassedocus moreon
microprocessorthannetworks,

We believe thata customplatformwill addresghe costand
complity arguments. By developing interestingnetwork-
basedprojectclasseshatareeasyto usewe believe we canget
network systemslesignadoptedmorewidely in digital design
classesWe setoutto build aplatformthatstudentsoulduseto
build interestingandrealisticnetwork systemgNICs, switches,
routers)within a 10-weekclass. Our succeswith thetool has
encouragedsandothersto expandits useinto research.

NetFPGAhasgonethroughtwo majordesignversions.This
paperstartswith the rst versionandexplainshow it wasused
in one particularclassat Stanford. The limitations of this rst
versionare noted,andleadinto the descriptionof the second
versionwhich we are just startingto use. We concludewith
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the currentstatusanda mentionof someothergroupswho are
usingNetFPGAfor theirresearch.

Il. NETFPGA VERSION 1

The rst versionof NetFPGAwas startedin late 2001 and
the rst prototypeswere usedin a post-graduatdevel project
classat Stanfordin 2003. Our original vision wasfor a rack of
NetFPGA-v1boardslocatedsomeavherein Stanford. Students
would not have physicalaccesgo the boards,but ratherthey
would downloadand dehug their designsremotely We chose
to provide only remoteaccesdecausehe long term goalwas
for Stanfordto hosttheboardsandmake themavailableto other
institutions,which would precludephysicalaccess.

A. TheNetFPGA-vlsystem

The NetFPGA-v1boarditself measuresix inchesby nine
inchesandcontainsthreeAltera EP20K400APEX devices,an
eight-portEthernetcontroller, three IMByte SRAMs and an-
cillary logic. Thereis no on-boardCPU. Oneof thethreeFP-
GAs, calledthe Control FPGA (CFPGA)is pre-programmed
and connectsthe Ethernetcontrollerto the two User FPGAs
(UFPGAS).All communicatiorwith theboardis via the Ether
netports- theonly otherphysicalconnectorsarefor powerand
reset.

Studentgleveloptheir designausingSynopsysoolsfor syn-
thesisand simulation, and the Altera Quartustool for place-
and-route. We provide somescriptsand librariesto simplify
thedevelopmentanddehug process.

Whentheir designhasbeensimulatedand synthesizedstu-
dentsupload the FGRA con guration le to a NetFPGA-v1
boardvia a simplewebinterface.The studentgshensendpack-
etstotheirboard,andcapturgpacletsreceivedfrom theirboard,
in orderto verify thehardwarefunctionality. Ultimatelythestu-
dentsinterconnectheir boardto the campusetwork andtheir
designthen carriesregular internettrafc. We useda locally
developedtool, calledthe Virtual Network System[1], to map
theNetFPGA-vlportsinto the campusnternet.

In mostFPGA-basegrojectswe have seenjncludingthose
at Stanford thereis anemphasi®n hands-ordehiggingof the
hardwareusinglogic analyzers For NetFPGA-v1lwe consider
this alastresort— studentsarestronglyencouragedio simulate

rst anddelug last. The hands-of natureof the NetFPGA-v1



systemmeansthat it is not practicalto useexternallogic an-
alyzers(thoughthis would be feasible,albeit expensve, with

network-basedanalyzers). We consideredusing the FPGA
vendor’s analysistool, but that requiredlocal CPUswith se-
rial ports attachedto eachboard. Insteadwe developedour
own simple logic analzyerwhich can be downloadedto the
NetFPGA-v1boardsas part of the system. Studentsthen set
trigger conditionsvia a simple GUI-basedapplication,capture
thedataon theboarditself, anddisplaythesignalsin acorven-
tional waveformviewer.

A CPUis anessentiahspecbf mostmoderndigital systems.
AlthoughNetFPGA-vlhasno CPU,studentswrite softwareto
controltheir boardandthis softwarecanrun on any computer
connectedo theinternet,thanksto the VNS system.The soft-
warecanacces$ardwareregistersusingspecialEthernepack-
etswhich aredecodedby the CFPGAandtranslatednto reg-
isterread/writetransactiongor the users design.This mecha-
nismenablestudentdo build complex hardware/softvaresys-
tems.

B. Build yourownIP Router

NetFPGA-vlhasbeenusedfor two yearswithin the CS344
classat Stanford[2]. In thatclassstudentsdesign,build, and
testtheirown IP router The studentsnustalsodemonstratén-
teroperabilitywith otherstudentsrouters,and nally they add
someenhancedunctionality of their own choosing.

Oneof the goalsof teachingthe designof network systems
(aswith almostary digital systemthesedays)is to exposethe
studentsto the hardware-softvare interface. While the func-
tionality of anIP routeris very clear(RFC 1812),the students
mustdecidewhetherto implementeachfeaturein hardwareor
software,basedn issuessuchasperformancendcompleity.

The studentsdesigna “classical” IP router - a fastpathis
provided by the FPGA, while a slow pathis implementedn
software. Thefastpathdecodesncomingpaclets.If thepaclet
is a well-formedIPv4 paclet thenits destinationP addresss
looked up in a local routing table. If the next hopis found
thenthe MAC addres®f thatnext hopis lookedup in anARP
cache If foundthenthepacletis forwarded(TTL decremented
andnew checksunxalculated).If, at ary stage thesetestsor
look-upsfail, thenthe paclet is forwardedto the slow path—
the students control softwarewhich is runningon an external
computer The software handlesall ARP paclets, aswell as
runningan OSPF-lile routing protocol. The softwarealsomust
populateandmanageheroutingtableandARP cache.

Oncetheir IP routeris working thenstudentsaddnew func-
tionality of theirchoicesuchasIPSECencryptionawebsener,
NAT sener, etc. One enterprisinggroup usedtheir routerto
demonstratenan-in-the-middlettackson sshconnections.

C. Limitationsof NetFPGAVersion1

Having usedthe rst versionof the boardfor severalyears,
weidenti ed anumberof aspectshatwe wantedto change.
Board Format. The PCB is an awkward format, requir
ing anobscurerackthatis dif cult to obtainandrequires
self-assemblyln addition,a custombackplands needed.
Clearly, aneasierto use,standardormatwasdesirable.

Slow. Theoriginal boardprovideseight 10Mb/sEthernet
ports. This is a perfectlyadequataate for classesut is
insufcient for mary researclprojects.
CPU.Thelack of anon-boardCPU hasnot preventedstu-
dentsfrom developing sophisticatedsoftware to control
their boards. Indeedthe e xibility of beingableto run
their control software on ary campuscomputerhasbeen
very helpfulthanksto thefamiliar developmentanddehug
o w. However, the poor performanceloesconstrainwvhat
the software canachie/e. Consequentlyhe option of an
on-boardCPUwould bedesirable.
Developmentplatform. NetFPGA-vlusesLinux and So-
laris platformsfor development.We would lik e to expand
this platformsupportto includeMicrosoft Windows given
its widespreadhdoption.

Thesehave all beenaddressedn the new version of the

board.

I1l. NETFPGA VERSION 2

In the summerof 2004we startedto addressheissuedisted
above, andin SeptembeP005we recevedthe rst prototypes
of thenew boards.

NetFPGAVersion2 (NetFPGA-v2),is a full-length 32-bit,
33MHz PCI boardshowvn in gure 1. It hasa small Xilinx
Spartardevice which is programmedt power-on andprovides
thePClinterface.lt alsohasa Xilinx V2P30device which will
have the userdesigns.The V2P30hastwo 512Kx36 SRAMSs.
The entire systemis clocked at 62.5 Mhz. The V2P30also
connectgo a Marvell quad10/100/1000EthernetPHY using
standardsMII interfaces Finally, two of thehigh-speedrock-
etlO serialinterfaceson the V2P30arebroughtout onto SATA
connectorgo supportinter-boardconnections.

The mainchangewasthe move to the PCl format. We real-
izedthatversionone's custonrackandbackplanevasaserious
impedimentto the adoptionof NetFPGA-v1. Oneof our new
goalswas ease-of-usand so NetFPGA-v2usesthe standard
PClinterface.Thishadtwo bene ts: rst, theformatis veryfa-
miliar to our intendedusers andsecondthe greatebandwidth
providesnew opportunitiefor hardware/softvaresystemsWe
brie y consideredisingPCI-Expressvhich is achieving rapid
market successbut we believe that PCl is so well established
thatit will beavailablefor mary yearsto come.

The PCI bus suppliespower and reset,as did the connec-
tor in versionone. However we also exploit the speedof PCI
to programthe Virtex device. At power-on the Spartandevice
con guresitself from a ash epromandidenti es itself to the
PClbus. SoftwareonthehostPCcanthencon gure theVirtex
throughthe PCl interface- con guration takesaboutonesec-
ond. A usercanrecon gurethe Virtex device without needing
to rebootthe computer

A. DesignEnvironment

The designernvironmentfor NetFPGA-v2remainssimple
andeasyto use.We still supportSynopsys/CS (underLinux)
for verilog simulations put now thereis alsotheoptionof Men-
tor's ModelSim (underLinux or XP). Many other simulators
would alsolik ely work, but have notbeentested Synthesisand



Fig.1. TheNetFPGAVersion2 Board.
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Fig.2. Classroonton guration

place-and-routéasksare performedwith the Xilinx ISE tool
(Linux or XP).

As before we wantto simplify thedevelopmenervironment

wherever it is appropriateto do so. Consequentlywe sup-
ply studentswith a Perl modulethat makesit easyto specify
ingressandegresgpacletsin asystemsimulation.Whatmakes
this interestingis thatthe studentanusethe sametestscript
to testtheir hardware.Not only doesthis re ect real-world ver-
i cation methodologybut this encouragestudentgo develop
goodveri cation suites knowing thatthesametestcanbeused
on the hardware. Our tools usethe pcapformat[3] for stor
ing paclket information,sothat packetscanbe examinedusing
widely availableutilities suchastcpdump[4] andetherea(5].

With NetFPGA-v2it is practicalfor studentdo have hands-
on accesgo the board,if desired. Our lab con guration uses
severalLinux senerseachwith ve NetFPGA-v2boards.One
of the ve boardsactsasa4-portEthernetNIC, which we call
the Controlboard.Theremainingfour boardsareallocatedone
per studentteam. One Ethernetport on eachstudentboardis
thenconnectedlirectly to the Control board,asshovn in g-
ure2. ThismeanghatthePCandthe ve NetFPGA-v2boards
form a completenetwork developmentervironment: students
canprogramtheir boardand sendandreceve paclketsto/from
their boardwithoutthe needfor any externalinfrastucture.

B. UsingCPUsin the Virtex device

We areexploring how to useCPUswithin the Virtex devices,
eitherthe two on-chip PowverPCsor the soft-coreMicroBlaze
processors. The Xilinx Platform Studio software provides a

simpleandpowerful way to incorporateCPUsandtheir associ-
atedsoftwaretool chainsuchasgccandlibc. We arecurrently
developingthe boarddescriptionles neededy PlatformStu-
dio sothattheNetFPGA-v2boardcanbeusedn this o w. This

will enablestudentdo have their routersoftware,for example,
runontheNetFPGA-v2boarddirectly - which meanghattheir
learningexperiences morerelevantto the way thatroutersare
develpedin industry AlthoughNetFPGA-v2hasonly 4MB of

RAM, we think thatthe uClinux operatingsystem[6] will run

on the boardwith a networking stack. A studentis currently
investigatinghow feasible(anduseful)this might be.

C. Status

We currently have assembled.8 NetFPGA-v2boards. We
alsohave abus-masteDMA driver (Linux 2.6.13+kernels)for
the4-portEthernetControlboarddescribeckarlier This driver
presentghe NetFPGA-v2boardas four standardethernetin-
terfaces.A simplerversionof this driver canbe usedto enable
studentsoftwareto controltheir boardvia ioctl commandshat
performregisteraccessesl heioctl mechanisnis substantially
fasterthanthe paclet-basedegisteraccessesf Versionl.

In theWinter quarter(Jan-Mar06) we planto usetheboards
in anundegraduateligital designclassin which studentsill
designandbuild a four port learningEthernetswitch. This is
anotherstepon our pathtowardshaving NetFPGAgain wider
acceptancamongthe academiccommunity(startingwith our
own!)

Muchwork remainsparticularlyin the areaof software. We
needsomegooddiagnosticprogramsto help analyzecon gu-
rationandhardwareproblems.We would like to port our logic
analyzerto the new system.Our currentdriverswork only un-
deraspeci c O/Sreleaseandsowe would like to testthemon
awidervarietyof Linux distributions.

IV. RESEARCH APPLICATIONS

Ourinitial vision for NetFPGAwasasateachingtool in the
classroom However, the arrival of NetFPGA-v2with its ease-
of-use,higherperformanceandgreatercapacityhasstartedto
interestresearchersConsequentlyve are now exploring how
the systemcanbe enhancedo make it more attractize to net-
work researchers.

NetFPGA-v1 has already demonstratedts use as a plat-
form for building sophisticatedhetwork systemsNetFPGA-v2
builds onthis and,thanksto its greatemperformancendcapac-
ity, makesan excellentcandidategfor someof the “clean-slate”
internetresearcthatis beingproposedsuchasthe NSF GENI
program[7]. In this sectionwe describetwo nascentesearch
effortsusingNetFPGA-v2.

A. RCP

The Rate Control Protocol[8] is a new protocol developed
at Stanfordto provide TCP sourceswith the optimal rate at
whichthey shouldtransmit.We areimplementingRCP-capable
routersusing NetFPGA-v2in orderto understandhe imple-
mentationcostsof sucha protocol. Without NetFPGA-v2we
would be limited to a software-onlyrouterrunningon a Linux
box.



B. IntrusionDetectionat ICSI

NicholasWeaver, JoseGonzalezand Vern Paxsonare cur-
rently implementingshunting,a techniqueto enablevery high
speed1 Gbpsandhigher)layer 7 intrusiondetectionandpre-
ventionsystembasedon the Bro IDS [9] by providing a con-
trollable bridge which the IDS canuseto managethe traf c:
allowing it to examinetrafc of interestwhile passing'’known
good”trafc (suchasencryptedSSHsessionsyvithoutloading
thelDS. The Shuntitself will beharejustlik e adual-portEther
netcard,exceptthatthe Shuntcanprocessiatadirectly, either
forwarding it onward, droppingknown-malicioussourcesor
passingpacletsto thehostIDS for furtheranalysis.

The NetFPGA-v2boardis beingusedasthe hardware pro-
totype. They have startedwith the control-boardcon gura-
tion, andareactively extendingit to make it easierfor research
use,including multiple outputFIFOson eachMAC, additional
memoryinterfacesto the SRAM for userlogic, anda shimin-
terfaceasa placeholdeffor userlogic, which will actuallyim-
plementthe shuntinglogic. Any pacletstheshimcant process
arepassedhroughto the hostusingthe existing control-board
infrastructure.

V. CONCLUSION

NetFPGAhasbeenin developmentanduseat Stanfordover
thepastfour years.In thattimeit hasbeenusedto teachseveral
adwancednetwork designclassesWe have recentlyredesigned
the systemto male it easierto useandmore powerful, andwe
believe that NetFPGA-v2is an excellenttool for researchas
well asthe classroomFurtherdetailsareavailableat[10].
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