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Abstract

Modern high-performance networks face two fundamental challenges: ensuring correct operation

at scale and efficiently supporting specialized workloads. This thesis addresses both challenges by

demonstrating how leveraging application-specific knowledge can yield significant improvements in

network design and operation. We present three systems that use different forms of application

knowledge to optimize network behavior, ranging from runtime verification to circuit-switched

architectures for AI training.

The first contribution, Hydra, addresses the challenge of verifying network correctness in real

time. We present a domain-specific language and compiler that enables operators to specify network-

wide properties and verify that every packet is correctly processed against these specifications at

line rate. The compiler generates executable P4 code that runs alongside forwarding logic on

programmable switches, enabling scalable runtime verification without centralized bottlenecks. The

second contribution, Chronos, explores circuit-switched fabrics for large language model training by

exploiting the predictability of training traffic patterns. We develop techniques to analyze training

code and generate switch schedules for the entire training run, replacing packet-switched fabrics with

pre-scheduled crossbar switches to reduce power consumption and increase switching capacity. For

unpredictable traffic patterns such as those in Mixture-of-Experts models, we employ Birkhoff-von

Neumann decomposition to schedule circuits on demand. The third contribution, BhaVaN, provides

the hardware foundation needed to support dynamic traffic in circuit-switched networks. We present

a hardware algorithm that performs Birkhoff-von Neumann decomposition in nanoseconds using

wrapped wavefront arbiters with bitwise parallelism, reducing runtime complexity from O(N4.5) to 2N

clock cycles for an N ×N matrix. Collectively, these systems demonstrate that leveraging application

knowledge—whether about network policies, training patterns, or traffic matrices—enables practical

solutions to hard problems in high-performance networking.
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Chapter 1

Introduction

Modern high-performance networks operate at unprecedented scale and complexity. Data center

networks connect millions of servers, cellular networks coordinate thousands of base stations, and

AI training clusters orchestrate hundreds of thousands of accelerators. Despite significant advances

in networking technologies, two challenges persist: ensuring that networks behave correctly at

runtime, and efficiently supporting specialized workloads with predictable characteristics. This

thesis demonstrates that leveraging application-specific knowledge—whether about desired network

properties, or communication patterns—enables practical solutions to both challenges.

1.1 The Challenge of Network Verification

Operating networks correctly remains difficult, particularly at scale. Misconfigurations, software

bugs, hardware faults, and security breaches occur frequently in production networks [79, 132, 5].

Networks must forward packets according to complex specifications while maintaining tenant isolation,

enforcing security policies, and ensuring quality of service guarantees. As networks grow larger and

more programmable, not only does the likelihood of failures increase, but the blast radius of failures

also increases. Not only that, but the attack surface is also proportionally larger.

1.1.1 Limitations of Static Verification

Prior work has developed sophisticated static verification techniques. Static checkers take snapshots of

network forwarding state—device configurations or forwarding rules—and build mathematical models

of network behavior. These models can verify reachability [76], check routing properties [33, 15],

verify network-wide invariants [59, 8], and validate cloud contracts [19]. Tools like Veriflow [61],

NetPlumber [58], and those based on atomic predicates [136] have seen deployment in production

networks and prevented numerous outages.

1



CHAPTER 1. INTRODUCTION 2

However, static verification is quite limited. First, it is hard to collect complete complete

data plane snapshots at scale [54, 141]. Second, static checkers are restricted to analyzing stable

configurations and cannot reason about transient states during updates [15]. Most importantly, static

checkers verify models rather than actual network behavior. If the model does not capture some

aspect of reality—a bug in switch software, an error in NIC drivers, or a hardware fault—the checker

may miss it completely. Experience by large operators suggests that as static verification has matured,

failures increasingly stem from implementation bugs rather than configuration errors [5, 79, 132].

1.1.2 Runtime Verification Approaches

Runtime verification systems address these limitations by checking actual network behavior. Active

testing approaches send probe packets and verify them against specifications [140, 83, 23, 112, 106].

However, probes only detect bugs along paths they exercise, and generating comprehensive test

coverage for both the topology and switch code paths remains challenging.

Passive monitoring approaches collect telemetry from production traffic. Systems like NetSight [47],

VeriDP [143], and PathDump [118] attach metadata to packets and analyze it offline at centralized

servers. Confluo [60] and SwitchPointer [119] provide high-throughput telemetry collection. While

these systems provide valuable visibility, centralized analysis becomes a bottleneck at scale. Processing

telemetry from thousands of switches handling terabits per second of traffic overwhelms centralized

servers and introduces latency between when violations occur and when they are detected.

This thesis presents a different approach: distributed, in-network verification that checks every

packet at line rate against formal specifications. By distributing verification across switches and

performing checks in the data plane, we achieve both scalability and real-time enforcement.

1.2 The Opportunity in Specialized Networks

While general-purpose data centers must handle unpredictable, heterogeneous workloads, specialized

networks exhibit characteristics that enable fundamentally different architectures. AI training clusters

provide a compelling example of how exploiting workload knowledge can inform network design.

1.2.1 Predictability in AI Training

Large language model training employs various forms of parallelism: data parallelism [100], tensor

parallelism [111], pipeline parallelism [49, 82], sequence parallelism [64], and context parallelism [71].

Each parallelism strategy requires communication between specific accelerator groups in predetermined

patterns. Developers implement these patterns using collectives [86]—structured operations like

all-reduce, all-gather, and reduce-scatter—rather than arbitrary point-to-point communication.

Recent work has characterized training communication patterns and found them to be largely
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predictable [97, 69]. The model developer determines when messages are sent, their sizes, and the

participating accelerators. This predictability contrasts sharply with general data center workloads

where traffic patterns emerge from thousands of independent applications.

Current training clusters employ packet-switched networks: scale-up networks connect accelerators

within racks (NVLink [89], TPU ICI [56], AMD Infinity Fabric [113], AWS NeuronLink [109]), while

scale-out networks connect racks (InfiniBand [88], RoCE [41], UEC [123]). These packet-switched

fabrics must be over-provisioned to avoid congestion [41], yet still experience hotspots that delay

training [96]. Variable latency is particularly problematic because synchronous collective operations

wait for the slowest transfer to complete.

1.2.2 Circuit Switching for Known Traffic

Packet switching excels at handling unpredictable traffic from heterogeneous applications. However,

training workloads exhibit neither unpredictability nor heterogeneity. This raises a fundamental

question: are packet switches optimal for carrying predictable, structured traffic?

Circuit switches offer an alternative. A circuit switch is simply a crossbar where each input

connects to at most one output during each time slot, with connections specified by permutation

matrices. Circuit switches can be dramatically simpler than packet switches. Analysis of switch

architecture [20] shows that packet switches dedicate approximately 30% of die area to serial I/O,

50% to packet processing pipelines, and 20% to buffers and traffic management. Circuit switches

eliminate packet processing logic, lookup tables, and buffers, freeing substantial die area for either

power reduction or increased I/O capacity. Additionally, circuit switches provide deterministic,

minimal latency without the variable queuing delays inherent in packet switching.

Optical circuit switches bring additional benefits. Google’s deployment of optical circuit switches

for cluster provisioning [72] demonstrated the viability of dynamically reconfigurable optical intercon-

nects at scale. Prior work has explored optical circuit switching for datacenter networks [94, 92, 125,

13], though not specifically for training workloads.

The challenge is handling unpredictable traffic. While most parallelism strategies have known

patterns, expert parallelism in Mixture-of-Experts (MoE) models [32, 78] generates input-dependent

traffic. Routing decisions depend on model activations and cannot be predetermined. Additionally,

control traffic, checkpoint operations, and failure recovery create unpredictable demands. Supporting

these workloads requires scheduling circuit switches in real time, which demands solving combinatorial

optimization problems on microsecond timescales.

1.3 Contributions

This thesis makes three primary contributions demonstrating how application knowledge enables

practical solutions to networking challenges.



CHAPTER 1. INTRODUCTION 4

1.3.1 Hydra: Effective Runtime Network Verification

We present Hydra, a system that verifies every packet traversing a network against formal specifications

at line rate. Hydra introduces Indus, a domain-specific language for expressing network-wide

properties. Unlike P4 or other switch-level languages, Indus operates at the network level with three

key abstractions: an init block that executes when packets enter the network, a telemetry block

that collects information at each hop, and a checker block that evaluates predicates at the last hop.

We develop a compiler that translates Indus programs into P4 code that runs alongside forwarding

logic on programmable switches. The compiler generates switch-specific checking code that executes

independently of forwarding, providing fault isolation—a bug affecting both forwarding and checking

is less likely than a bug affecting only one. By performing checks in the data plane rather than at

centralized servers, Hydra achieves scalability without bottlenecks.

We prove that Indus can express all properties encodable in Linear Temporal Logic over finite

traces (LTLf ), providing theoretical grounding for its expressiveness. We implement and deploy

Hydra checkers in Aether [35], an open-source cellular platform, where we detect a subtle bug in the

5G mobile core involving packets egressing through incorrect ports—behavior that violated network

invariants but would be difficult to detect with static analysis alone.

Performance evaluation on Intel Tofino switches [52] demonstrates that Hydra adds minimal

overhead. For properties including path validation and slice isolation, checking adds less than a

microsecond of latency and often requires no additional pipeline stages. These results establish that

comprehensive runtime verification is practical for modern programmable switches.

1.3.2 Chronos: Pre-Scheduled Circuit Switching for LLM Training

We present Chronos, a system that replaces packet-switched fabrics in training clusters with pre-

scheduled circuit switches. The key insight is that most training communication can be scheduled

before training begins by analyzing the training code. We develop techniques to extract collective

operations from training programs and generate complete schedules of permutation matrices that

configure crossbar switches throughout the training run.

For hierarchical network topologies with multiple switch tiers, we decompose network-wide

permutations into local per-switch permutations. When fabric tiers have equal capacity (non-

oversubscribed networks), decomposition is straightforward—traffic routes through top tiers and back.

For oversubscribed networks or power optimization, we can exploit locality and schedule shorter time

slots locally than globally.

The architecture employs time-synchronized crossbar switches with no packet buffers, forwarding

tables, or packet processing logic. This simplification enables lower power consumption, increased

capacity through additional I/O, and deterministic low latency. The centrally coordinated timing

also simplifies failure detection—stragglers and failed components are more easily distinguished in

synchronous systems.



CHAPTER 1. INTRODUCTION 5

For unpredictable traffic including MoE expert parallelism, control messages, and failure recovery,

Chronos employs on-demand scheduling using Birkhoff-von Neumann decomposition. This algorithm

converts traffic demand matrices into permutation sequences, but traditional implementations are

too slow for real-time use. Chronos addresses this with the BhaVaN algorithm described next.

1.3.3 BhaVaN: Fast Birkhoff-von Neumann Decomposition in Hardware

We present BhaVaN, a hardware algorithm that performs Birkhoff-von Neumann decomposition

in nanoseconds rather than milliseconds. Given a doubly stochastic N × N matrix, Birkhoff-von

Neumann decomposition produces a sequence of permutation matrices with weights such that the

original matrix is their weighted sum. The algorithm proceeds iteratively: perform bipartite matching,

find the minimum value along matched edges, subtract that value, and record the permutation.

Theorems by Birkhoff [18] and Hall [46] guarantee validity for doubly stochastic matrices when using

maximum cardinality matching.

Traditional implementations using Hopcroft-Karp matching [48] with O(N2.5) complexity achieve

overall O(N4.5) runtime. Software implementations require hundreds of milliseconds for 128× 128

matrices typical of MoE deployments. This latency is fundamentally unsuitable for real-time circuit

switching, which requires microsecond-scale scheduling.

BhaVaN achieves dramatic speedup through parallelism and specialized hardware. The algorithm

employs WrappedWavefront Arbiters (WWFA) [117] for bipartite matching, providingO(N) matching

time rather than O(N2.5). While WWFA produces maximal rather than maximum matchings,

potentially requiring more iterations, the vastly faster per-iteration time yields substantial overall

improvement.

The critical innovation is bitwise parallelism. For matrices with M -bit integer values, traditional

implementations process bits sequentially. BhaVaN instantiates M parallel WWFA units, one per

bit position, processing all bits simultaneously. For an N ×N matrix with M -bit values, BhaVaN

completes in 2N − 1 clock cycles independent of M . With pipelining, new decompositions complete

every N cycles.

We implement BhaVaN in Verilog and synthesize using TSMC 16nm libraries. For 128 × 128

matrices, decomposition completes in 256 nanoseconds at 1 GHz clock frequency. The hardware

footprint is modest—less than 1 mm2 for 128× 128 matrices with 16-bit values. Performance and

area scale favorably to newer process nodes.

We compare BhaVaN with alternative matching algorithms including PIM [9], iSLIP [77], and

maximum matching approaches. While maximal matching may produce slightly longer permutation

sequences than maximum matching, cycle times (sum of weights) remain comparable. The orders-of-

magnitude reduction in computation time far outweighs minor increases in sequence length.

BhaVaN enables circuit switching for arbitrary dynamic traffic. The algorithm is general enough to

handle any unpredictable traffic pattern in training clusters—MoE communication, control messages,
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checkpoint traffic, and error recovery—making circuit switching viable for the full spectrum of

datacenter workloads.

1.4 Thesis Organization

The remainder of this thesis is organized as follows. Chapter 2 presents Hydra, including the Indus

language design, compiler architecture, deployment experiences, and performance evaluation on

programmable switches. Chapter 3 presents Chronos, including techniques for extracting communi-

cation patterns from training code, pre-scheduled circuit-switched fabric design, and mechanisms for

handling failures. Chapter 4 presents BhaVaN, including the algorithm design employing bitwise

parallelism and WWFA, hardware implementation in Verilog, and comparisons with alternative

matching algorithms. Chapter 5 concludes with reflections on broader implications and directions for

future work.



Chapter 2

Runtime Verification with

Programmable Switches

2.1 Introduction

As discussed in Chapter 1, ensuring network correctness remains a fundamental challenge despite

advances in networking technologies. At first glance, most packet-switched networks appear simple:

each device implements straightforward tasks like looking up headers in routing tables, filtering

packets using access control lists, and adding or removing tunneling headers. However, operating

a network correctly at scale is difficult. Faults, outages, performance degradation, and security

breaches occur frequently in practice, for reasons ranging from simple misconfigurations to pernicious

hardware and software bugs. Misconfigurations and bugs can appear anywhere—the control plane or

the data plane, fixed-function switches or programmable switches, conventional NICs or smart-NICs,

the end host networking stack, and so on.

Prior work has proposed methods and tools to check if a network correctly forwards traffic

according to a formal specification. For example, static checkers take snapshots of the network

forwarding state (e.g., device configurations or forwarding rules) to build mathematical models of

network behavior. These models can be used to verify cloud contracts [19], to answer “what if”

questions about router configurations [33, 15], and to verify network-wide properties like connectivity,

waypointing, and freedom from loops [76, 59, 8, 61, 58, 136]. Despite enjoying great success,

they have well-known limitations regarding scalability [54], the complexity of collecting data plane

snapshots [141], and the restriction to stable configurations [15]. Moreover, there is a growing sense

(e.g., at Google [5], Facebook [79], and Microsoft [132]) that the success of static checking has shifted

the goalposts—the most important failures now often relate to switch hardware and software bugs

rather that simple misconfigurations.

7
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Perhaps the most important limitation of static checkers, however, is that they rely on an accurate

model of the network. Hence, static checkers can make mistakes if the abstract models they rely

upon do not reflect the “ground truth” experienced by packets traveling through the data plane. For

example, a static checker might deduce that an end-to-end path exists (based on its model of the

forwarding state), but due to bugs in the end host networking stack or some other part of the network

that the static checker does not model (e.g., the low-level driver code for the switches) the packet

might actually follow a different path. In this situation, ironically, rudimentary tools like ping or

traceroute can successfully detect a bug that the static checker cannot! This modelling limitation

exists irrespective of how the static checker builds its model—if any aspect of the network’s behavior

is not reflected in the model, then some bugs may go undetected.

In contrast, runtime verification systems can verify the behavior of the network in real time,

directly in the data plane. One approach is to send special probe packets and check them against a

model [140, 83, 23, 112, 106]. However, this technique only works if the probe packets test all the

paths (in the topology and in the code). A second approach is to attach additional information

or telemetry data to real data packets, which are collected and analyzed offline at a centralized

server [143, 47, 60, 119, 118]. This technique is hard to scale for large or fast networks, because the

centralized server quickly becomes the bottleneck.

This chapter addresses the following question:

Can a network check that every packet is correctly processed, in real-time, against a

specification?

Our approach is Hydra, a system that uses ideas from the field of runtime verification [14] and

applies them to networking. Rather than analyzing idealized models or performing post-hoc analysis

of telemetry, Hydra allows an operator to verify that each packet traversing the network is processed

according to a formal specification. Properties are specified in Indus, a domain-specific language

(DSL) we designed.

Indus is designed to require little to no understanding of the forwarding specification, and operates

at a higher level of abstraction. In fact, it reads like typical imperative programming languages

that operators are already familiar with. A key distinguishing feature of Indus is that it models

network-wide, stateful properties using telemetry (comprising packet state, switch-local state, and

control-plane state) and checkers, which are predicates over telemetry that determine whether a

packet should be forwarded, rejected, or reported to the control plane. Indus operates at a higher

layer of abstraction than existing DSLs (e.g., P4, eBPF, and DPDK), enabling operators to focus on

higher-level behaviors, without concern for how and where they are implemented, or what devices

they are compiled to.

Hydra verifies every packet by collecting telemetry data, adding it to packets as they make

their way through the network. Indus only requires programmers to specify what telemetry should

be collected at each hop and what the predicate on that telemetry should be. By checking each
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/* Variable declarations */
control dict<bit<8>,bit<8>> tenants;
tele bit<8> tenant;
header bit<8> in_port;
header bit<8> eg_port;

/* Code blocks */
init { /* Executes at first hop */
tenant = tenants[in_port];

}
telemetry { /* Executes at every hop */ }
checker { /* Executes at the last hop */
if (tenant != tenants[eg_port]) { reject; }

}

Figure 2.1: Indus program for bare-metal multi-tenancy.

packet, on switch, without the need for a central server, Hydra is inherently scalable and can enforce

properties in real time.

The key contributions of this chapter are as follows. First, Hydra, a practical system for checking

network-wide properties in real time at line rate (Section 2.2). Second, Indus, a domain-specific

language that allows operators to specify runtime verification policies concisely (Section 2.3). Third,

the Indus Compiler that generates switch-specific checking code that executes independently of

the forwarding code (Section 2.4). Fourth, we demonstrate that Hydra can find bugs in real-world

networks by building a working prototype and using it to implement path validation for source

routing and to detect a subtle bug in Aether [35] (Section 2.5). Fifth, we assess the expressiveness of

Indus from both theoretical and practical perspectives, showing that Indus can express all properties

encodable in Linear Temporal Logic over finite traces (LTLf ), and we develop Indus programs for a

range of properties studied previously in the network verification literature (Section 2.6). Finally, we

evaluate the overheads of Hydra on Tofino switches [52], finding that the costs of implementing Indus

checkers are modest, whether measured in terms of pipeline resources, packet-processing latency, or

throughput (Section 2.6).

2.2 Hydra By Example

In this section, we introduce a series of examples based on real-world scenarios where there is a

need for verification. These examples showcase how Hydra takes runtime verification (RV) ideas

and applies them to networking, a hitherto underexplored avenue for said ideas. Each example first

describes the real-world scenario, then gives an intuitive description of the property being verified,

and then presents a program that expresses the property in Indus.

Bare-metal multi-tenancy. In bare-metal cloud services, tenants have full control over physical

servers, including the NIC and host networking stack. To ensure tenant isolation, the Top-of-Rack

(ToR) switch is typically programmed with functions such as Virtual Routing and Forwarding (VRF)
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tables and VXLAN encapsulation [11]. In this setup, all traffic sent and received through a given

port connected to a physical server is expected to belong to the same tenant. If any packet crosses

between supposedly isolated tenants, the cloud provider risks losing business and trust. The Indus

program in Figure 2.1 enforces network-wide, per-port traffic isolation.

There are two important things to note about this program. First, while Indus is a specification

language, programs read more like a scripting language than a formula in logic. This is deliberate:

The choice to design a new DSL, rather than re-using an existing logical framework (e.g., Linear

Temporal Logic), to avoid the well-known challenges that arise when programmers are asked to write

specifications. Second, unlike existing networking DSLs like P4, which captures the functionality of a

single switch, Indus models the end-to-end behavior of the network. Hence, it can be used to express

network-wide properties—e.g., that each packet must enter and exit via ports on the same tenant.

More formally, an Indus program comprises three blocks. The init block executes when a packet

enters the network, at the first hop, before it has undergone any other processing. The telemetry

block executes at every hop, including the first and last hops.1 The checker block executes only at

the last hop, before the packet exits the network (e.g., in the egress pipeline of the last switch). It

executes a predicate on the collected telemetry, which can either come from the init or telemetry

block, to determine whether the packet should be halted (“reject”), allowed to proceed, or allowed

to proceed but with a report generated (“report”).

Indus supports several different kinds of variables, each related to how they are used: tele

variables are carried in the packet, while control variables are switch-local state that are managed by

the control plane. In this example, the tenants control variable is realized as a table that associates

switch ports to tenants. The tenant telemetry variable records the tenant associated with the

original ingress port in the packet. At the last hop, the checker block verifies that the ingress and

egress ports were associated with the same tenant, and rejects the packet if not.

Load Balancing. For the next example, consider a tiered data center network with servers connected

to ToR switches. Data center operators typically spread traffic across multiple paths (e.g., at the

granularity of flows [4], flowlets [7] or even individual packets) to balance the load, which reduces

congestion. In our example, the program will check that the actual usage of the uplink switch ports

is approximately balanced, within a given threshold.

Figure 2.2 shows how load-balancing can be specified in Indus in an intuitive manner. To keep the

example simple, the focus is on load balancing across just two ports (left port and right port]),

but the program generalizes to any number of ports in a straightforward manner. Note that load

balancing is verified on a per-packet basis, even if the implementation of load balancing is performed at

per-flow granularity. This approach is more scalable than polling each switch for per-port utilization

information and then checking whether the load is imbalanced. To implement the desired functionality,

the Indus program uses sensor variables, which aggregate telemetry data across multiple packets

1In this example the telemetry block is empty but it will be used in other examples.
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sensor bit<32> left_load = 0;
sensor bit<32> right_load = 0;
control left_port;
control right_port;
control thresh;
control dict<bit<8>,bool> is_uplink;
tele bit<32>[15] left_loads;
tele bit<32>[15] right_loads;
header bit<8> eg_port;

init { }
telemetry {
if (is_uplink[eg_port]) {
if (eg_port == left_port) {
left_load += packet_length;

}
elsif (eg_port == right_port) {
right_load += packet_length;

}
}
left_loads.push(left_load);
right_loads.push(right_load);

}
checker {
for (left_load, right_load in left_loads, right_loads) {
if (abs(left_load - right_load) > thresh) {
report;

}
}

}

Figure 2.2: Indus program for data center load balancing.

using switch-local state, and a non-trivial telemetry block, which records the total amount of data

transmitted on each port in tele variables. The checker block iterates over the telemetry and flags

a report if it detects an imbalance above a fixed threshold. It is worth noting that the left and right

port numbers, as well as the load imbalance threshold are control variables. Hence, these values

can be changed on the fly, without having to recompile the Indus program.

As shown in this example, telemetry is collected as the packet makes its way through the network

in the form of a list, and only the check is performed at the last hop. This provides a nice abstraction,

similar to that of classical runtime verification, where the Indus program only needs to specify a

read-only trace that is collected as the packet flows through the network (telemetry block) and a

predicate on that trace (checker block). Enforcing the check at the last hop has the nice property of

moving programmability from the core to the edge of the network, where the functionality could be

implemented on a smartNIC or even in the kernel. The design decision is elaborated on in Section

2.4.

Stateful Firewall. Figure 2.3 is a program to enforce the property that packet flows can only enter

the network if a device inside the network initiated the communication. To accomplish this, the

control plane installs rules in the reverse direction when it sees a packet in the forward direction. As

described earlier, Indus programs are coupled to the network topology, which might mandate that

packets enter and leave through a designated choke point. However, this Indus program is generic

enough to check this property in other topologies. For example, every edge switch could be a firewall,
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control dict<(<bit<32>,bit<32>),bool> allowed;
tele bool violated = false;

header bit<32> ipv4_src;
header bit<32> ipv4_dst;

init { /* Checks if packet is allowed to enter */
if (!allowed[(ipv4_src,ipv4_dst)]) {
violated = true;

}
}
telemetry { /* Checks if packet on reverse direction has been seen */
if (last_hop && !allowed[(ipv4_dst, ipv4_src)]) {
report((ipv4_dst,ipv4_src));

}
}
checker {
if (violated) { reject; }

}

Figure 2.3: Indus program for stateful firewall.

instead of all packets going through a choke point. Following standard techniques for ensuring control

plane consistency, the control plane could add firewall rules to all edge switches in response to a

single report [101].

The program uses the input packet’s contents to check if it is allowed to reach the destination,

and then carries the flag in the packet. At each hop, the program checks if a packet along the

reverse direction has been seen (in the telemetry block), and if not, the program generates a report

containing the IP addresses so that the control plane can install the corresponding rules in the

allowed dictionary. Dictionaries are implemented using P4 tables, as described in Section 2.4.

In the init block, which executes when a packet enters the network at the first hop, if the source

and destination IP address tuple is not in the allowed dictionary (added by the control plane), then

the packet is marked as violating the firewall rule and will be rejected by the checker. When a packet

reaches its last hop, if the source and destination IP addresses are not in the allowed dictionary,

Hydra sends a report to the control plane to add it. last hop is a built-in keyword that evaluates

true if and only if a packet is at its last hop before it egresses the network.

The three Hydra programs presented in this section are examples of properties that could not be

fully verified by a static checker. It is possible to imagine a checker that enforces that the proper

tenant isolation rules are installed, or a model checker that ensures that a switch complies with

the firewall rule. But this doesn’t guarantee correct runtime behavior: For example, a bug in the

control-plane might install an incorrect filtering rule; or a bug in the compiler or data plane might

not process a packet in the way the static checker assumed. Similarly, hardware faults (memory

errors, bit flips on signals, failing connectors) would be undetectable by a static checker. Of course,

Hydra programs can have bugs too. But it is less likely that the same bug would appear in the

forwarding and the checker. This independence between forwarding and checking is key to the value

of runtime verification.



CHAPTER 2. RUNTIME VERIFICATION WITH PROGRAMMABLE SWITCHES 13

p ::= d sinit stele scheck Programs

d ::= Declarations
| tele t x := e
| sensor t x := e
| header t x
| control t x

e ::= Expressions
| x
| v
| ⊕(e)
| e1[e2]

s ::= Statements
| pass

| s1; s2
| x := e
| if (e1) then s1 else s2
| for (x in e) s
| exn

t ::= Types
| bit⟨n⟩
| bool
| t[n]
| set⟨t⟩
| dict⟨t1, t2⟩

⊕ ::= Operators
| + | − | ∗ | /
| ∼ | & | |
| == | < | <= | ! | && | ||
| ∈ | ̸∈
| length | push

v ::= Values
| n
| b
| [v]

exn ::= Exceptions
| report

| reject

Figure 2.4: Indus syntax.

2.3 The Indus Language

Having introduced some of the main features of Hydra by example, give here is a more precise

definition of Indus, a domain-specific language used to specify network-wide properties. To a first

approximation, an Indus program can be thought of as a classical runtime monitor that is attached

to each packet traversing the network. The monitor runs alongside the forwarding code in the data

plane at line rate. It can observe the behavior of each switch on the network-wide path, maintain

state in telemetry variables that are carried along with the packet, and aggregate information across

multiple packets using sensors.

2.3.1 Language Design

Before delving into the details of Indus, it is worth asking: why design a new language? Generally

speaking, prior work on runtime verification has followed one of two approaches. The first uses formal

logic to specify correctness properties. For example, to stipulate that a packet must not visit switch

A twice, we could use the following formula, 2 ¬(A ∧ d(3 A)), which is written in Linear Temporal

Logic over Finite Traces (LTLf ) [28]. Formally, it says that globally (2), it is not the case that some

event satisfying A (i.e., the packet being at switch A) is followed by ( d) an event where A eventually

occurs (3). More intuitively, it says that the packet must not traverse a topological loop involving

switch A.
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But while formal logic is very well understood, we ultimately elected not to use it as the

specification language for Hydra. First, we did not believe that network operators would like or

use formal logic. Second, it was not clear how to cleanly accommodate all of the state related to

packet-processing—e.g., packet headers and metadata, mutable state on switches, not to mention

any new data we might add to support verification [29]. Instead, we followed the second main

approach used in runtime verification, relying on a domain-specific instrumentation language (e.g.,

Eagle [14] or JavaMOP [26]) to specify correctness properties. Here, the programmer writes a

program that monitors the execution of the program being verified, using introspection features such

as aspect-oriented programming. Ultimately, the program implements a predicate that determines

whether the execution should be allowed or not.

The design of Indus is guided by three fundamental principles. First, it provides direct access to

all state in the data plane and the control plane that could be relevant to how a packet is processed.

To put it another way, the language strives to make it easy to observe network-wide behaviors.

Second, the language enforces a strict separation between the variables that track network state,

which are read-only, and other variables, which can be read and written. This separation is to ensure

that the Indus program does not interfere with the network’s forwarding behavior, except at the

edge, where it rejects packets that violate the specified property. Third, the language incorporates

a number of restrictions to ensure that programs can be compiled to high-speed packet-processing

hardware—e.g., all state must be statically allocated and it must be possible to show that all loops

terminate.

2.3.2 Syntax and Semantics

Indus syntax is based on familiar imperative programming constructs (e.g., variables, conditionals,

loops, etc.) and it provides a rich set of data types (e.g., bitstrings, booleans, arrays, sets, dictionaries,

etc.) and operators (e.g., arithmetic, boolean, and bitwise operations) to express network-wide

correctness properties. Figure 2.4 defines the formal syntax of a core fragment of the language.

Our prototype implementation supports a few extensions to this core language, such as for loops

that iterate over multiple variables, report exceptions that carry values, etc. These are elided from

our formalization for simplicity. A program p consists of a list of declarations d followed by an

initialization block, telemetry block, and checking block. Each variable is tagged with a modifier:

tele variables reside on the packet and aggregate information along the network-wide path; sensor

variables reside on the switch and aggregate information across multiple packets; header variables

provide read-only access to data plane variables, such as packet headers and metadata; likewise

control variables provide read-only access to control-plane state and other configuration information.

The initialization block is executed when the packet first enters the network. Its purpose is to

perform computations that cannot be easily encoded using the initializers for variable declarations—

e.g., computing a function over multiple control-plane variables. The telemetry block is executed
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φ ::= A | ¬φ | φ1 ∧ φ2 | dφ | φ1 U φ2

JAKx ≜ A(x)

J¬φKx ≜ ¬JφKx
Jφ1 ∧ φ2Kx ≜ Jφ1Kx ∧ Jφ2Kx

J dφKx ≜ ∃y. succ(x, y) ∧ JφKy
Jφ1 U φ2Kx ≜ ∃y. x ≤ y ∧ y ≤ last ∧ Jφ2Ky ∧

∀z. x ≤ z ∧ z < y ⇒ Jφ1Kz

Figure 2.5: LTLf syntax (top) and encoding into first-order logic (bottom) [28].

at each hop. Often the telemetry block will push data obtained from header variables into arrays

maintained in tele variables, but other approaches are also possible. The telemetry block can also

update sensor variables. Finally, the checking block is executed at the last hop. Its main purpose

is to decide whether the packet is allowed to exit the network or if it needs to be rejected and/or

reported to the management plane.

By design, Indus is strongly typed, which means all operations are checked to ensure that

variables are used in ways consistent with their declaration. Types are also important for ensuring

termination — e.g., because arrays have a maximum size that is known at compile time, for loops

are guaranteed to terminate. As mentioned above, the language also enforces a clear separation

between data-plane and control-plane variables, which are read only, and telemetry, sensor, and local

variables, which can be read and written. Formally, this ensures that for packets that do not trigger

a property violation (i.e., by raising an exception), the final output packet(s) will be identical to

the packet(s) that would have been produced had the Indus program not been running at all. To

put it another way, Indus does not interfere with the execution of packets that satisfy the property,

only those that violate it. Similarly, the telemetry, sensor, and local variables, which are used to

implement the checking logic, are kept separate from the other variables. Hence, the network cannot

subvert the property being enforced simply by injecting certain packets into the network or issuing

control-plane commands. Indus can be used to verify that a network is free of infinite forwarding

loops, but the overhead is non-trivial—one must either enforce a maximum length on forwarding

paths, or keep track of the packet’s path and periodically check for duplicates. Moreover, because

loops are almost always undesirable, many networks already offer robust mechanisms for avoiding

them—e.g., IPv4’s time-to-live (TTL) field. Hence, in examples, we will often elide the additional

logic that would be needed to encode loop freedom in Indus.

2.3.3 Expressiveness

Having defined Indus, it is natural to wonder about the class of properties that it can capture.

Generally speaking, questions about expressiveness are settled by giving translations that map

programs from one language into another—e.g., this is how we show that Turing machines and
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λ-calculus capture the same class of computations. We are not aware of any logic or existing language

that precisely captures the set of properties that can be expressed using an Indus program. Among

other things, the presence of header and control variables, which operate as a kind of “foreign

function interface” to the data plane and the control plane, as well as sensor variables, make the

relationship difficult to state. Nevertheless, to establish a lower bound, it is proved here that Indus is

rich enough to express all LTLf formulas. Along the way, it is shown that Indus also corresponds to

first-order logic formulas over finite traces.

Recall that LTLf can be understood as defining predicates on traces. Each trace is made up of

an ordered sequence of events, which are assumed to be finite. Figure 2.5 gives the formal syntax of

LTLf . Formulas A correspond to atomic predicates that either hold or do not hold at a given event.

For instance, atomic predicates could keep track of the location of the packet in the network, or the

value of the destination address in the IPv4 header. Formulas ¬φ and φ1 ∧ φ2 correspond to logical

negation and conjunction respectively. Formulas dφ state that φ holds in the next event—i.e., the

one that follows the current event in the ordered sequence. Finally, formulas φ1 U φ2 state that φ1

holds at all events until some point at which φ2 holds. As usual, other formulas can be encoded. For

example both 2φ, which states that φ always holds, and 3φ, which states that φ eventually holds,

can be encoded using the until operator.

In their original paper on LTLf , De Giacamo and Vardi proved that formulas can be translated to

first-order logic [28] over finite sequences. The bottom half of Figure 2.5 gives the translation, which

is parameterized on a variable x corresponding to an index in the sequence, initially the index of the

first element. Hence, to prove that TPC can express the same set of properties as LTLf , we simply

have to show that it can model the semantics of these first-order formulas. Assume that the telemetry

block populates an array T with an increasing sequence of integers as well as arrays A corresponding

to the atomic predicates occurring in the program. With this encoding, it is straightforward to show

that the semantics of every first-order formula used in the translation of LTLf can be expressed in

Indus. For example, existential formulas ∃x. P map to a for loop:

bool r0 := false;

for (i in T ){
x := i;

(|P |)r0 ;
r := r || r0;

}

Here (|P |)r0 denotes the translation of P using an auxiliary variable r0 to store the result. For the

complete formalization, please see the technical report [104].

Theorem 1 (Expressiveness). Let φ be an LTLf formula, π a trace, I a corresponding first-order

interpretation, and σ the corresponding Indus store. Also let P = JφKx[x 7→ 1] and s = (|P |)r. The
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// Hydra Headers
struct hydra_header_t {
eth_type2_t hydra_eth_type;
bit<8> tenant;

}
struct hydra_metadata_t {
bit<8> tenant;
bool reject0;

}
// Generated Init Code
apply {
...
// look up ingress port tenant
tenants_in_port.apply();
// initialize tele variable
hydra_header.tenant = hydra_metadata.tenant;

}
...
// Generated Checker Code
apply {
// lookup output port
tenants_eg_port.apply();
if (hydra_header.tenant!=hydra_metadata.tenant) {
// reject if ingress and egress disagree
hydra_metadata.reject0 = true;

}
strip_telemetry(); // strip telemetry at last hop

}

Figure 2.6: Generated tna code for bare-metal multitenancy.

following are equivalent.

• π, i |= φ

• I |= P

• ⟨σ, s⟩ ⇓ ⟨σ′, s′⟩ and σ′(r) = true.

Proof. The first two cases were given by De Giacamo and Vardi [28]; the third case follows by

induction.

Corollary 1. Every network-wide property that can be expressed in LTLf can be expressed in Indus.

Overall, this result shows that Indus is at least as expressive as the specification language used in

many other runtime verification systems, modulo the choice of atomic predicates A.

2.4 The Indus Compiler

This section presents our compiler, which converts Indus programs to P4 code, which can then be

linked with the forwarding code. Our compiler is designed to make it easy to ensure that the state

and control-flow of the Indus program are not tampered with during this process. Our compiler is

written in approximately 2500 lines of OCaml code. Our current prototype only supports P4, but it

would be possible to extend it to target other DSLs for forwarding behavior, including eBPF and

DPDK.
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2.4.1 Code Generation

The compiler takes as inputs an Indus program and a topology file in which each switch is classified

as an edge or non-edge switch. The compiler then generates switch-specific code for each switch in

the topology.

The front-end of the compiler first lexes and parses the Indus program into an abstract syntax tree.

Next, the type checker ensures programs are well typed and respect constraints such as read-only

access to control and header variables. The type checker also constructs a symbol table for the

declarations in the Indus program, which is used in the construction of the P4 headers and parsers.

Finally, the compiler generates P4 code for each Indus construct. Many of the abstractions found in

Indus can be directly mapped onto analogous constructs in P4—e.g., assignments, conditionals, etc.

But for some other abstractions, it is not obvious how to implement them in P4. The following list

summarizes the strategies used to generate code in the compiler:

• header variables: A header variable declaration requires an annotation (indicated with an @)

that specifies the corresponding name in the forwarding program that tells the compiler how to

translate references to the variable. For example, if an Indus program needs to refer to the

source IP address through the ip src variable, the required annotation is hdr.ipv4.src addr.

In examples, we omit these annotations for brevity.

• tele variables: A telemetry variable declaration leads to an extra field in a special telemetry

header generated by the compiler. The tele variables travel with the packet as telemetry and

are serialized and deserialized using parsers and deparsers generated by the compiler.

• sensor variables: A sensor variable declaration is implemented as a P4 register. Reads and

writes to sensor variables are translated, provided the underlying target (e.g., BMv2, Tofino)

supports them.

• control variables: A control variable declaration is mapped to a match-action table. There

are two different types of control variables: a non-dictionary control variable and a dictionary

control variable. A non-dictionary control variable is statically defined by the control plane, and

can be initialized by a default action in a single match-action table that executes at the start of

the pipeline. On the other hand, a dictionary control variable requires more complex lookups.

To ensure the lookup operation returns the most up-to-date value for each dictionary control

variable, our compiler creates and places a match-action table right before the statement that

contains the lookup in the translated P4 code.

• Lists and loop operations: Lists are implemented as header stacks in P4, which have the

semantics of a fixed length array. P4 does not support loops. Thus, our compiler unrolls Indus’s

for loops into sequential code: the loop body is executed for each list index that is valid. Our
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compiler also supports the in operator, which translates into an expression that tests if the

left-hand side is equal to any valid elements of the header stack specified on the right-hand side.

At the final hop, before a packet exists the network, we strip the checking headers produced

by the Indus program. This ensures conformance with software running on end hosts that do not

recognize the extra headers injected by Indus. To this end, the control plane needs to specify the set

of edge ports in the network to the compiler. Then the compiler generates an extra match-action

table that matches on the egress port and strips the headers for packets that are sent to these egress

ports. A similar process is done for injecting Indus-generated headers to packets at the first hop. In

principle, we could delegate these “last-hop” and “first-hop” tasks to the NIC at end hosts. We leave

this extension to future work.

2.4.2 Linking

Figure 2.6 shows the generated P4 code for the bare-metal multi-tenancy example described in

Section 2.2. The final compilation step is to link the generated headers and parsers blocks as well as

the init, telemetry, and checker code blocks with the forwarding code for the switch, which we

assume is also written in P4. Specifically, the init block must be placed at the beginning of the

ingress pipeline on first-hop switches, the telemetry block is placed at the egress pipeline on every

switch, and the checker block is placed at the end of the egress pipeline on last-hop switches. Since

networks are bidirectional, the edge switches in the network end up running all three code blocks,

while the non-edge switches only run the telemetry block. Automatically linking our compiler

output blocks with the forwarding P4 program is future work.

2.4.3 Last-Hop vs. Per-Hop Checking

Our current compiler compiles Indus programs to the network so that a switch at every hop collects

telemetry but the check only runs at the last hop, or edge, switch. This approach has a number of

advantages. First, it saves resource usage on non-edge switches since running a check at a switch

requires additional computation. This approach is also more amenable to incremental deployment

since Hydra can still run with switches that are not fully programmable but can run telemetry and

attach information to packets. Another approach, however, is to execute checks at every hop. The

main advantages of this approach are that it often requires less telemetry data, and packets that

violate the given property can be rejected (or reported or tagged) at any switch, not just at the

edge. We plan to implement this approach in the future, using our compiler to automatically relocate

checks from the edge and into the network core.
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control bool is_spine_switch;
tele bool visited_spine;
tele bool to_reject;

init {
visited_spine = false;
to_reject = false;

}
telemetry {
if (is_spine_switch) {
if (visited_spine) {

to_reject = true;
}
visited_spine = true;

}
}
checker {
if (to_reject) {
reject;

}
}

Figure 2.7: Valley-free routing in Indus.

2.5 Hydra Case Studies

This section presents a pair of case studies that demonstrate the practical utility of using Hydra

for enforcing network-wide properties using runtime verification. The first case study develops an

application of Hydra to implement path validation in a data center network with source routing,

ensuring that packets follow “valley-free” paths. The second case study illustrates a use of Hydra

to detect a subtle bug in Aether’s implementation of application filtering, which provides a form of

slicing.

2.5.1 Example 1: Valley-Free Source Routing

Recall that in source routing, the sender specifies the path the packet should take through the

network. In its purest form, the path is specified as a list of hops, and each switch simply pops the

stack and forwards the packet accordingly. Source routing has many advantages—e.g., it eliminates

the need for large routing tables and complex routing protocols, since senders are responsible for

computing paths. One downside, however, is that source routing does not offer operators the same

degree of control as traditional, destination-based forwarding schemes. With Hydra, operators can

specify and enforce policies that restrict the set of legal paths when using source routing; any packet

that attempts to follow an illegal path will be automatically dropped. For example, an important

property in data center routing is that paths are valley-free, preventing an explosion of suboptimal

paths in a fat-tree topology. In particular, packets may not traverse an link that goes “up” in the

topology after they have already traversed a “down” link.

Indus checker for source routing. Figure 2.8 depicts the topology of the simple network we

instrumented with Hydra, generalizing code found in the P4 Tutorial [27]. The network contains a
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Figure 2.8: Simple Leaf-Spine Topology

leaf-spine topology with four switches. All the switches run the same P4 program, which implements

a simple source routing scheme, and we link the program with the valley-free routing checker written

with Indus, shown in Figure 2.7. While it is possible to write a general Indus program to check

valley-free routing for any given fat-tree topology, we leverage the fact that Indus is topology-specific

to write an efficient program that only requires a single control variable and two bits of telemetry to

ensure that a spine switch is visited at most once. This program consists of a simple state machine

that checks if the current switch is a spine switch and marks the packet to be dropped if it has

already visited a spine switch. Note that the Indus program is independent of the forwarding P4

code: it could operate on any routing protocol. And while the forwarding program operates on egress

ports, the Indus program operates at a higher level, using switch-specific control plane state.

Bug caught by Hydra. In this case study, we artificially injected a bug into the script used by the

sender to add extra invalid hops to the source route. Using Mininet [67], we generated a number of

paths and verified that Hydra allowed all possible valley free paths between hosts and successfully

dropped any packets that followed errant paths due to the bug in the sender script.

2.5.2 Example 2: Application Filtering in Aether

Aether [35] is an open-source edge computing platform that offers private LTE/5G connectivity.

Figure 2.10 shows an Aether edge deployment with three main elements: (1) small cells that provide

LTE or 5G access to mobile clients such as cameras, sensors, or phones; (2) servers that run edge-

applications exposing low-RTT services to mobile clients; and (3) an SDN fabric of P4-programmable

switches that connects small cells to servers and the Internet [36].

The Aether software stack includes an operator-facing portal and API for system configuration, a

3GPP-compliant dual-mode 4G/5G mobile core, and ONOS, a distributed SDN controller responsible
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tele bit<32> ue_ipv4_addr;
tele bit<32> app_ipv4_addr;
tele bit<8> app_ip_proto;
tele bit<16> app_l4_port;
tele bit<8> filtering_action = 0; // 1=deny,2=allow
control dict<(bit<32>,bit<8>,bit<32>,bit<16),bit<8>> filtering_actions;

header bit<32> inner_ipv4_src;
/* ... Header variable declarations ... */
header bit<16> outer_udp_dport;

init {
if (inner_ipv4_is_valid) {
// this is an uplink packet
ue_ipv4_addr = inner_ipv4_src;
app_ip_proto = inner_ipv4_proto;
app_ipv4_addr = inner_ipv4_dst;
if (inner_tcp_is_valid) {
app_l4_port = inner_tcp_dport;

} elsif (inner_udp_is_valid) {
app_l4_port = inner_udp_dport;

}
} elsif (ipv4_is_valid) {
// this is a downlink packet
ue_ipv4_addr = outer_ipv4_dst;
app_ip_proto = outer_ipv4_proto;
app_ipv4_addr = outer_ipv4_src;
if (tcp_is_valid) {
app_l4_port = outer_tcp_sport;

} elsif (udp_is_valid) {
app_l4_port = outer_udp_sport;

}
}
filtering_action = filtering_actions[(ue_ipv4_addr, app_ip_proto, app_ipv4_addr, app_l4_port)];

}
telemetry {}
checker {
if (filtering_action == 1 && !to_be_dropped) {
reject; report((ue_ipv4_addr, app_ip_proto, app_ipv4_addr, app_l4_port, filtering_action));

}
if (filtering_action == 2 && to_be_dropped) {
report((ue_ipv4_addr, app_ip_proto, app_ipv4_addr, app_l4_port, filtering_action));

}
}

Figure 2.9: Aether application filtering in Indus.

for controlling the fabric switches. The fabric provides L3 connectivity by routing IPv4 packets

over the spine switches using Equal Cost Multi-Path (ECMP) forwarding. It supports L2 bridging

and VLAN isolation within a rack, and other common features such as rerouting in case of failures,

learning/advertising routes via BGP, configuring static-routes, DHCP relay, multicast, and ACLs

for filtering. A notable feature in Aether is that the switches help implement the mobile core User

Plane Function (UPF) [75] (i.e., with support for GTP-tunnel encapsulation/decapsulation, downlink

buffering, accounting, QoS, application-filtering, and slicing).

Aether application filtering. We implemented a wide range of Hydra checkers for Aether (see

Section 2.6, Table 2.1), but we focus here on UPF application filtering, which had a subtle bug we

detected using Hydra. Application filtering allows operators to create slices that connect an isolated

group of clients and give them with bandwidth guarantees. Operators can define filtering rules

allowing clients in a slice to access some edge-applications while denying access to others. Internet
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Figure 2.10: Aether architecture and topology.

access is considered an application, and applications can be shared across slices. For example, mobile

clients belonging to the camera-slice are allowed to communicate with an edge application that

analyzes video, but cannot access the Internet. Mobile clients in the phone-slice have the opposite

permissions.

Each slice has a prioritized list of filtering rules of the form:

priority : ip-prefix : ip-proto : l4-port : action

where ip-prefix, ip-port, and l4-port identify the application. The action can be allow or

deny, and the priority is used to disambiguate in case of overlapping rules. For example, to deny all

traffic by default but allow access to applications using UDP port 81, the operator could use the

following rules:

• 20 : 0.0.0.0/0 : UDP : 81 : allow

• 10 : 0.0.0.0/0 : any : any : deny
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Now, to integrate with any 3GPP-compliant mobile core, Aether’s ONOS controller uses a

standard 3GPP interface named PFCP. This interface does not allow to specify application filtering

rules globally for a slice. Instead, rules are sent to ONOS on a per-client basis. This means that

ONOS receives the same application filtering rules for every client that connects to the network.

Thus, in each slice, there are a set of clients (identified by their IMSI, a unique number associated

with a SIM card) and a list of application filtering rules for each client. When a new client connects

to Aether, the mobile core looks up the slice configuration for the given IMSI and installs the user

plane rules on switches to terminate the GTP tunnels and enforce application filtering. The P4

program running on the switch optimizes ASIC resources by splitting UPF processing across different

types of tables, and ONOS is responsible for translating UPF rules into multiple table entries and

updating the entries in each leaf switch. Hence, while the slice and application filtering configuration

is conceptually simple, ensuring the correctness of the filtering depends on the interaction of multiple

software and hardware components, each of which could be subject to different bugs. Bugs and errors

could result in the installation of erroneous entries, which may cause traffic to violate the intended

policy.

Hydra checker for application filtering. Figure 2.9 shows the Indus program to verify application

filtering. The init block first determines the direction of the packet and then fetches the fields

of interest into tele variables, which it then uses to look up a control variable to know the

filtering action. The filtering action is carried on the packet (in addition to the packet fields used

in the lookup). A simple control plane application that runs atop ONOS as part of the rest of the

deployment configures the control dictionary variable. At a high level, it receives the application

filtering rules from the operator at startup, listens for attach requests from mobile clients, and installs

the corresponding entries in the table for the filtering actions variable.

Bug caught by Hydra. We now describe a known bug in Aether that causes traffic to be dropped

when updating application filtering. Figure 2.11 provides a simplified representation of the multiple

P4 tables used to realize the UPF function. To reduce memory utilization (in particular, of TCAM),

the Applications table is designed so that entries can be shared by multiple clients of the same slice.

This table determines the application for a packet by matching on the IPv4 and L4 port headers,

and sets the appropriate app ID metadata for the packet. The Terminations table then uses the app

and client IDs together to determine whether to forward or drop the packet. This design requires

ONOS to correctly manage shared application entries when clients connect to the network or when

rules are updated in the operator portal.

Figure 2.11 shows a scenario where a specific slice is first configured with filtering rules that deny

all traffic by default (app ID 1) but allow traffic for apps on UDP port 81 (app ID 2), which has a

higher priority. When client ID 1 connects, two rules are installed: the default drop rule for client ID

1 with app ID 1, and the allow rule for client ID 1 with app ID 2. Thus, client ID 1 can successfully

access applications on UDP port 81. Let’s say the operator later updates the filtering rules in the
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Figure 2.11: P4 tables demonstrating application filtering bug

portal by expanding the UDP port range to 81-82 and increasing the priority of that rule, and set

the app ID as 3. When client ID 2 connects, the mobile core installs client-specific rules with this

updated policy, thus ONOS installs a new table entry with range 81-82 in the Applications table.

Due to the new higher-priority entry for app ID 3, packets from client ID 1 with UDP port 81 will

now get an app ID 3 assigned by the Applications table. As a result, traffic for client ID 1 on port

81 that was previously allowed is now dropped since the client-app ID pair does not exist in the

Terminations table. This subtle bug is hard to catch and even harder to pinpoint the exact location

where the packets are being dropped.

With the checker compiled from Figure 2.9, Hydra detects that client ID 1’s packets with UDP

port 81 are actually to be dropped when it should have been allowed. With the report action,

such behavior is explicitly reported to the control plane by the switch where the inconsistency was

detected.

2.6 Evaluation

To further evaluate our design, we wrote more checkers for verifying a range of properties in the

Aether testbed, including examples studied previously in the network verification literature. We

assess the expressiveness of Indus and and overheads of our Hydra system. Table 2.1 summarizes our

results.
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(a) RTT comparison over time

(b) RTT CDF comparison

Figure 2.12: Performance overhead of Hydra
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Property Name Description LoC Tofino
Overhead

Indus P4
Output

Stages PHV
(%)

Baseline Aether P4 program compiled in
fabric-upf profile

- - 12 44.53

Multi-Tenancy All traffic through a given ToR
switch port, facing a bare-metal
server should belong to the same

tenant

14 102 11 48.44

Datacenter uplink
load balance

Uplink ports in data center
switches should load balance, to

exact equivalence, between
specified ports

37 194 12 48.83

Stateful firewall Flows can only enter the network if
a device inside initiated the

communication

23 164 12 49.21

Application filtering Clients should only be able to
communicate with designated

applications (as identified by layer
4 ports)

64 126 12 52.14

VLAN isolation Packets should traverse switches in
the same VLAN

21 119 11 47.85

Egress port validity Packets should only egress a switch
at allowed ports

18 132 12 46.09

Routing validity The first and last hop of any packet
should be a leaf switch, while the
rest of the hops are spine switches

21 122 12 46.09

Loops (4 hops) Packets should not visit the same
switch twice

20 156 12 48.24

Waypointing All packets should pass through a
choke point

22 154 12 47.85

Service chains Packets from switch s to switch t
should pass through switches

(w1, w2, ..., wn) in that order on the
way

26 121 12 47.26

Source routing with
path validation

A packet that is source routed
through switches (s, s1, ..., t) should

pass them in order

34 211 12 51.56

Table 2.1: Hydra properties.
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2.6.1 Expressiveness and Conciseness

In Table 2.1, we show the number of lines of Indus code required to specify each property and

the number of lines of P4 code generated by our compiler. Indus enables expressing properties

succinctly, typically requiring an order of magnitude less code compared to the direct implementation

in P4. We optimized the programs to streamline their compilation to hardware. For example, in the

Indus checker for detecting load imbalance, we maintain a boolean variable that records whether

an imbalance has been detected on any switch on the network-wide path, which eliminates the

need to iterate over multiple arrays in the block. Overall, our evaluation shows that Indus, our

domain-specific language, can express a wide range of practical network properties in a concise

manner.

2.6.2 Resource and Performance Overheads

Next, we discuss the overheads associated with deploying Hydra checkers on Intel Tofino switches.

Resource Overhead. The main resources on Tofino switches that are relevant to Hydra are the

number of pipeline stages used and the amount of Packet Header Vector (PHV) bits used. Other

stage resources (e.g., SRAMs, TCAMs, etc.) are also important, but their contribution is implicitly

accounted for in the usage of pipeline stages. We first measure the resource utilization of the baseline

forwarding program that runs in the Aether mobile core and then measure the resource utilization

for each of the implemented properties when linked with this program.

The baseline program is already at 12 stages. In general, deploying a Hydra checker will require

extra resources. However, in this instance, each of the checkers can be executed in parallel alongside

the base program and they do not increase the number of stages when linked with the base program.

This parallel execution is made possible by the independence between the forwarding and checking

code. We can see that the overhead on PHV resources is relatively modest, with higher usage for the

programs that collect more telemetry. For instance, the properties that require the most PHV are

source routing path validation and application filtering. The former carries a significant chunk of

telemetry per hop while the latter collects all its telemetry in the init codeblock. The PHV resource

usage increases from 44.53% to 52.14% with the application filtering checker on, a 7.6% difference.

Performance Overhead: Setup. Next, we evaluate if Hydra introduces any performance overhead

when deployed in practice with our Aether testbed. We confirmed that mobile devices connected

to the cellular network had stable Internet connectivity even when Hydra checkers were running.

However, although Aether processes real-world traffic, the data rates in our testbed are currently

not high enough to fully evaluate Hydra’s performance limits. Thus, for this evaluation, we tapped

and mirrored network traffic from a production campus network and replayed it towards leaf1 in

Figure 2.10. As illustrated in Figure 2.13, we utilize an existing P4Campus infrastructure [62] at

Princeton University. The campus network has network Test Access Point (TAP) devices installed at

several vantage points in the network, which create a mirror of the traffic they see on links. We tap
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Figure 2.13: TAP architecture for mirroring campus network traffic to Aether.

two /16 campus network subnets at our border routers and send the mirrored traffic to a P4-based

packet anonymizer [63], which runs on a programmable switch. This P4 program hashes personally

identifiable information like MAC and IP addresses in a prefix-preserving manner at line rate and

delivers the anonymized traffic to the cellular network. The resulting anonymized packet trace’s load

is around 350K packets per second.

Ethical considerations : All packet traces were inspected and sanitized by a campus network operator.

Personal data, like MAC and IP addresses, were removed or hashed before being accessed by

researchers. Addresses were anonymized in a consistent manner using a one-way hash with a salt,

and payloads are discarded. Our research was discussed and approved by Princeton’s Institutional

Review Board (IRB).

Performance Overhead: Result. Next, we evaluate if Hydra adds noticeable performance

overhead due to its parsing and checking logic. We perform a microbenchmark with and without

Hydra enabled and compare the two. Our throughput comparison with and without Hydra were

almost identical with around 20 Gb/s. However, we were not able to push near to the throughput

limit of the hardware switches, which is is 6.5 TB/s. Thus, we focused our performance evaluation

to measuring Hydra’s overhead on packet-processing latency. First, we generate bidirectional UDP

traffic at 10 Gb/s on our cellular access network testbed using iperf3. The background traffic

utilizes all links between the two spine and two leaf switches with ECMP routing. Then, we started

a fast ping (every 0.2 s) from one server attached to the leaf1 switch to another service attached to

the leaf2 switch. Figure 2.12a shows the round-trip times (RTTs) during the experiment. There

appears to be no significant difference between the baseline and with all checkers enabled. To further

evaluate the latency overhead statistically, we plotted the cumulative distribution function of our

RTT measurements in Figure 2.12b, and also performed a t-test [44]. Both results confirm that there

is no statistical latency difference between the baseline and with all checkers on.
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2.7 Related Work

Hydra builds on and extends a rich body of work on network verification and runtime monitoring.

This section discusses the most relevant prior work, organized by topic area.

Runtime Verification. In runtime verification (RV), a system is instrumented to send events

about its execution to a monitor. While the system executes, the monitor verifies the behavior

against a specification. When a behavior violation occurs, the monitor sends feedback to correct

the behavior or halt the execution. Over time, researchers have created more expressive languages

to specify properties in runtime verification systems. Work such as Eagle [14] helped popularize

the use of Linear Temporal Logic to specify properties in the monitor. Eagle’s powerful logic can

express a diverse set of runtime behaviors, such as requiring each request in an application to have a

corresponding response or limiting the size of a queue. Eagle also provides significant flexibility in

what it monitors: any system can be instrumented to send a log of events to Eagle as the structure

and content of the logs are user defined.

Static Verification for Networks. There is also a large body of work on static verification for

networks. Early work by Xie et al. [134] proposed using static techniques to reason about reachability

in IP networks. It proposed the now-standard approach of computing the transitive closure of transfer

functions that model the behavior of individual devices and links. Header Space Analysis [59],

Anteater [76], and Veriflow [61] emerged later, and applied this general approach in the context SDN.

To improve the scalability of their analyses, they developed optimized data structures for transfer

functions. Atomic predicates [137] replaces complex classifiers with simple predicates that can be

handled efficiently in backend solvers. NetKAT [8] is an algebraic framework based on a sound and

complete deductive system and a decision procedure based on automata [34]. Tools like p4v [73],

Acquila [122], and Network Optimized Datalog (NoD) [74] translate P4 code into representations

that can be verified using staic techniques. Vera [116] and P4-Assert [38] address the same problems

using symbolic execution, while bf4 [30] infers control-plane constraints automatically. Gravel [142]

formally verifies the software of middle boxes such as NATs and firewalls. A complementary line

of work focuses on control plane verification. Batfish [33] and Minesweeper [15] statically analyze

configuration files for distributed protocols to verify reachability properties automatically. Recent

approaches use abstract interpretation to verify simpler representations of programs [31, 42, 16]. Our

work builds on the extensive foundation provided by this prior work, but uses an approach based on

runtime rather than static techniques.

Runtime Verification for Networks. Early work on runtime checking for networks focused

on generating test or probe packets [140, 83, 23]. P4Consist proposes adding a new module to

tag packets with the path and forwarding rules used to process them [112]. However, P4Consist

only adds these tags to special probe packets, which are generated using a traffic generator, and

verification is performed out-of-band—i.e., the tagged packets are sent to a separate server for analysis.

VeriDP follows a similar approach, but focuses on detecting inconsistencies between control-plane
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and data-plane state [143]. In contrast, Hydra instead uses checkers that execute directly in the

data plane, allowing it to detect violations as they occur and halt erroneous packets. Offline analysis

approaches also face inherent scalability issues or accuracy tradeoffs due to sampling. Hydra does

not rely on sampling—it performs runtime checking on every packet. DBVal verifies assertions at

runtime by instrumenting the data plane [66]. However, their checks are tied to how forwarding

is implemented. Thus, the verification code and system being instrumented are not independent,

which could lead to false negatives if forwarding and checking code have the same bug. Aragog [138]

supports defining properties parameterized on location, stateful variables, and temporal predicates.

Additionally, it checks every execution trace in the system. Aragog differs from Hydra in that it

focuses on distributed network functions, rather than the data plane itself. In that sense, it is a

complementary approach to Hydra. Aragog requires making modest modifications to the source code

for the network functions, in order to send events of interest to the verifier. Hydra checks every

packet and is independent of the forwarding code.

Summary. Hydra builds on ideas developed in the runtime verification and formal methods

communities and applies them to the problem of verifying network behavior. It provides a specification

language for expressing network-wide properties and a compiler that translates these programs into

executable code for network switches. The approach is expressive, scalable, and operates in-band,

detecting and blocking errant packets at line rate and in real time.

2.8 Discussion and Summary

This chapter presented Hydra, a system for runtime verification of network behavior. The key insight

is that there is an important difference between catching a packet on the wrong path immediately

versus catching it eventually. If an intruder is exfiltrating confidential data, one packet may be all it

takes; if a single packet passes between two “isolated” virtual tenants, trust (and business) is lost.

Hydra’s approach is to check every packet as it flows through the network. While this is an extreme

approach, it becomes essential as we move toward automated closed-loop control of networks with

minimal human intervention.

Hydra programs expressed in Indus are easy to read and write for a large set of expressive

properties. Our experiences deploying Hydra programs on P4 switches and in the context of an

open-source cellular access network with real-world traffic demonstrate that they create little overhead,

yet can catch real bugs in a live system. The evaluation shows that Indus can express all properties

encodable in Linear Temporal Logic over finite traces (LTLf ), and that the runtime overhead is

modest whether measured in pipeline resources, packet-processing latency, or throughput.

Our Hydra examples demonstrate that leveraging application-specific knowledge—in this case,

knowledge of desired network properties—enables practical runtime verification at line rate, comple-

menting the static verification techniques discussed in Chapter 1.



Chapter 3

Prescheduled Circuit Switching for

LLM Training

3.1 Introduction

As discussed in Chapter 1, LLM training traffic is regular and predictable, with communication

patterns largely determined before the training run starts [97, 69]. Despite this predictability, current

training systems employ packet-switched fabrics: scale-up networks connect accelerators within racks

(e.g., NVLink [89], TPU ICI [56], AMD Infinity Fabric [113], AWS NeuronLink [109]), while scale-out

networks connect racks together (e.g., Infiniband [88], RoCE [41], UEC [123]). While packet switching

excels at handling unpredictable traffic from heterogeneous applications, training systems rely on

over-provisioned fabrics [41] to avoid congestion, which is inefficient in terms of power and cost.

Even with over-provisioning, hotspots can delay training cycles [96]. The resulting unpredictable

latency and throughput seems counterintuitive given the enormous investment in optimizing training

performance.

In particular, we ask: Would a circuit switched fabric, built from pre-scheduled crossbar switches,

and cognizant of the traffic patterns and sequence of arrivals, allow LLM training systems to complete

sooner and/or consume less power?

Circuit switches usually add circuits one at a time, when a new call starts. This chapter investigates

whether we can pre-schedule the traffic for the entire training run upfront, using knowledge of the

traffic pattern and the topology, and hence predetermine the configuration of the crossbar switches

needed to transfer data in successive, fixed-length time slots. We envisage simple switches: no packet

buffers, no forwarding tables, and no packet processing. Delays are predictable and minimized. We

will assume that the fixed-length time slots time-synchronize the whole system, which is therefore

essentially centrally controlled, albeit with fault-tolerant mechanisms to minimize downtime when

32
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switches, links, NICs, accelerators, CPUs and memories fail.

LLM training systems employ several parallelisms, such as data parallelism [100], tensor par-

allelism [111], pipeline parallelism [49, 82], sequence parallelism [64], and context parallelism [71].

Each parallelism requires communication between a specific set of accelerators in a specific order. An

important exception is expert parallelism used with Mixture-of-Experts (MoE) [32, 78] where traffic

patterns are input-dependent and not known until the routing layer decides which expert the tokens

should be sent to. We show how to schedule MoE traffic (and any asynchronous traffic) on the fly

using Birkhoff-von Neumann [18, 127] decomposition.

Our long-term goal is to design an AI fabric that maximizes the AI fabric’s total capacity (in

bits/s) divided by its overall power consumption. We conjecture that a pre-scheduled crossbar-based

AI fabric will consume a fraction of the power of today’s Ethernet and proprietary NVlink-based

systems, and can reduce the network tiers by increasing switch fanout.

This chapter describes a high-level design for a circuit-switched fabric built from simple crossbar

switches. We show how to derive the switch schedules for the entire run upfront, directly from the

training code. We demonstrate how unpredictable traffic (in expert parallelism and control traffic)

can be scheduled quickly and efficiently using on-demand circuit allocation. We argue that the system

can be at least as reliable as today’s packet-switched systems.

The key contributions of this chapter are threefold. First, we propose Chronos, an AI fabric

design that uses only pre-scheduled crossbar circuit switches, leveraging known a priori training

traffic patterns. Second, we develop a technique and tool (Genstack) to analyze training source

code and generate a sequence of permutations to schedule the crossbar switches for the training run.

Third, we show how Chronos handles unpredictable traffic (e.g., mixture-of-experts, management and

control messages) by calculating circuit switch permutations on-the-fly using Birkhoff-von Neumann

decomposition.

Our work is inspired by Google’s Lightwave network [72] for dynamically creating clusters of

TPU nodes prior to AI training, exploiting pre-determined synchronous traffic patterns. However,

Chronos takes circuit switching further by replacing every packet switch with a circuit switch,

including at the top-of-rack. Additionally, Chronos is agnostic to the switch technology (optical or

electrical), supports unpredictable traffic including MoE parallelism through on-demand scheduling,

and represents a design study without a physical prototype. While previous work has noted the

predictability of communication patterns during LLM training [97, 69, 98, 128] and others have

investigated circuit switching for conventional datacenter traffic [94, 92, 125, 13], Chronos explores

using this predictability to completely pre-schedule an entire AI fabric for the duration of training.
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3.2 Predictable Traffic Patterns in LLM Training

Model developers use collectives to implement each type of parallelism (except MoE, which we study in

Section 3.7). Collectives are patterns of communication between pre-determined groups of accelerators,

rather than between individual pairs [86]. It helps to think of accelerators as arranged in an n-

dimensional array, where n is the number of types of parallelism and each parallelism communicates in

one dimension. Collectives, such as all-reduce, reduce-scatter, and all-gather, are used to communicate

among accelerators within a parallelism, typically using logical rings.1 Figure 3.1 shows a logical ring

among four GPUs in the same parallelism group, and the corresponding permutation matrix.

0 1 0 0

0 0 1 0

0 0 0 1

1 0 0 0

GPU 0 GPU 1

GPU 3 GPU 2
Destination GPU

So
ur

ce
 G

PU

Figure 3.1: An example logical ring involving four GPUs (left) and the corresponding permutation
(right).

In our approach, we determine the set (or “stack”) of all permutations needed for a training

run. Section 3.4 describes how we derive the permutations from the training source code. If all the

accelerators are connected by one big circuit switch then the stack of permutations forms a schedule

used to configure the central switch in successive rounds of communication, with one permutation

per time slot. In big systems the fabric is a multistage hierarchy of circuit switches, and so we need

to decompose the network-wide permutations into a local set of permutations for each switch. The

decomposition is trivial if each tier has the same capacity (i.e. the fabric is not oversubscribed); we

simply route all traffic via the top tier and back down again. If we want to switch locally (to reduce

power, or because of oversubscription at higher tiers), we can use the method described in Section 3.5

and can potentially use shorter time slots locally than globally.

1Previous authors have used topology knowledge to accelerate collectives [110, 80, 21, 144, 108]. Our examples
assume ring-based collectives but can in principle be extended to other implementations.
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3.3 Circuit switches are simpler

A circuit switch can be built using a crossbar switch in which, during a time slot, each input is

connected to at most one output and each output is connected to at most one input, as represented

by the permutation matrix in Figure 3.2.2

0 0 0 1

0 1 0 0

1 0 0 0

0 0 1 0
So

ur
ce

Destination

Figure 3.2: An example 4x4 crossbar switch (left) configured by a permutation matrix (right).

Circuit switches are much simpler than packet switches because they have less to do. A typical

single-chip Ethernet packet switch has 30% of its area dedicated to serial I/O, 50% to packet

processing and 20% to packet buffers and the traffic manager [20]. An circuit switch does not need

packet processing logic, lookup tables, or packet buffers, because arriving packets are immediately

switched to a pre-determined output. This makes possible electronic circuit switches with 70% of

the area freed up, which means (a) lower power, or (b) we can repurpose the area to add more I/O

capacity (e.g., using area I/O [135]).

Circuit switches have deterministic, low latency; a few nanoseconds for an electrical or optical

circuit switch, compared to variable, unpredictable latency in packet switches.

Optical circuit switches bring additional benefits, including optical transparency and hence can

carry data independent of wavelength and data rate.

3.4 Deriving permutations from training code

We wrote a software tool called Genstack to derive the switch permutations from the training code.

It operates in two steps: First, it replaces collective calls with logging code and instruments how

2In principle, multicast and broadcast can be useful to accelerate collectives, but we don’t consider them in this
paper.
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the collectives are called. Second, it combines collective calls into global permutations that capture

communications among all accelerators. We describe the two steps in detail below. Our results are

based on Megatron-LM [85], a popular and open framework for LLM training, and can be used with

other LLM training frameworks [2, 3, 105].

3.4.1 Logging the collectives

Genstack logs all collective calls (e.g. all reduce, all gather, broadcast, etc.) invoked by a single

iteration of training, along with their tensor shapes and participating GPUs.

But we cannot log the collective calls on the real full-scale system before we have picked the

permutations, and so instead we emulate a single iteration of training running on a smaller system,

without GPUs. This is still challenging because: (1) We can not manipulate the full-system high-

dimensional model tensors without a large number of physical GPUs, (2) we can not spawn thousands

of GPU processes, and (3) training code (such as Megatron-LM) conditionally invokes communication

collectives based on pipeline stage, tensor-parallel group, and data-parallel group, requiring end-to-end

code execution.

We avoid needing GPUs by using meta tensors [95], which are zero-overhead tensors that store only

shape and dtype. Throughout the model construction, forward pass, backward pass, and optimizer

step, only the shapes and dtypes are tracked, rather than actual floating-point data. Operations

such as matrix multiplication and layer normalization become no-ops during runtime; they skip

kernel execution but preserve shape propagation for the next layer. We then monkey-patch [37]—i.e.,

dynamically replace at runtime—the functions in torch.distributed to spoof GPU execution and

record the collectives rather than executing them. We use multiprocessing to spawn one CPU process

for each GPU involved. This maintains correct control-flow logic without incurring the expense of

real data transfers.

With these patches in place, we run exactly one training iteration (forward + backward +

optimizer step). Each process logs the communication events it experiences locally:

[ {"op": "broadcast", "call_id": 1, "ranks": [0,1], "shape": [1024, 4096], "dtype": "float16"},
{"op": "all_reduce", "call_id": 2, "ranks": [0,1,2,3], "shape": [1024, 4096], "dtype": "float16", "reduce_op": "

MIN"}, ... ]

This trace fully captures the GPUs involved and the tensor dimensions of each collective call in

an iteration. The tool is described in more detail, with code examples, in Appendix 3.4.3.

3.4.2 Deriving permutations from the logs

To derive the stack of global permutations we combine the permutations for each collective call and

for each parallelism.

It helps to study a small example. Consider 16 GPUs arranged in a logical 4× 4 array, and using

data parallelism (x-axis communication) and tensor parallelism (y-axis communication). We need to

produce a stack of 16× 16 global permutation matrices to schedule the 16× 16 crossbar switch.
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We will start with data parallelism and consider the rows of the 4× 4 array. The rows operate

identically and in parallel, calling the same collective operations at the same time, and transferring

the same amount of data. Specifically, they make n collective calls (c1, c2, . . . , cn) causing data

transfers represented by permutations p1, p2, . . . , pn. This allows us to generate global permutations

P1, P2, . . . , Pn for the n collective calls across rows where Pj is generated by combining the 4 × 4

permutations for each row. We repeat the process along each column for tensor parallelism.3

If pipeline parallelism is used, there will be a different stack of global permutations per pipeline

stage in the forward and backward pass. Each permutation is incomplete because the GPUs in each

pipeline stage only communicate with GPUs in the previous/next stage (for pipeline parallelism) or

with other GPUs in the same stage (for all the other parallelisms).

Once we have the global permutations, we generate the switch-local permutations.

3.4.3 Implementation Details

This section provides additional implementation details of our Genstack tool used to extract permu-

tations from training code.

Meta-Tensor Execution: Since PyTorch 1.9, users can instantiate meta tensors [95] via:

x = torch.empty(16, 1024, device=’meta’)

The tensor has no backing memory, but still participates in shape inference. We intercept all tensor

creation routines (e.g., torch.zeros, torch.empty, torch.ones, or model parameter initializations)

so that they produce meta tensors by default:

_orig_empty = torch.empty

def meta_empty(*shape, **kwargs):

return _orig_empty(*shape, device=’meta’, **kwargs)

torch.empty = meta_empty

# Similarly for zeros, ones, etc.

Spoofing Distributed Processes: We emulate the full training system on a small CPU-based

system in two steps. First, we spawn N Python processes (each simulating one rank). Then, each

process assigns ranks in the range [0, N − 1] by calling

torch.distributed.init_process_group(backend=’gloo’, world_size=N, rank=LOCAL_RANK, store=...)

Because we only use meta tensors, no actual GPU memory is allocated. PyTorch’s distributed

initialization runs normally, but subsequent collective calls are intercepted.

Intercepting collective calls: All collective calls are monkey-patched—dynamically replaced at

runtime [37]—for example:

3The number of global permutations is different for each parallelism.
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• torch.distributed.all reduce

• torch.distributed.all gather

• torch.distributed.broadcast

• torch.distributed.reduce scatter

• torch.distributed.send/recv

• torch.distributed.barrier

We store the original PyTorch functions, but replace them with wrapped versions to log the call

by gathering the call type (e.g., all reduce), tensor shape, dtype, operation type (e.g., SUM), and

rank inferred from the ProcessGroup handle. The calls return immediately with a no-op result, for

example:

orig_allreduce = torch.distributed.all_reduce

def wrapped_allreduce(tensor, op, group=None, async_op=False):

# 1. Identify ranks in ’group’ from a stored lookup table

ranks = group_to_ranks[group]

# 2. Record shape, dtype, etc.

# reduce_op is only logged for all_reduce and reduce_scatter

log_event({"op": "all_reduce", "call_id": get_next_call_id(), "ranks": ranks,

"shape": list(tensor.shape), "dtype": str(tensor.dtype), "reduce_op": "SUM

"})

# 3. Return a no-op; skip real comm

return

The wrappers capture exactly which collective calls would be issued during forward/backward passes

and the optimizer step.

Process Groups and Rank Membership. Megatron-LM often creates logical subgroups (data-

parallel, tensor-parallel, pipeline-parallel) via:

data_parallel_group = torch.distributed.new_group(ranks=dp_ranks)

We intercept new group to record which ranks are in a group. When a collective references a group,

our wrapper retrieves the associated set of ranks.

The Genstack tool is open source and available on GitHub [102].
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3.5 Time Slots

The duration of a time slot, T , is determined by four attributes, (a) the smallest number of bytes, b,

transferred by any of the collective communication calls during a training run, (b) the link speed, c,

(c) the maximum one-way latency between endpoints, tmax, and (d) the ‘dead’ time (aka the ‘guard’

time) while a crossbar changes permutation, tx. This is < 10ns for an electronic switch or an optical

switch with tunable lasers, and about 1ms for a MEMs-based optical switch. A detailed comparison

of different optical circuit switching technologies is in Table 3.1. The time slot duration should be

chosen so that T ≥ b
c + tmax + tx. The additive factor of tx is so that the crossbars can reconfigure

the permutation to the one needed for the next time slot, and the additive factor of tmax is so that

all the crossbars are in the configuration corresponding to the one-big permutation for the current

time slot irrespective of the variation in one-way latencies between endpoints.

Technology Port count Reconfiguration latency

Robotic [120] 1008x1008 minutes (per connection)
MEMS [22, 107, 124] 136x136 to 1296x1296 milliseconds

Piezo [91] 576x576 milliseconds
Guided Wave [115] 16x16 nanoseconds
Wavelength [139] 100x100 nanoseconds

Tunable lasers + AWGR [13] 100x100 nanoseconds

Table 3.1: Comparison of different optical circuit switching technologies on port count and reconfigu-
ration latency.

The fabric sends a global synchronization signal to announce the start of a new time slot (e.g.,

from a spine switch, with a leader selection and failover mechanism). This is straightforward in

an electronic switch; optical circuit switches need a way to broadcast a time sync signal to all end

nodes simultaneously. For example, we can generate the time signal electrically, then convert it to an

optical signal. The signal is broadcast to the end points using a 1-to-N passive coupler at the switch

to couple the time slot signal into the optical links connected to the end nodes.

The time slot signal is only used to announce a new time slot; it is independent of the local clock

driving the sequential logic in the accelerators and NICs (at, say, 1GHz). In practice, for electrical

and optical switches, the range of time slot durations 1µs < T < 10ms and therefore corresponds to

103 − 106 clock cycles of the GPU.

Accelerators will be at different distances from the spine switch and will “hear” about the start

of the new time slot at different times. If the variation in latencies is small compared to T , this does

not matter. The most efficient systems will measure the round-trip time to every device so that its

data arrives at the correct time to the spine switch. The system designer can decide whether or not

to implement such a mechanism based on the switching efficiency, η = b/c
T ≤

b/c
b/c+tmax+tx

, which is

the fraction of time useful data is transferred.
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GPUs Tensor Context Pipeline Data

8,192 8 1 16 64
16,384 8 1 16 128
16,384 8 16 16 8

Table 3.2: Three different configurations of GPUs used to train the 405B parameter Llama 3 model,
using four types of parallelism. The entry in the table indicates the degree of each type of parallelism.

Example T for Llama 3. The largest Llama 3 [45] model has 405B parameters and is trained

using tensor, context, pipeline and data parallelism, in the three configurations in Table 3.2. Data

parallelism generally transfers the smallest units of data and dictates the slot time. The amount of

data is determined by, (a) the number of parameters in each layer (because of compute-communication

overlapping [87], the communications kick off after the backward pass of a bucket finishes, usually

for a single layer for the largest models), (b) the degree of tensor parallelism (because it shards the

parameters within a layer) and (c) the degree of data parallelism as ring-based collectives divide the

transmitted tensor into chunks. If we denote the parameters per layer pl, then b = 4pl

TP.DP , where TP

is the degree of tensor parallelism (first column in the table) and DP is the degree of data parallelism.

The factor of four is because the gradients are in fp32 format. With 2.8B parameters per layer, and

a link speed of 800Gb/s, the lowest b
c is 109µs across the three configurations. If tmax is 10µs (2km

links) and tx =10ns, then we lose 8.4% throughput.

More examples. A circuit switch that connects accelerators over 200m links running at 400Gb/s,

and b = 1Mbyte, should use a time slot T ≥ 22µs+ tx. For an electronic switch or an optical switch

built with fast tunable lasers (tx = 10ns) the efficiency exceeds 95%. If we replace the switch with

an optical MEMS switch with tx = 1ms, we need b > 150Mbytes for the efficiency to exceed 75%.

3.6 Failures and Stragglers

It takes weeks to train a large model, and hardware failures are inevitable. Periodic checkpoints help,

but checkpointing the training state is expensive and takes time. If the operator checkpoints too

often then training takes too long to complete; not often enough and training has to be frequently

repeated.

Example. Meta reported 419 unexpected interruptions during a 54-day training run of Llama 3

with an MTBF (mean time between failure) of about three hours [45]. 58.7% of failures were GPUs

(HBM3 issues, SRAM issues, and faulty GPUs), 8.4% were switches and cables, and 1.7% were NICs.

Before adopting this extreme approach (i.e. using an AI fabric built entirely from circuit switches),

an operator would need to understand the consequences of hard failures (e.g. components failing,

links breaking) and soft failures (e.g. straggler GPUs that respond slowly or inconsistently, links that

are flapping on and off, or causing many bit errors).
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Answering these questions fully is beyond the reach of our work, until we design a more complete

system prototype, and so we leave the comprehensive analysis of failures for further work. However,

there is some reason to think the MTBF of individual components will be about the same: The

system will have the same number of GPUs, CPUs, memories, and NICs as before. In principle, a

circuit switch is more reliable than a packet switch because it is simpler, particularly if it is electronic.

However, given that the system component count is dominated by other components, this is unlikely

to affect the overall system MTBF.

If the AI fabric fails, or if GPUs miss their time slot, the recovery process will be different for a

circuit switch than for a packet switch. Generally, packet switches will be more forgiving of timing

errors; on the other hand, it is easier to determine an error in a circuit switch when data is expected

to arrive at a pre-determined time. A full system design needs to consider the consequences of

different types of error, and map in appropriate standby components as needed.

In future work, we plan to study if and how the whole system can be stopped and started

synchronously, by controlling the flow of synchronization messages. If possible, this might allow the

system to be frozen, interrogated, and possibly healed without losing system state.

The switch fabric also needs to handle variations in GPU processing time - for example, when a

GPU takes longer to finish its calculation than expected. A simple solution is to delay the next time

slot until all data has arrived. Delays would reduce efficiency and increase the overall training time,

and so the system controller will need to decide how often this can be allowed, and by how much,

before intervention or replacement is required.

Failure tolerance. There have been several proposals to handle failures during training [40, 53,

121, 10, 133]. We argue that the failure tolerance of our design is no worse than packet switching,

and any additional traffic during failures can be scheduled using the BvN decomposition.

Stragglers. Stragglers in training have been investigated in prior work [70, 131, 68, 130]. While it

is easier to identify stragglers in our design (due to their non-adherence to the time slots) than the

status quo, a definitive answer to the straggler tolerance of our design requires more study.

3.7 Handling unpredictable traffic

The programmer does not always know about a particular communication in advance. For example,

control and management messages, error messages, interrupts and reloading data after a checkpoint.

A big and important example is when the system uses a mixture-of-experts (MoE) model. The

routing of data to experts is implemented using the all-to-all collective and its input-dependence

makes it hard to predict or bound the patterns and volume of communication.

Mixture-of-experts splits the transformer’s feedforward network (FFN) into multiple smaller

FFNs (from 8-128 experts) and in expert parallelism the experts are placed on different accelerators.

A routing layer computes the data (i.e., tokens) to send to each expert, which tells us the traffic



CHAPTER 3. PRESCHEDULED CIRCUIT SWITCHING FOR LLM TRAINING 42

38 0 22 40

11 24 60 5

0 53 14 33

51 23 4 22

Desired 
Traffic 
Matrix for 
100 cycles

=

Birkhoff von 
Neumann 

decomposition

1 0 0 0

0 1 0 0

0 0 1 0

0 0 0 1

14

1 0 0 0

0 0 0 1

0 1 0 0

0 0 1 0

+4

0 0 1 0

1 0 0 0

0 0 0 1

0 1 0 0

+11

0            0 1 0

0 1 0 0

0 0 0 1

1 0 0 0

+10

0 0 0 1

0 0 1 0

0 1 0 0

1 0 0 0

+40

1 0 0 0

0 0 1 0

0 1 0 0

0 0 0 1

+8

0 0 1 0

0 0 0 1

0 1 0 0

1 0 0 0

+1

1 0 0 0

0 0 1 0

0 0 0 1

0 1 0 0

+12

Figure 3.3: The Birkhoff-von Neumann decomposition of a traffic demand matrix into permutations.
The weight corresponding to each permutation indicates how many times the permutation is held.

demand matrix between the GPUs.

Whenever the system needs to carry unpredictable traffic, we need to configure the crossbar

switches on demand. We can not use packet switching, because the switches contain no buffers or

forwarding logic. Instead, we can calculate new permutations on the fly to carry the traffic pent up

in the network interfaces’ VOQ.

Luckily, there is a clever way to turn a traffic matrix into a sequence of permutations called

a Birkhoff-von Neumann (BvN) decomposition [18, 127]. Figure 4.1 shows a simple example.

Decomposing an N ×N matrix produces O(N2) unique permutations; each permutation is found

using a bipartite matching algorithm. Each permutation is, in turn, subtracted from the traffic

matrix to create a residual matrix. The permutation is held for consecutive time slots equal to the

minimum entry along the permutation.

If we run a maximum cardinality matching algorithm at every step (e.g., the Hopcroft-Karp

algorithm [48]), the overall time complexity of a BvN decomposition is O(N4.5). We can instead use

a much faster maximal (greedy) algorithm [117], which is close to optimal (maximum size). The

times to compute the BvN decompositions on an Apple M1 Max CPU are reported in Table 3.3.

Performance can be improved with specialized hardware, in particular using the Wrapped Wave

Front Arbiter (WWFA) algorithm [117], which is known to be the most hardware-efficient maximal

matching algorithm.

We invented a novel hardware algorithm (BhaVaN) that is the fastest known BvN decomposition.

BhaVaN is implemented in Verilog and uses the WWFA and completes a BvN decomposition in less

than 1µs for a 64-port switch on a 16nm ASIC process. The design takes up less than 1mm2 and

hence would consume less than 1% of an electronic circuit switch ASIC. If BhaVaN is used with an

optical circuit switch, the algorithm can run on a modified NIC chip. BhaVaN will be described in

more detail in Chapter 4.

Time slots. Unpredictable traffic can use a number of successive time slots dictated by the

permutation weights in the BvN decomposition. For example, if the weight is two, then the

permutation is held steady for two time slots.
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N=16 N=32 N=64 N=128 N=256

Maximum 0.5ms 3ms 25ms 291ms 4.45s
Maximal 0.2ms 0.8ms 4.6ms 52ms 0.65s

Table 3.3: Time to compute BvN decomposition in single-threaded software for N ×N matrices,
different N .

3.7.1 Performance comparison

We compare the completion time of MoE traffic for our circuit-switched approach against conventional

packet switching. We do this by generating 1,000 different MoE traffic matrices and simulate how

long the packet-switched network takes to transfer data, and how long the BvN decomposition takes

to run for circuit switching, plus the transfer time.

Generating MoE traffic matrices. We generate sample MoE traffic matrices using the data

measured by 1,000 successive iterations of training of a 16-expert GPT-MOE system [39]. The

matrices are quite non-uniform, with 4 out of 16 experts receiving up to 80% of the tokens (Figure 3.4).
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Figure 3.4: The fraction of tokens received by each expert across successive training iterations for a
GPT-MoE model. E1 refers to expert 1. Figure reproduced from [39].
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To generate a 16× 16 traffic matrix, we use the fraction of tokens received by each expert and

randomly spread them across the source GPUs from which the tokens arrive.4 We repeat this for

every iteration in the training data, to generate 1,000 traffic matrices.5 We use a hidden size of

16,384 and a sequence length of 8,192 as in Llama 3 405B [45]. Figure 3.5 shows an example traffic

matrix and the amount of data transferred (in megabytes).
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Figure 3.5: Example generated traffic matrix.

Topology and performance metric. The GPUs that host the experts are typically connected

to the same switch. Our simulations assume a link speed of 800 Gb/s and an RTT of 1 µs. Our

performance metric is the all-to-all completion time.

Simulations. The packet switch is simulated using ns-3 from the HPCC ns-3 repo [6], with

DCQCN [146, 12] as the congestion control. The circuit switch completion time is calculated by

4If multiple experts are placed on a single GPU (e.g., 4 experts per GPU [99, 50]), the traffic matrix is smaller and
easier to decompose compared to when all the experts are placed on different GPUs.

5While not strictly independent samples (they are from the same training run), we will assume they are, and we
use them for 1,000 Monte Carlo simulation runs.
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adding the permutation weights of the BvN decomposition and dividing by the link speed. For

a fair comparison, we tune DCQCN parameters (Kmin, Kmax, Pmax, RAI , RHAI and g) using a

hyperparameter optimization framework [17, 51].
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Figure 3.6: Comparison of the all-to-all completion times for 16 experts, for 1,000 iterations.

Figure 3.6 shows the time to transfer all data to 16 experts, over 1,000 runs, each with a different

traffic matrix. The average completion time for packet switching is approximately 13ms, with clear

peaks during times of congestion. The circuit-switched network finishes 22.04% faster on average

(max 32% faster) because there are no packet buffers and data is transferred in an orderly fashion.

Furthermore, once the relatively short flows to a given destination depart, the packet switching

control loop is slow to grab the available bandwidth for the remaining large flows due to uplink

contention at the senders.

Note that the time to decompose the traffic matrix (< 0.5ms for 16 GPUs) is small compared

to the transfer time, and very efficient in this case, with maximal or maximum matching. If MoE

starts to use 256 or more GPUs in the future, we will need to implement it in hardware, as described

above.
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3.8 Discussion

This chapter explored the feasibility of building a complete training system using a circuit-switched

fabric, addressing three key questions. First, we demonstrated that the majority of training traffic

is predictable and can be deduced from the training code through our Genstack tool. Second, we

showed that unpredictable traffic can be scheduled on the fly fast enough using a parallel algorithm

(BhaVaN, described in Chapter 4) that schedules traffic in less than 1µs. Third, we argued that the

design should handle failures and stragglers no worse than packet switching, though this requires

further study. An important unresolved question is quantifying the power, cost, and area benefits

compared to packet switching, which remains a valuable direction for future work as it requires

prototyping and detailed hardware analysis.

Our proposal focuses on large single-job training runs, but it can be applied to multi-tenant

training clusters by leveraging the insights in prior work [97, 145], where training jobs are interleaved

so that their communications do not interfere.



Chapter 4

Fast BvN decomposition in

hardware for circuit switches

4.1 Introduction

There is growing interest in using optical circuit switches in AI clusters, to reduce power, the

number of electrical-to-optical and optical-to-electrical conversions, and to increase switching capacity.

Google’s Lightwave network [72] and TopoOpt [129] showed that using optical circuit switches in the

upper tiers of the network hierarchy can reduce power and speedup training by eliminating congestion.

As described in Chapter 3, Chronos explores taking this approach to the extreme, arguing that it may

now be feasible to replace every packet switch in a modern AI cluster with simple and fast electronic

or optical circuit switches. Regardless of whether AI clusters will replace all packet switches with

circuit switched crossbars, it seems likely that optical circuit switches will be increasingly used deeper

into the cluster [90, 57, 84].

Several authors have observed that the majority of training traffic is completely predictable:

We know exactly when a GPU will send data, to whom and how much, up-front before training

begins [97, 69, 98, 128]. For the most common modes of parallelism—data parallelism [100], tensor

parallelism [111], and pipeline parallelism [49, 82]—Chapter 3 demonstrated how to analyze training

source code using the Genstack [103] tool to generate a sequence of permutations that configure

circuit switches to transfer the correct data during training.

Not all AI training traffic is predictable. AI clusters must also carry unpredictable traffic

such as control and management traffic, checkpointing, and traffic for Mixture-of-Experts (MoE)

parallelism [32]. Today, MoE communication can be up to 20% of training time [55]. If we are to

use circuit switches, we need to find a way to quickly pick a sequence of permutations to deliver the

newly arrived MoE traffic. Luckily, MoE traffic is relatively local, between 64-128 GPUs within a

47
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cluster, allowing the decision to be made locally. Our approach is for GPU NICs to make requests to

a local scheduler, which decides a sequence of permutations to deliver the traffic.

A natural approach is to use a crossbar scheduler, similar to those used in Internet routers (e.g.

PIM [9], iSLIP [77] or WFA [117]). A NIC makes a request every time slot, which is the time taken

to send the smallest data unit—about 1µs in the big AI training systems discussed in Chapter 3.

Every time slot, a central scheduler chooses a permutation and sends back a grant to tell the NIC to

send traffic in the next time slot.

But AI training machines are heavily pipelined and the delay between a request and grant can

add significant overall latency to the training, particularly as the fraction of MoE traffic grows.

Instead, we explore scheduling many consecutive time slots at the same time: The scheduler is given

a matrix of all outstanding requests and then generates in one shot a sequence of, perhaps hundreds

or thousands, of permutations to transfer all the traffic.

This is an example of a Birkhoff-von Neumann (BvN) decomposition algorithm [18, 127], a

complex algorithm that takes a while to run. BvN has been used to schedule switches that change

slowly and infrequently [24, 25, 93]. Unfortunately, the canonical BvN is about five orders of

magnitude too slow for our needs.

The BvN decomposition algorithm proceeds in O(N2) rounds where a bipartite matching algorithm

is run in each round leading to runtime complexity of O(N4.5) for an N ×N matrix. As we will see

in Figure 4.2, existing BvN approaches, even with dedicated hardware, are orders of magnitude too

slow.

This chapter addresses the question: How fast can a Birkhoff-von Neumann decomposition

algorithm run?

Our solution starts with the Wrapped Wave Front Arbiter [117] as a key building block that

uses several forms of parallelism simultaneously. The BhaVaN algorithm extends WWFA by adding

bitwise parallelism in dedicated hardware. Our Verilog design shows that BhaVaN can decompose an

N ×N traffic matrix (with each value being an M-bit integer) into approximately 2M ∗N unit-weight

permutations in 2N−1 clock cycles, independent of M .1 BhaVaN can issue a new BvN decomposition

(i.e., another set of about 2M ∗N permutations) every N clock cycles using pipelining. We synthesized

BhaVaN using a TSMC 16nm library, for which a 256× 256 traffic matrix can be decomposed in

512ns.

For a 3nm process it will run even faster—we expect it to run in less than 300ns. The design

is small: For a 256 × 256 traffic matrix with M = 16 (i.e., the largest value in the matrix can be

216 − 1), the estimated total area is approximately 16 mm2 on a 16nm process and we project it to

be 1 mm2 on a 3nm process.

To put this into perspective, if we know in advance that the MoE cycle of computation generates

up to (say) 1024 requests per NIC, then all 1024 time slots of traffic can be scheduled in less than

1Note that M is a factor in the area and power of the algorithm, not in the runtime.
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1µs—less than one time slot.

The key contributions of this chapter are as follows. First, we present BhaVaN, a hardware

algorithm for Birkhoff-von Neumann decomposition that operates at nanosecond timescales, enabling

real-time traffic scheduling in circuit-switched networks. Second, we introduce bitwise WWFA

parallelism, which allows all bit indices in the decomposition to be computed simultaneously rather

than sequentially. Third, we provide a detailed hardware architecture and implementation analysis,

showing that BhaVaN can be realized in less than 1mm2 of silicon area while operating at gigahertz

frequencies. Fourth, we compare the performance of BhaVaN with other matching algorithms (e.g.,

PIM [9], iSLIP [77], Hopcroft-Karp [48]) in the critical path of Birkhoff-von Neumann decomposition,

and show that the cycle times (i.e., sum of weights of the permutation matrices) are comparable.

Finally, we demonstrate that with BhaVaN, circuit switching becomes a viable alternative to packet

switching for AI fabrics.

4.2 Birkhoff-von Neumann Decomposition

Request 
Matrix =

11

0 0 0 1

1 0 0 0

0 1 0 0

0 0 1 0

0 0 1 0

0 0 0 1

1 0 0 0

0 1 0 0

0            0 1 0
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0 1 0 0

0 1 0 0

0 0 1 0

0 0 0 1

1 0 0 0
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1 0 0 0
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8 60 32 0

Figure 4.1: The Birkhoff-von Neumann decomposition of a request matrix into permutations.

Given an N ×N matrix doubly stochastic matrix2 D with the rows and columns adding to C, the

Birkhoff-von Neumann (BvN) algorithm decomposes the matrix into a weighted sum of permutation

matrices Pi such that D =
∑

αiPi (in our case, all entries in D are non-negative integers and

the weights αi are positive integers). In each round i of the BvN decomposition, a maximum size

bipartite matching is performed and a corresponding permutation matrix Pi is found. αi is the

smallest element of D in the permutation matrix Pi. The permutation is repeated αi times in the

decomposition, and αi × Pi is subtracted from D. The process is repeated until D = 0, which takes

at most O(N2) iterations because each iteration takes at least one matrix value to 0.

An example decomposition of a 4×4 matrix is shown in Figure 4.1. The theorems by Birkhoff [18]

2A matrix is doubly stochastic if every row and column sums to the same value.



CHAPTER 4. FAST BVN DECOMPOSITION IN HARDWARE FOR CIRCUIT SWITCHES 50

and Hall [46] prove that if a maximum cardinality matching algorithm is used (such as Hopcroft-

Karp [48]) then D is decomposed into a minimum cycle of
∑

αi = C permutations.

Algorithm 1 Birkhoff–von Neumann Decomposition

Require: D ∈ ZN×N
≥0

Ensure: Stack S of at most N2 permutation matrices with weights
1: S ← [ ] ▷ Empty stack of (P, α) pairs
2: while D has a nonzero entry do
3: P ← BipartiteMatching(D) ▷ P is the permutation matrix from the bipartite matching
4: α← min{D[i, j] | P [i, j] = 1} ▷ Minimum value along the matching; α ∈ Z>0

5: D ← D − α · P ▷ Subtract α along matched edges
6: Push (P, α) onto S
7: end while
8: return S

Figure 4.2: Running times of BvN decomposition for increasing N: (a) in software using maximum
cardinality matching, (b) in software using maximal matching, and (c) in specialized hardware using
WFA (Approach 2).

The pseudocode for the algorithm is given in Algorithm 1. The time complexity of the Birkhoff-von

Neumann decomposition algorithm depends on the time complexity of the matching algorithm used.

If Hopcroft-Karp matching [48] is used (O(N2.5)), then the overall time complexity is O(N4.5). If
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instead the Hungarian algorithm (Kuhn-Munkres, O(N3) variant) [65, 81] is used the overall time

complexity is O(N5).

Software implementations are far too slow for real-time applications such as MoE models which

require a new decomposition to happen on the order of microseconds. We can see from Figure 4.2

that it takes 100’s of milliseconds to decompose an 128× 128 matrix on a modern Apple M1 Max

CPU. A faster matching algorithm [43] would help reduce the overall time complexity to O(N3logN).

However, even these algorithms are far too slow to be able to perform decompositions in microsecond

timeframes.

4.3 Speeding up the Birkhoff-von Neumann decomposition

The challenge is that the decomposition algorithm in Algorithm 1 has a sequential dependency: it

must find the minimum value (α) before starting the next iteration. This limits parallelism.

We overcome the sequential dependency in BvN by introducing several forms of parallelism. First,

we replace the maximum cardinality matching algorithm (Hopcroft-Karp or Hungarian) with a much

simpler, greedy, online maximal matching algorithm. Maximal matching is much faster and simpler,

and can be implemented by iterative algorithms (e.g., PIM [9], iSLIP [77], etc.) or feedforward wave

front arbiters (e.g., WFA and WWFA [117]).
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Figure 4.3: A worked example showing the operation of the wave front arbiter (WFA) algorithm.
Elements marked in blue are grants and elements marked in red are conflicts with existing grants.
The final permutation produced by WFA is shown in the bottom right.

Our approach uses WFA as a key building block. WFA is the fastest known hardware algorithm

to find a maximal bipartite matching. It operates as a diagonal wave front propagating through the

matrix from top left to bottom right. Figure 4.3 shows an example of WFA. WFA lends itself to
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fast hardware because it exploits two forms of parallelism: First, all entries in a diagonal can be

processed at the same time because they do not conflict with each other, and second, because it is

a feedforward algorithm it can be easily pipelined. In pipelined WFA, each diagonal is occupied

by a different wave front with 2N − 1 wave fronts active at the same time. WFA can calculate a

single maximal matching in 2N − 1 clock cycles, and then a new match can be issued every clock

cycle thereafter [117]. In a packet switch, care has to be taken because the WFA algorithm naturally

favors the top left hand corner and can systematically starve some input/output pairs indefinitely.

In practice, this requires complex permutations of the input/output pairs to give long-term fairness.

But, for Birkhoff-von Neumann decomposition, we do not need to worry about this because the

algorithm runs to completion and all sequences of permutations are equivalent. In our design, we use

the Wrapped Wave Front Arbiter (WWFA [117]) because it completes in half the time of WFA, but

is a little harder to illustrate.

4.3.1 Adapting WWFA for BvN decomposition

While WWFA is the fastest known hardware algorithm to find a maximal bipartite matching, we

must adapt it for BvN decomposition. This is because when WWFA finds a permutation, we have to

find the minimum value in D corresponding to the permutation; this is tricky because WWFA is a

feedforward algorithm. The wavefront cannot subtract the correct values from the request matrix

until the wavefront reaches the end of the matrix.

There are two ways in which we can use WWFA in a BvN decomposition.

Approach 1: Subtract the value ‘1’ each time

The first approach is to subtract the value 1, instead of the minimum value in D corresponding to the

match. In this approach, each permutation has unit weight, and hence we require C permutations,

with the run time being proportional to C as well. The cycle of permutations must be post processed

to form a stack with larger weights. The tradeoff is therefore maximally pipelining WWFA (good),

but a longer run time (bad).

Approach 2: Flushing the pipeline to find the exact minimum value

The second approach sacrifices pipelining to find only one permutation at a time. Only one wavefront

is in the array at a time, so that we can explicitly calculate the minimum value (and hence the

weight) before WWFA finds the next permutation. The time complexity of this approach is O(N3)

where each WWFA run takes up O(N) time, and there can be O(N2) permutations in the worst

case. This approach provides a bounded runtime for matrices with large values. However, even with

a bounded runtime, this approach could take 10’s of milliseconds even in specialized hardware for

N = 256 as shown in Figure 4.2.
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4.3.2 BhaVaN’s novelty: Bitwise-parallel WWFA

BhaVaN uses bit-wise parallelism to completely sidestep the problem described above. The idea is

quite simple: If the values in D are M -bit integers, we replicate WWFA M times (i.e. M separate

hardware instances, one per bit). The ith WWFA instance only operates on bit position i of the

request matrix values. There is no dependency between the WWFA instances and each of them can

operate in parallel. This allows us to subtract a fixed minimum value of 2i immediately for the ith

instance thereby enabling pipelining both within a matrix and across matrices.

1 // For each bit position b (in parallel)

2 for (b = 0; b < M; b++) {

3 // Extract binary request matrix

4 for (i = 0; i < N; i++) {

5 for (j = 0; j < N; j++) {

6 request[b][i][j] = (D[i][j] >> b) & 1;

7 }

8 }

9 // Run WWFA on bit position b

10 while (any requests remain at bit b) {

11 permutation = WWFA(request[b]);

12 output_permutation(permutation, weight=2^b);

13

14 // Clear granted requests

15 for each (i,j) in permutation {

16 request[b][i][j] = 0;

17 }

18 }

19 }

Listing 4.1: BhaVaN Core Algorithm (Conceptual)

The operation of BhaVaN is shown in Figure 4.4. Bitwise parallelism enables BhaVaN to achieve

a bounded runtime of 2N − 1 clock cycles for an N ×N matrix. The bounded runtime is because a

binary request matrix of size N ×N can be decomposed into at most N permutations (leading to at

most M ∗N unique permutations across all the bit planes, with permutations coming from the ith

bit plane having a weight of 2i thereby resulting in about 2M ∗N unit-weight permutations). Listing

4.1 shows pseudocode for BhaVaN.

In Section 4.5 our Verilog synthesis suggests that BhaVaN can sustain a clock speed of 1 GHz,

resulting in a runtime of 2N − 1 ns. Compared to the pipelined Approach 1 above, BhaVaN provides

a runtime speedup of V (where V is the largest value in the matrix) for a log2(V ) increase in ASIC

area. On the other hand, compared to the non-pipelined Approach 2 above, BhaVaN is faster by a
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Figure 4.4: High-level working of BhaVaN where M = log2(V ) (V is the maximum value in the
matrix D) instances of WWFA operating in parallel with the ith instance operating on bit plane i,
with the permutations coming out of bit plane i having weight 2i (shown at the bottom). M = 6 in
the example shown.

factor of O(N2). To our knowledge, BhaVaN is the fastest ever BvN decomposition algorithm by

several orders of magnitude.

4.4 Performance of maximum size vs maximal algorithms

We can compare different BvN decomposition algorithms by the number of time slots needed to

transfer all the traffic (i.e., the cycle length) in the request matrix. We know from the results of

Birkhoff [18] and Hall [46] that maximum cardinality matching yields the fewest time slots. How do

maximal matching and BhaVaN compare in terms of the number of time slots? If we need extra

time slots, we have to run the system faster to make up for it.

It is known that a maximal bipartite match is at least half the size of a maximum size match [126].

Intuitively, this suggests that BvN needs at most twice as many time slots if it use maximal matches

instead of maximum cardinality matches. This is indeed the case, and is proved in Section 4.4.1.

In practice, for traffic matrices generated uniformly at random (as they are likely to be in

Mixture-of-Experts models), we found that the number of time slots needed by maximal matching

(ie. WWFA) is much shorter than twice the optimum. Figure 4.5 shows the results for 1000 such

matrices. Note that these results are for a software-based BvN decomposition that uses an O(N2)

maximal matching algorithm in the critical path.

Interestingly, although BhaVaN runs the maximal matching WWFA on each bit plane, we found

that the permutations it produces may not be maximal in pathological cases. Hence, the 2x bound

does not apply to BhaVaN. One such example is shown in Figure 4.6, where we find that the cycle

length of the decomposition produced by BhaVaN is 2.25× the minimum possible cycle length found
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Figure 4.5: The number of time slots for maximal matching-based BvN and BhaVaN on 1000
randomly generated matrices, reported as a ratio compared to the minimum possible.

16 8 8 0

8 16 8 0

8 8 16 0

0 0 0 32

0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 1BhaVaN

32

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 0

+16

0 1 0 0
1 0 0 0
0 0 0 0
0 0 0 0

0 0 1 0
0 0 0 0
1 0 0 0
0 0 0 0

+8 +8

0 0 0 0
0 0 1 0
0 1 0 0
0 0 0 0

+8

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

16

0 0 1 0
1 0 0 0
0 1 0 0
0 0 0 1

+8

0 1 0 0
0 0 1 0
1 0 0 0
0 0 0 1

+8

Optimum cycle length: 32

BhaVaN cycle length: 72 (2.25x)

MaxCardinality
Matching

Figure 4.6: A pathological case where BhaVaN performs worse than the 2× bound. In addition to
BhaVaN, the maximum cardinality matching based decomposition is also shown.
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by maximum cardinality matching. In general, if the values of the matrix are such that a bit plane is

only sparsely occupied, then we found BhaVaN is unable to find maximal matches and cycle lengths

for those matrices can be larger than the 2× bound. More study is needed to understand the exact

matrix structures for which BhaVaN produces matchings that are not maximal and performs worse

than the 2× bound.

In summary, BhaVaN does not meet the 2x bound as shown in the counterexample above, but in

practice we find it is actually better than maximal matching 99.8% of the time as shown in Figure 4.5.

4.4.1 Proof of BvN decomposition performance of maximal vs maximum

size matching

Below is the theorem and proof of the fact that using maximal matchings at every step will produce

at most twice the number of permutations (unit-weight) as using maximum size matchings at every

step. A sharper bound is proved below.

Theorem 2 (Cycle length bound for maximal matchings in BvN decomposition). Let A ∈ Zn×n
≥0 be

a nonnegative integer matrix, and let

∆ = max

{
max
i∈[n]

n∑
j=1

Aij , max
j∈[n]

n∑
i=1

Aij

}

be the maximum row or column sum of A. We define the cycle length of a Birkhoff–von Neumann

style decomposition of A as

L =

T∑
t=1

wt,

where in each round t we select a matching Mt in the current residual bipartite multigraph, set

wt = min
(i,j)∈Mt

(
residual weight on edge (i, j)

)
,

and subtract wt along all edges of Mt. The process terminates once the matrix is reduced to the

all–zero matrix.

Let Lmax denote the cycle length when each round Mt is chosen to be a maximum cardinality

matching in the residual graph, and let Lmxl denote the cycle length when each round Mt is only

required to be a maximal matching.

Then the following inequality always holds:

Lmxl

Lmax
≤ 2− 1

∆
.

Proof. Given an N × N non-negative integer matrix A = (aij), build the bipartite multigraph
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G0 = (U, V,E0) where |U | = |V | = N and aij parallel edges between i ∈ U and j ∈ V . ∆ is the

maximum degree of a vertex in G0 (in other words, the maximum row or column sum of A).

A BvN round that subtracts 1 along a matching corresponds to removing the edges of one color

class in an edge-coloring and the cycle length equals the number of such rounds (or colors) [1]. That

is, we start from G0 and for rounds t = 1, 2, · · · , we take any maximal matching Mt in the current

residual graph Gt−1 and delete the matched unit edges to obtain Gt, and continue until no edges

remain.

Notation. Fix an initial unit edge e = uv ∈ E0 where u ∈ U and v ∈ V . Going by the following

basic definitions:

• δ(u): set of edges incident on u in G0.

• δ(v): set of edges incident on v in G0.

• d(u): number of edges incident on u in G0.

• d(v): number of edges incident on v in G0.

• µ(uv): the number of parallel unit edges between u and v in G0.

Then let

Se ≜ (δ(u) ∪ δ(v)) \ {e}

Then |Se| = d(u) + d(v)− µ(uv)− 1.

Lemma 1 (Edge-local deadline for each edge). Under the maximal-match-every-round process,

e = uv ∈ E0 is deleted no later than

τ(e) = d(u) + d(v)− µ(uv)

that is, by round τ(e) counting from round 1.

Proof. Suppose e survives k rounds. For any r ∈ {1, . . . , k}, e is present in Gr−1. If Mr contained

no edge incident to u or v, then we could add e to Mr and still have a matching, which contradicts

the maximality of Mr. Hence, each round r ≤ k contains some edge fr ∈Mr with fr ∈ Se.

Matches in distinct rounts remove distinct unit edges, so the fr’s are all distinct elements of Se.

Therefore,

k ≤ |Se| = d(u) + d(v)− µ(uv)− 1

In other words, if e has not been removed until the round counter counts up to |Se|, it will be in

the next round, that is, round |Se|+ 1 or τ(e). If it is not removed by the next round, then u and v

are free and maximality will be violated.
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Corollary 2. Let Lmxl be the total number of rounds (in other words, the cycle length) under the

maximal-match-every-round process. The last edge is removed by the round

Lmxl ≤ maxe=uv∈E0(d(u) + d(v)− µ(uv))

Since for every edge e = uv, d(u) ≤ ∆, d(v) ≤ ∆, and µ(uv) ≥ 1,

Lmxl ≤ 2∆− 1

On the other hand any scheduled requires at least ∆ rounds because a vertex of degree ∆

can be matched at most once per round. More specifically, the cycle length of maximum-size-

match-every-round Lmax = ∆ from Birkhoff’s theorem [18] which uses Hall’s marriage theorem [46].

So,

Lmxl

Lmax
≤ 2∆− 1

∆
= 2− 1

∆

4.5 BhaVaN in hardware

BhaVaN is designed to run very fast in dedicated hardware. We created two versions: Python (for

functional verification and study) and Verilog (to verify speed and area). The Python code takes

a randomly generated matrix as input and generates the sequence of permutations following the

BhaVaN algorithm.

4.5.1 Verilog implementation

Our hardware design consists of 250 lines of Verilog and 300 lines of C++, and uses Verilator [114] to

perform cycle accurate simulations. The input-output pairs (1000’s of them, with several corner case

matrices like all zeros, all ones, identity matrices, etc.) generated by the software implementation are

passed through the simulator to verify the correctness and timing (i.e., not only are the outputs correct

but also that they were produced at the correct clock cycles). The Verilog code is parameterized by

N and M (the number of bit planes). The key features of our Verilog implementation are:

• Modular building blocks: There are M identical copies of the WWFA module which operate

in lockstep. Each copy produces its first permutation N clock cycles into the decomposition

and subsequent permutations in successive clock cycles with the last (Nth) permutation being

produced in clock cycle 2N − 1.
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• Unit decrements: We use unit decrements in each of the M WWFA blocks. An accumulation

step at the end sets the weight of permutations produced by block i to 2i.

• Pipelining: In addition to WWFA pipelining within a single input matrix, we also pipeline across

request matrices to process a new input matrix every N clock cycles despite a decomposition

needing 2N − 1 clock cycles to complete. The insight that enables this is that we can load in

the jth wrapped diagonal of the next request matrix once all the N WWFA wave fronts have

passed through that diagonal for the current request matrix. For instance, N clock cycles into

the current decomposition, all the N wave fronts have passed through and processed the first

wrapped diagonal, and therefore this diagonal can be loaded in from the next request matrix.

4.5.2 TSMC 16nm synthesis

Figure 4.7: The area and power consumed by BhaVaN for increasing N using a TSMC 16nm process
for M=16.

We synthesized the Verilog implementation using a TSMC 16nm library to understand the power,

area and timing characteristics of the implementation. The area and power consumed by BhaVaN
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for increasing N (and M = 16) is shown in Figure 4.7. We see that for N = 256, BhaVaN can be

realized in about 16 mm2 of area and consumes 36W of power. If we use a 3nm process, we project

using publicly available numbers that the area consumed will be about 1 mm2 and the power would

be about 7W, which is small compared to state-of-the-art packet switching chips that are close to

reticle-sized at 800mm2 and consume hundreds of Watts.

4.6 Discussion and Summary

This chapter presented BhaVaN, a hardware algorithm for Birkhoff-von Neumann decomposition

that operates at nanosecond timescales. The speed of BhaVaN opens up new possibilities to use BvN

decomposition in real-time systems that were previously considered infeasible. Consider a modern

high-speed router with 128× 400Gb/s links: at minimum packet size (128B), each packet occupies a

link for only 2.5ns. If we accumulate packets for 200ns (80 packet times), we obtain a request matrix

with M = 80 (since values can reach up to 80). With ⌈log2(80)⌉ = 7 WWFA instances operating in

parallel, BhaVaN can compute the complete BvN decomposition in just 2×128−1 = 255 clock cycles.

At 1 GHz, this takes 255ns—comfortably within our 200ns accumulation window when pipelined.

This demonstrates that BhaVaN can keep pace with line-rate traffic even at hundreds of gigabits per

second, making it practical to use BvN decomposition in the critical path of packet processing for

the first time.

The implications for AI training are particularly significant. MoE traffic, which can consume

20% of training iteration time, might otherwise force AI clusters to use higher power packet switches

for unpredictable workloads. BhaVaN can schedule a 128-port fabric in under 256ns with 1mm2 of

silicon on a 3nm process. This means circuit switches can now handle both pre-scheduled traffic (via

Genstack) and dynamic MoE bursts, reducing the power consumption of the AI fabric. BhaVaN

makes circuit switching viable for a broad class of AI training systems.

Together with the work presented in Chapter 3, this chapter demonstrates that leveraging

application knowledge—in this case, knowledge of traffic matrices and the structure of the Birkhoff-

von Neumann decomposition—enables practical hardware solutions for real-time network scheduling

at unprecedented speeds.
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Conclusions

This thesis demonstrates how we can improve networks by taking advantage of application-specific

knowledge. We showed three new systems—Hydra, Chronos, and BhaVaN—that exploit knowledge

of network properties, communication patterns, and traffic structure yielding orders-of-magnitude

improvements in correctness, efficiency, and performance.

5.1 Dissertation Takeaways

The central contribution of this work is methodological: specialization, when grounded in stable ap-

plication characteristics, can outperform general-purpose solutions. This insight manifests differently

across our three systems, yet follows a common pattern: we identify what is predictable or specifiable

in the application domain, and build a system to exploit that structure.

Hydra demonstrates that runtime verification at line rate is practical. By checking every packet

in the data plane against a formal specification, it catches bugs that static analysis tools miss—

implementation errors, hardware faults, and transient violations during updates. We demonstrated

that it works by deploying in the Aether system and detecting real bugs in less than a microsecond.

Chronos demonstrates that circuit switching is worth considering for specialized workloads. For

AI training, where 80% of traffic follows predictable patterns determined before execution begins,

pre-scheduled crossbar switches eliminate 70% of switch logic while reducing completion times by

22%. The Genstack tool shows that we can extract schedules from training code. BvN decomposition

can handle dynamic MoE traffic. The key insight is recognizing when workload predictability justifies

architectural specialization.

BhaVaN demonstrates that algorithmic structure enables dramatic hardware speedup. Bitwise

parallelism reduces BvN decomposition from O(N4.5) software complexity requiring hundreds of

milliseconds to 2N−1 hardware cycles requiring hundreds of nanoseconds—a million-fold improvement.

Occupying less than 1 mm2 on 3nm processes, BhaVaN makes real-time circuit switching viable for

61
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arbitrary dynamic traffic, completing the vision of circuit-switched AI fabrics.

The broader lesson: general-purpose networking, optimized for unpredictable heterogeneous work-

loads, leaves performance on the table for specialized applications. When application characteristics

are stable and exploitable, purpose-built solutions can be simpler, faster, and more reliable.

5.2 Future Directions

Several promising directions could extend this work. For runtime verification, targeting diverse

programmable substrates (eBPF, DPDK, SmartNICs) would broaden applicability, while hybrid

static-runtime approaches might reduce overhead by statically proving properties when possible. It

would be interesting to explore how the network could learn verification policies by examining traffic

traces.

For circuit-switched training fabrics, we will only know the true benefits to cost and power by

prototyping a real system. This would also enable us to study failures and reliability. Extending to

multi-tenant clusters via temporal multiplexing and co-designing networks with training frameworks

could improve utilization and performance. Applying these ideas to other domains—graph neural

networks, distributed databases, recommendation systems—would test the generality of pre-scheduled

circuits.

The impact of hardware-accelerated scheduling algorithms can be broadened by extending BhaVaN

to multicast permutations, exploring alternative matching algorithms balancing approximation quality

with hardware efficiency, and identifying other network optimization problems amenable to specialized

hardware. It would also be worth investigating the integration with silicon photonics and co-packaged

optics.

More broadly, developing principled methodologies for network specialization remains open. When

should we build domain-specific network architectures versus using general-purpose solutions? How

do we systematically derive network designs from application requirements? What abstractions enable

specialization without sacrificing flexibility? The increasing diversity of network applications—from

microsecond-latency trading to multi-day LLM training—suggests that specialization will become

increasingly valuable, but the research community lacks systematic approaches to guide these design

decisions.

5.3 Concluding Remarks

When this research began, it was unclear whether checking every packet at line rate was practical,

whether circuit switches could handle diverse training traffic, or whether BvN decomposition could

run in nanoseconds. This thesis showed all three are feasible.
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The methodological contribution transcends the specific systems. Rather than accepting general-

purpose solutions as inevitable, we can ask: what do we know about the application domain, and how

can we exploit that knowledge? For network verification, we know desired properties. For AI training,

we know communication patterns. For traffic scheduling, we know matrix structure. Systematically

leveraging this knowledge yields qualitatively better solutions.

Modern networks face a tension: complexity is required for functionality, but complexity breeds

bugs. This thesis presents two complementary approaches. Hydra manages complexity through

verification—build complex networks as needed, but verify behavior continuously. Chronos manages

complexity through simplification—for predictable workloads, use simpler architectures matching the

application’s structure.

The future of networking likely involves increased specialization. As diverse applications demand

different performance characteristics—AI training requiring deterministic low latency, web services

requiring elastic scaling, real-time video requiring bounded jitter—one-size-fits-all solutions become

suboptimal. The challenge is developing principled approaches to specialization: identifying stable

characteristics, deriving designs systematically, and validating sufficient benefits.

This thesis represents one step in that direction, demonstrating that runtime verification, presched-

uled circuits, and hardware-accelerated scheduling are practical when we leverage application knowl-

edge. The principle—specialize when characteristics permit, verify behavior not models, and optimize

for actual workloads—provides a foundation for building the high-performance networks of tomorrow.

Sometimes, the extreme approach, carefully executed, becomes the practical one.
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