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ABSTRACT
Overlay routing operating in a selfish manner is known to
cause undesired instability when it interacts with native
layer routing. We observe similar selfish behavior with the
BitTorrent protocol, where its performance-awareness causes
it to constantly alter the routing decisions (peer and piece
selection). This causes fluctuations in the load experienced
by the underlying native network. By using real BitTor-
rent traces and a comprehensive simulation with different
network characteristics, we show that BitTorrent systems
easily disrupt the load balance across inter-domain links.
Further, we find that existing native layer traffic manage-
ment schemes suffer from several downsides and are not con-
ducive to deployment. To resolve this dilemma, we propose
two BitTorrent strategies that are effective in resolving the
cross-layer conflict.

Categories and Subject Descriptors: C.2.2 – Computer
Systems Organization [Computer-Communication Net-
works]: Network Protocols; C.4 – Computer Systems Or-
ganization [Performance of Systems]

General Terms: Performance, Design, Experimentation

Keywords: Cross-layer; Conflict; BitTorrent; Contention;
Traffic management; Traffic engineering

1. INTRODUCTION
BitTorrent[1] is a peer-to-peer (P2P) protocol that has

achieved remarkable popularity as a well-performing file-
sharing application. The main property that fueled this
attractive performance is the improved tit-for-tat incentive
mechanism that reduces free-riding and increases user coop-
eration. However, this “performance-awareness”, which al-
ters the peer selection based on measurements of the achieved
download or upload rate, can have serious impact on the dy-
namics of the underlying native layer.

This is similar in spirit to the impact observed with ser-
vice overlays in the past[2], since the process of choosing
the appropriate peer to download data from is similar to
a routing decision problem. For instance, a host A1 can
choose to route the content through an intermediate hop A3

or A4 based on the perceived performance, with each deci-
sion having different effect on the underlying native layer.
Furthermore, there can be multiple “routes” using the same
access link, thereby causing 1) contention for resources with
each other and with other legacy traffic, 2) unfairness in load
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distribution. This, in the presence of load-balancing efforts,
can cause instability and cross-layer conflict.

Our first goal is to investigate the cross-layer interac-
tion between BitTorrent file-sharing and native layer traffic
management operations, since BitTorrent traffic represents
a large category of traffic transiting today’s Internet, with
tremendous potential for future growth. Although cross-
layer interaction in P2P systems has been investigated from
the perspective of Internet Service Provider cost [3, 4, 5],
our work is the first to investigate the impact of BitTor-
rent applications on native layer traffic management. Our
second goal is to propose layer-aware BitTorrent strategies
(that use awareness of the dynamics at each layer) to miti-
gate the detrimental effects caused by the cross-layer inter-
action without compromising on BitTorrent performance.

2. MULTI-LAYER INTERACTION
BitTorrent[1] is a peer-assisted file-sharing protocol that

employs a tit-for-tat (TFT) incentive mechanism to reduce
free-riding and increase user cooperation. It operates solely
on the results of its own network monitoring process, with-
out any concern for the dynamics in the native layer, to
obtain as much bandwidth as possible for its own content
transfer. In contrast, the objective of the native network
operators is to provide as much headroom as possible on
each access link at an acceptable cost, so that there are
ample resources for a broader range of higher layer users.
This mismatch in objective between the two layers leads to
contention for limited physical resources and to cross-layer
conflict. Thus, independent operation of several torrents at
the higher layer can lead to disproportionate usage of differ-
ent inter-domain links, thereby disrupting the load balance
and resulting in high maximum utilization on some links.
Furthermore, it causes undesired changes in network char-
acteristics and route oscillations for the background traffic.

The main reasons for the cross-layer conflict are: a) Tit-
for-tat mechanism, which induces the performance-awareness
and leads to overloading of certain access links, b) Geograph-
ical diversity of peers and their flashcrowd arrival pattern[6],
c) Seed uploading decisions, which are selfish as well, d) Un-
fairness in contributions from individual peer[7, 8].

3. IMPACT ON THE NATIVE LAYER
The BitTorrent protocol is less predictable and highly

complex to model accurately. Hence, we adopt a simulation-
based approach, where we model the network layer spanning
many ASes, and BitTorrent layer with varying torrent birth,
torrent size, peer arrival and peer departure. This methodol-
ogy provides insights into the fluctuation of BitTorrent traf-
fic across inter-domain access links and the effect of multiple
coexisting BitTorrent networks on the native layer.
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Figure 1: Progression of maximum utilization ob-
served, in the absence of traffic management.

During one run of the simulation, we inspected the load
characteristics of a randomly picked stub AS. In Fig. 1, we
plot the utilization seen by each access link of this focus AS
once the BitTorrent file distribution is underway. From this
figure we observe that the BitTorrent protocol causes large
fluctuations in load usage at short time scale (relative to time
scale of native layer load-balancing efforts). Furthermore, we
see almost full-utilization when new torrents are being born
(not seen in figure), indicating the highly disruptive nature
of flashcrowds. We also present, for each instance, the ratio
between the minimum and the maximum utilization across
the two access links. We observe a low ratio, which indicates
that the load distribution is unfair across the access links.

4. IMPACT ON TRAFFIC MANAGEMENT
We next investigate the following strategies, which have

been previously proposed for reducing the overall inter-AS
traffic and the peak load on each inter-domain link:

• Inter-domain traffic engineering (TE), with an objective of
minimizing the maximum utilization across access links[9].
We observe that inter-domain TE is ineffective in manag-
ing BitTorrent traffic as the BitTorrent protocol aggres-
sively adapts its functioning to counteract TE.

• Throttling or rate limiting the aggregate BitTorrent traffic
at the border routers to regulate their impact[10]. This
manages the inter-AS traffic effectively and economically,
while causing a deterioration in user experience.

• Manipulating BitTorrent peer selection to favor local peers
without impacting the user experience[3, 4], in combina-
tion with caching of BitTorrent chunks. These strategies
reduce the peak load and the overall traffic volume on the
inter-domain links, without drastically increasing the fin-
ish time of clients. However, this is an expensive option.

5. FRIENDLY BITTORRENT STRATEGIES
The BitTorrent clients and operators of the native network

are two non-cooperative entities participating in a repeated
game. This causes them to constantly retaliate to the other
player’s strategy. As existing strategies are unacceptable to
both layers, we resolve the cross-layer conflict by proposing
two “friendly” modifications to the BitTorrent protocol.

5.1 Limiting Number of parallel Downloads
The main reason for the heavy surge in BitTorrent traffic

is that the unchoking process does not limit the number of
peers that might unchoke a particular host. When a partic-
ular host is simultaneously unchoked by a large number of
peers, it gives an opportunity for this host to act selfish and
increase the number of parallel downloads. Our inspection of
the Debian download traces and the simulation indicate that
each client simultaneously downloads from a large number of
peers. The reason for this large number of outstanding un-
chokes is that the unchoking decision is decentralized across
peers, causing moments when multiple peers are simultane-
ously attracted to the same peer A’s upload rate.

Thus, to improve coexistence between the two layers, we
propose restricting the number of parallel downloads a Bit-
Torrent client performs. This simple operation reduces the
impact on the native layer significantly, with negligible in-
flation in client finish times. A similar voluntary restriction
of the upload rate can also help the system without causing
a substantial increase in the download time.

5.2 Avoiding Common Neighbors
We often observe that the peers within an AS pick the

same external peer for downloading content at the same
time. This can cause momentary increase in load on spe-
cific inter-domain links. The occurrence of this event is very
probabilistic in nature because 1) two peers in the same AS
have to be assigned the same neighbor for this to occur, and
2) the two peers need to have a certain transfer rate and
piece distribution in their local neighborhood to causes this
synchronization. However, in our Planetlab measurements
and in our simulation, this event occurs frequently.

To improve coexistence, we propose a simple improvement
to the BitTorrent protocol which avoids the synchronization
and eases the peak load on inter-domain links. We propose
that each client performs bilateral negotiations with each of
its neighbors to learn about the peers two hops away. This
basic knowledge can help reduce overloading certain access
links, as the peak loads are often caused when the same
uplink is chosen for multiple connections. If a particular
neighbor is common between two peers in the same AS, then
we use some randomization in picking this neighbor for any
data transfer i.e., we choose this neighbor for unchoking or
download at a probability p. This balances the load.
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