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ABSTRACT
Many recent papers have demonstrated fast in-network com-
putation using programmable switches, runningmany orders
of magnitude faster than CPUs. The main limitation of writ-
ing software for switches is the constrained programming
model and limited state. In this paper we explore whether
a new type of CPU, called the nanoPU, offers a useful mid-
dle ground, with a familiar C/C++ programming model, and
potentially many terabits/second of packet processing on
a single chip, with an RPC response time less than 1 𝜇s. To
evaluate the nanoPU, we prototype and benchmark three
common network services: packet classification, network
telemetry report processing, and consensus protocols on the
nanoPU. Each service is evaluated using cycle-accurate sim-
ulations on FPGAs in AWS. We found that packets are classi-
fied 2× faster and INT reports are processed more than an
order of magnitude quickly than state-of-the-art approaches.
Our production quality Raft consensus protocol, running on
the nanoPU, writes to a 3-way replicated key-value store
(MICA) in 3 𝜇s, twice as fast as the state-of-the-art, with 99%
tail latency of only 3.26 𝜇s.
To understand how these services can be combined, we

study the design and performance of a network reflex plane,
designed to process telemetry data, make fast control deci-
sions, and update consistent, replicated state within a few
microseconds.

1 INTRODUCTION
In recent years, the networking industry, research, and open-
source communities have taken a special interest in in-
network computation, in which computation is accelerated
by programmable network devices, such as programmable
switches and FPGAs [9, 20, 21, 39]. Sometimes the choice is
clear: programmable switches can process packets at several
orders of magnitude higher throughput than CPUs for about
the same power consumption (e.g., a 12.8 Tb/s switch pro-
cesses about 500 times more packets per second than a CPU,
yet consumes a similar amount of power), and FPGAs are
about an order of magnitude slower than switches. Hence,
in-network applications (such key-value caches [21], con-
sensus protocols [9, 20] and L4 load-balancing [39]) can run
hundreds or even thousands of times faster on a switch than
a CPU. The trade-off is also clear: Programmable switches
and FPGAs are much harder to program than CPUs, with
limited resources, constrained programming models, and

programming languages (e.g., P4 and Verilog) that are unfa-
miliar to most application developers. Generally speaking,
an in-network accelerator makes sense if, and only if, it of-
fers at least an order of magnitude improved performance,
or if it is a much cheaper or lower power solution than a
conventional CPU.

With a seemingly never-ending demand for massive-scale
applications requiring high throughput, low-latency reliable
communications, it is worth asking how we could make it
easier for developers to offload some functions into the net-
work, particularly services that are of general utility to many
applications. For example, Raft [41] is a well-known con-
sensus algorithm that allows a set of servers to agree, and
perform computations, upon a set of distributed values, even
when some of the servers fail. Because consensus protocols
are hard to get right, it is worth having a standard trusted
set of libraries available for developers to use and build upon.
And, because consensus protocols are complicated, they can
easily be the bottleneck for large distributed applications. It is
therefore worth considering a highly optimized, in-network
service usable by many developers of, say, a cloud provider.
NetPaxos was a good attempt to do this for the Paxos algo-
rithm, using P4-programmable switches, and was shown to
reduce the decision latency from 1.39ms on a CPU to 0.37ms
on a switch [9].
Another example of an in-network service is processing

network telemetry data. With increased interest in observing
what the network is doing, for example to monitor SLOs and
to improve security, telemetrymechanisms (such as INT [29])
are being increasingly deployed. In one approach, every
packet carries telemetry data collected from switches along
its path, including switch ID, queueing delay, and buffer occu-
pancy. Researchers have demonstrated how INT data can de-
tect and diagnose microbursts [5], enable congestion-aware
routing [27] and assist congestion control [34]. One chal-
lenge when deploying INT is the “firehose” of measurement
data carried by packets, requiring significant processing of
telemetry data to build a complete picture of the network
state [13, 50]. For example, a 100GB link carrying 1500 B
messages can generate 8.3 million telemetry reports per sec-
ond, way beyond the abilities of a regular CPU to process. A
programmable switch or FPGA could pre-process telemetry
reports, to remove duplicates, build flow reports, and imple-
ment real-time thresholds and alarms. But these platforms
have limited state and are harder to program than a CPU.
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Telemetry would be easier to deploy if we could provide easy
to program, cost-effective, in-network elements to process
INT data.

Therefore, the goal of this paper is to explore and evaluate
whether the recently proposed nanoPU [18]—a high through-
put, low latency CPU optimized for packet processing—
would make an effective, efficient, high performance plat-
form for a broad class of in-network services.

We originally proposed the nanoPU for very low-latency
RPCs lasting less than 1 𝜇s, whichwe call nanoServices. To the
programmer, the nanoPU is a regular multicore CPU, with
an extremely fast, low-latency network interface. Arriving
packet data is placed directly into a dedicated CPU register,
in less than 40 ns of arriving from Ethernet, or about an order
of magnitude faster than the conventional path through PCIe,
memory and cache hierarchy. A nanoPU core can send and
receive at sustained 200Gb/s, and a nanoPU device could
contain many such cores (and interfaces). In essence, the
nanoPU treats packet data as a first-class citizen, just as a
RISC CPU core is optimized for load-store memory opera-
tions. The nanoPU provides two separate paths, one direct
through the register and one through memory (Section 2).
The nanoPU is designed to combine the ease and famil-

iarity of programming a CPU with a blazingly fast network
interface. A nanoPU chip could be built today containing
over 500 RISC-V cores running at 3.2 GHz with 128 network
interfaces running at 100Gb/s, processing over 10 billion
packets per second at a sustained throughput of 12.8 Tb/s,
all in one package with the same size and power as a modern
switch ASIC. If the data needed to handle a short RPC request
is cache-resident, each core could respond to an RPC request
in less than 100 ns. The nanoPU achieves this by placing
several key functions in hardware: reliable transport [1] (i.e.,
can be programmed to run protocols such as NDP [15]), core
selection, and thread scheduling. Such a device could greatly
accelerate large applications that are able to shard data and
computation across many nanoPU cores.
In this paper, we explore how—in addition to providing

very low-latency RPCs—the nanoPU can be used to acceler-
ate in-network services. Specifically, we evaluate three com-
mon network services: packet classification, network teleme-
try report processing, and the Raft consensus protocol. These
services are commonly used as building blocks for many
distributed applications and network control systems. We
implement each of these services on our simulated nanoPU
prototype running on FPGA F1 instances in AWS. We find
that a production grade implementation of the Raft consen-
sus protocol running on the nanoPU runs 2× faster than the
state-of-the-art. Of particular interest is the nanoPU’s sup-
port for latency-bounded services: Our 3-way replicated key-
value store, built on Raft, completes on average in 3 𝜇s with
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Figure 1: The nanoPU prototype. Total wire-to-wire la-
tency is 65ns.
a 99% tail latency of just 3.26 𝜇s. Similarly, our nanoPU pro-
totype improves throughput and reduces latency of packet
classification and network telemetry report processing by a
factor of 2 and 20, respectively, relative to the state-of-the-art
running on a conventional CPU.

To further motivate the utility of these performance gains,
we describe how the three network services can be com-
posed together to enable support for real-time network con-
trol, something we call the reflex plane. Real-time network
control is very challenging in modern networks because (1)
forwarding plane devices, such as switches, are unable to
perform sophisticated packet processing, and (2) the con-
trol plane running on general-purpose CPUs is too slow to
utilize fine-grained telemetry measurements. The nanoPU
is well positioned to implement the reflex plane because it
works faster than today’s control-plane platforms (that run
on CPUs) and yet is more flexible and easier to program than
today’s data-plane platforms (running on switch ASICs).

This paper makes the following contributions:

• Provides open-source implementations of three important
network services running on the nanoPU (Section 3.1):
packet classification, telemetry report processing, and
RAFT consensus. This is in addition to the open-source im-
plementation of the nanoPU itself, in the Chisel language,
running on the Firesim platform [26].

• Demonstrates significant performance improvements for
those services (Section 3.2).

• Describes how those services can be composed to enable
real-time closed-loop control of a network (Section 4).

2 BACKGROUND: THE NANOPU
The nanoPU [18] was recently proposed as a new class of
CPU optimized for processing RPC requests in less than
1 𝜇s. The nanoPU borrows the low-latency Lightning NIC
design [19] in order to minimize the tail latency of RPC
requests (Figure 1). Specifically, it addresses the following
three issues that contribute to high RPC tail latency:

• Memory and cache hierarchy (on the critical path).
The networking subsystem of today’s end hosts uses mem-
ory as a workspace to hold and process packets. This in-
herently leads to interference with applications’ memory
accesses, introducing resource contention, which causes
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poor RPC tail latency. Furthermore, if a packet is trans-
ferred over PCIe to DRAM, it is not available to the CPU
until several hundred nanoseconds after it arrives [43].
While direct cache access technologies reduce such la-
tency, the packet must still go through many layers of the
networking stack.

• Suboptimal scheduling.Various scheduling schemes are
involved in RPC handling to dispatch arriving packets to
cores for network stack processing and to relegate RPC
requests to cores for response generation. At each step, a
software core-selection algorithm selects the core, and a
thread scheduler decides when processing begins. Both
algorithms require frequent access to memory by the cores
and the NIC, requiring mediation of the memory bus, PCIe,
and cache lines.

• Network congestion.While network congestion can sig-
nificantly increase RPC latency for obvious reasons, the
way today’s software-based transport protocol implemen-
tations process packets to manage and recover from con-
gestion also gets in the way of reducing RPC latency.

Current systems attempt to tackle a subset of these prob-
lems, but no existing system addresses all three simulta-
neously. Nebula [46] attempts to address the problem of
memory bandwidth interference and implements an effi-
cient core-selection algorithm in hardware, but its proposed
approach is less effective when RPC processing time is un-
known or highly variable. Shinjuku [22] and ZygOS [44] are
low-latency operating systems that aim to efficiently load-
balance and schedule request processing across cores. As
software solutions, however, they are unable to operate effi-
ciently at a granularity below 5 𝜇s making them ill-suited for
sub-microsecond RPCs. eRPC [23] achieves impressive low-
latency results on commodity hardware—approaching that
of hardware accelerators—by optimizing for the common
case. However, these common-case optimizations sacrifice
tail latency. Lastly, RDMA gives applications direct and low-
latency access to a remote server’s memory [6, 24, 25]. How-
ever, the nanoPU targets RPC-based applications that need
low-latency access to remote CPUs, not remote memory.

As shown in Figure 1, the nanoPU design includes a num-
ber of features that differentiate it from existing approaches.
First and foremost, the nanoPU tightly integrates a 200Gb/s
NIC with RISC-V Rocket cores [2] and uses dedicated two-
level FIFOs (i.e., global and local RX & TX queues) for net-
work packets, placing RPC requests directly into the CPU
register file, eliminating the need for network data to traverse
a PCIe bus or the CPU memory hierarchy. The wire-to-wire
latency for a loopback application running on the nanoPU is
just 65 ns, which is 13× faster than the state-of-the-art. Each
core is able to saturate a 200Gb/s network link if it dedicates
all instructions to performing network IO, 2.5× faster than

1 // Simple loopback & increment application

2 entry:

3 // Register port number & priority with NIC

4 csrwi lcurport , 0

5 csrwi lcurpriority , 0

6 csrwi lniccmd , 1

7

8 // Wait for a message to arrive

9 wait_msg:

10 csrr a5, lmsgsrdy

11 bnez a5, loopback_plus1_16B

12 idle:

13 csrwi lidle , 1 // app is idle

14 csrr a5, lmsgsrdy

15 beqz a5, idle

16

17 // Loopback and increment 16B message

18 loopback_plus1_16B:

19 mv netTX , netRX // copy app hdr from rx to

tx

20 addi netTX , netRX , 1 // send word one + 1

21 addi netTX , netRX , 1 // send word two + 1

22 csrwi lmsgdone , 1 // msg processing

complete

23 j wait_msg // wait for the next message

Figure 2: Loopbackwith increment. A nanoPURISC-V
assembly program that waits for a 16Bmessage, incre-
ments each word, and returns it to the sender.
the state-of-the-art. The nanoPU NIC implements NDP trans-
port [15] in hardware, to ensure low tail latency through the
network fabric by keeping queues small, even under chal-
lenging incast workloads. The nanoPU NIC also implements
JBSQ [30, 46] core-selection in hardware to evenly distribute
network load across CPU cores. The 200Gb/s NIC can pro-
cess more than 350 Million packets/second. The nanoPU of-
floads thread scheduling decisions to hardware, enabling 99%
tail latencies below 2.1 𝜇s under high load for high-priority
applications, even when the core is shared with low-priority
background tasks.

We believe that the nanoPU’s extremely low-latency net-
work stack, combined with its high per-core throughput,
make it an ideal platform for accelerating a broad class of
in-network services. The following section demonstrates the
basic mechanics of how software running on the nanoPU
interacts with the hardware.

2.1 The Hardware/Software Interface
Listing 2 shows a simple loopback-and-increment program
in RISC-V assembly running on the nanoPU. The program
continuously reads 16B messages (two 8B integers) from the
network, increments the integers, and sends messages back
to their sender. The program details are described below.

3



The entry procedure binds the thread to a layer-4 port
number at the given priority level by first writing a value
to both the lcurport and lcurpriority control and status
registers (CSRs), then writing the value 1 to the lniccmd
CSR. The lniccmd CSR is a bit vector used by software to
send commands to the networking hardware; in this case,
it is used to tell the hardware to allocate both RX and TX
queues for port 0 at priority 0. The lniccmd CSR can also be
used to unbind a port or to update the priority level.

The wait_msg procedure waits for a message to arrive in
the RX queue by polling the lmsgsrdy CSR until it is set by
the hardware. While it is waiting, the application tells the
hardware thread scheduler that it is idle by writing to the
lidle CSR during the polling loop. The scheduler uses the
idle signal to evict idle threads in order to schedule a new
thread that has messages waiting to be processed.
The loopback_plus1_16B procedure simply swaps the

source and destination addresses by moving the RX applica-
tion header (the first word of every received message, which
indicates the source IP/port and message length) from the
netRX register to the netTX register, shown on line 19 (List-
ing 2). It then increments every integer in the received mes-
sage and appends them to the message being transmitted.
After the procedure has finished processing the message,
it tells the hardware scheduler it is done by writing to the
lmsgdone CSR. The scheduler uses this write signal to reset
the message-processing timer for the thread. It may also evict
the thread to ensure that messages arriving for other threads
of the same priority are processed in FIFO order. Finally, the
procedure waits for the next message to arrive.
Applications that use variable-length messages can use

the message length (in the application header) to read the
correct number of words from the network RX queue. If an
application reads an empty RX queue, the resulting behavior
is undefined—similar to reading uninitialized variables.

The program described here is shown in RISC-V assembly
for clarity. In practice, developers implement applications in
C/C++. Compiling applications to run on the nanoPU does
not require any compiler modifications. We use gcc or g++
and pass in the appropriate flags to tell the compiler not to
use the netRX and netTX registers for temporary storage.

3 FAST IN-NETWORK SERVICES
We implement and evaluate three in-network services that
are commonly used as building blocks for distributed appli-
cations and network control systems: packet classification,
telemetry report processing, and consensus protocols. We
port each application to run on the nanoPU.

Packet Classification. Packet classification involves pars-
ing packets to extract relevant header fields, and matching
them against a set of rules. Generalized packet classification

is quite complicated [8, 14, 33, 35, 45]. A rule may contain
wildcard and range matches across multiple fields, and a
given set of fields may match multiple rules. Packet classi-
fication is found in virtually all packet-processing systems:
switches, routers, firewalls, load-balancers, billing and ac-
counting systems, deep-packet inspections, and so on.
Classification is often the first operation performed by a

packet-processing system, and determines how the packet
is subsequently processed. Therefore, an in-network packet
classification service needs to have higher throughput to feed
data into the rest of the system. Furthermore, if the packet-
processing system requires low and predictable end-to-end
latency, then minimizing classification latency is crucial, as
it is on the critical path for each packet.

Telemetry Report Processing. In-band Network Teleme-
try (INT) [29] is designed to provide fine-grained per-packet
measurements. Packets carry an INT instruction telling the
switches to insert measurement data into the packet header
as it is forwarded along its path. The INT bitmap instruction
tells each switch along the path to insert specific metadata
values, such as the switch ID, the packet’s ingress and egress
ports, queue ID, queue size, hop latency, the forwarding
rule(s) the packet matched upon, and current link utiliza-
tion. INT can be extended to support any metadata that is
available to the switches. An INT sink (the last switch or the
end host) extracts the INT header and metadata from each
packet, delivers the original data packet to the destination
host network stack, and forwards the INT metadata to a
monitoring system along with the relevant header fields.

The ability to provide fine-grained (potentially per-packet)
measurements is both a blessing and a curse. On one hand, it
provides an opportunity for control systems and network op-
erators to clearly and precisely understand how the network
is behaving; it provides accurate “ground truth” information
about network conditions. If the INT reports are processed
quickly enough, actions can potentially be taken to resolve
performance, reliability or security problems. On the other
hand, the firehose of telemetry data can easily overwhelm
monitoring systems if they are not designed carefully and
implemented efficiently. In our example in the introduction,
a monitoring application for a 100GE link must be able to
process reports at 8.3M reports/second, almost an order of
magnitude faster than state of the art single core INT pro-
cessing systems can support today [50].
Modern INT processing systems are therefore not de-

signed to process, analyze, and act upon telemetry data in
real time. Rather, they are designed to give network oper-
ators the means to retroactively diagnose issues that were
observed in the past. However, we believe that the true power
of fine grained telemetry lies in the opportunity to diagnose
and mitigate issues in real-time, allowing for closed-loop
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control. Achieving this goal will require systems that not
only support high report processing throughput, but also
allow for extremely low response times in order to quickly
react to observed issues. In modern networks, these issues
may last a few RTTs (tens of microseconds), yet cause trouble
for highly distributed, tail latency-sensitive applications.

Consensus Protocols. Consensus protocols enable repli-
cated state machines to serve as a fundamental building
block for many distributed applications, including replicated
in-memory key-value stores [37], SDN controllers [42], dis-
tributed process coordinators [17], and lock management
systems [4].

A consensus protocol allows a set of distributed nodes to
agree upon shared state values, even if some of the nodes fail.
The performance of consensus protocols is often determined
by the communication latency between remote nodes, par-
ticularly when state update operations are simple. Network
latency is therefore a key performance metric for consensus
protocols. Furthermore, since an operation is not consid-
ered complete until the last replica indicates its completion,
minimizing tail latency is of utmost importance.

3.1 The nanoPU Service Prototypes
We implement and evaluate the three network services de-
scribed in Section 3: packet classification, telemetry report
processing, and consensus protocols. Each service is ported
to run on the nanoPU prototype, running on the cycle-
accurate simulator in AWS F1 FPGA instances and managed
by the Firesim framework [26].

3.1.1 Multi-field Packet Classification. Programmable
network switches, such as Tofino [49], contain hardware
support for programmable parsing (implemented using a
state machine) and packet classification (implemented by
associative matches in TCAMs and SRAMs) at line rate. Sim-
ilarly, the nanoPU NIC contains a P4-programmable PISA
pipeline that can classify packets at line rate using TCAMs
and SRAMs in the match-action units of each stage. For ex-
ample, our 200Gb/s NIC can perform associative lookups
and hence can classify 350 million packets/second for, say,
an access-control list (ACL) lookup.

However, while fast, the lookup tables in a NIC or a switch
are necessarily quite small (e.g., the nanoPU NIC prototype
has space for only about 10K ACLs [52]). This is insufficient
for many in-network services, such as billing systems, QoS
routers, or an NFV intrusion detection system looking for
matches in a 100K rule set [48].

Many authors have instead proposed software-based classi-
fication algorithms, designed to work with much larger rule
sets [14]. In our case, because the nanoPU runs fastest when
data is cache-resident, we can partition the rule set over mul-
tiple nanoPU cores, then use the P4 pipeline to load-balance

incoming packets to one or more cores, by calculating a hash
of the packet header.
Our prototype uses the recently proposed Nuevo-

Match [45] multi-field packet classification algorithm, cur-
rently the fastest software algorithm we are aware of. Nuevo-
Match uses a novel data structure (RQ-RMI) to replace mem-
ory queries (normally the bottleneck for software classifica-
tion) with model inference computations that are guaran-
teed to be correct. RQ-RMI rules are compressed into model
weights that fit into the on-die CPU cache. The authors
demonstrate that using 500K multi-field rules from the stan-
dard ClassBench benchmark, lookups are at least 1.6× faster,
and rules compressed at least 4.9× more than the best state
of the art algorithms [8, 33, 35].
Our prototype runs the NuevoMatch algorithm on the

nanoPU. Because multi-field packet classification is stateless
(i.e., no state is recorded and shared between packets) and the
rule set is read-only (except for occasional changes written
by a control program), we can safely replicate the rule set
across nanoPU cores or partition it into non-overlapping
regions of header space [28]. The nanoPU can load-balance
across cores two different ways: First, the NIC pipeline can
hash packets to a portion of the rule set running on one
core. Second, the nanoPU contains a hardware core selection
algorithm to balance packets across cores holding the same
rule set. Thus, as long as the classification rules that a core is
responsible for fit into its cache, we can except the nanoPU
to classify packets very quickly.

Porting NuevoMatch to run on the nanoPU involved mak-
ing minimal changes to the NuevoMatch library. Nuevo-
Match can batch the classification of multiple packets to take
advantage of SIMD optimizations. In our implementation, we
classify one packet at a time on each core, so we removed the
SIMD batching, which lowers the latency. After executing the
RQ-RMI model, NuevoMatch uses a remainder classifier. We
configured NuevoMatch to use the CutSplit [33] algorithm
as the remainder classifier.

3.1.2 Path Latency Anomaly Detection. While there
are many interesting per-packet monitoring applications,
we chose to evaluate path latency anomaly detection and
mitigation. The application measures the network latency
encountered by packets as they traverse the network, and
keeps track of the typical latency for a given flow (see below).
If a flow experiences abnormally high network latency, the
application attempts to fix (mitigate) the issue by updating
switch forwarding tables to route the flow along a different
path.
The application requires a monitoring node to process

per-packet telemetry reports carrying the latency that the
packet experienced at each hop along its path. The monitor
can use many different algorithms to determine whether the
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flow is experiencing a short- or long-term sustained increase
in latency. For example, it could implement a simple thresh-
old, or compare against a moving average. Our prototype
calculates a moving average over the last ten INT reports for
the flow. If the path latency exceeds the moving average by
more than a threshold amount, the monitoring application
generates a command to tell the first switch on the path (or at
the switch just before the increase) to redirect future packets
along a different path.

Our goal here is not to propose this particular algorithm;
rather, we pick an algorithm requiring non-negligible state
and computation for each arriving INT report. It would be
difficult for a programmable switch to implement a moving
average for many concurrent flows; in software, the nanoPU
simply maintains a circular buffer. The nanoPU seems well-
suited to this application because it should be able to process
a very high rate of INT reports, and then respond (to re-route
the flow) in less than a microsecond.

3.1.3 Raft Consensus Protocol. From among the many
available consensus protocol implementations [9, 20, 36], we
choose to use Raft. Raft is designed to be easy to understand
and is widely used in production deployments. We port an
open-source production quality implementation of Raft [36]
to run on the nanoPU.
In consensus protocols such as Raft, a write operation is

not considered committed until the last replica completes
its write, and therefore the tail latency tends to dictate the
performance of the application. The nanoPU is optimized
to minimize RPC tail latency, and has explicit support for
applications wishing to strictly bound the tail latency. Raft
should be well suited to the nanoPU.
Porting Raft to run on the nanoPU required us to make

some small modifications to the library source code. We
handled incoming network data (into the CPU register file)
via an event loop that calls the Raft library callback functions.
We also added message type IDs into the Raft data structure,
adjusted the initial size of the library memory buffer, and
removed some logging statements. Otherwise, we left the
Raft source code unchanged; we include ourmodified version
in the artifact accompanying this paper.
When adding a new state variable to its store, Raft first

replicates the value, waiting for a majority of servers to
signal that they have replicated it. Next, it ‘applies’ the entry
to each server’s ‘state machine’, where the particular state
machine in use is application-dependent. In our case, we use
the MICA key-value store [37] with 16B keys and 64B values
as our example state machine. Clients send the Raft cluster
MICA write requests, which are replicated, committed, and
then applied to the MICA databases.

3.2 End-to-End Evaluation
We evaluate our nanoPU prototypes using cycle-accurate
simulations. We use both software simulations with Ver-
ilator [51] and hardware-accelerated simulations running
on FPGAs in AWS F1 instances using the Firesim frame-
work [26]. All of our performance evaluations are based
upon a 3.2 GHz nanoPU core clock rate. The nanoPU proto-
type does not include MAC and serial IO logic. Therefore,
unless explicitly mentioned, the reported results do not in-
clude the additional latency that would be added by these
modules—≈26 ns in both the RX and TX directions.
3.2.1 Packet Classification. We evaluate the perfor-
mance of packet classification on the nanoPU using Nuevo-
Match [45].We ran the sameACL1ClassBench [48] workload
used by NuevoMatch: 100K ACL rules and a trace of 700K
packets with six 4-byte header fields. We use a load gener-
ator to send the trace packets to the nanoPU running on
the FPGA and measure the end-to-end latency from the load
generator, including 43 ns link latency in each direction. The
nanoPU has a 16KB L1 cache and a 512KB shared last level
cache (LLC).
As a baseline, we ran NuevoMatch with eRPC on a com-

modity x86 server with 384KB L1 cache and 15MB LLC. We
used a testbed of two servers with Mellanox CX5 100Gb/s
NICs connected via a Tofino switch [49]. We used the switch
to measure the end-to-end latency for the server to classify
a packet and send a response.

Figure 3 shows the 99% tail latency vs load for NuevoMatch
running on the nanoPU. It also shows the 99% tail latency for
NuevoMatch running on eRPC under low load. While 100K
rules fit in the LLC on the x86 server, they do not fit for the
nanoPU. Hence, we see that as the number of rules decrease,
the benefits provided by the nanoPU increase, because the
latency is less dominated by memory accesses and more by
network IO, which is highly optimized on the nanoPU. At
low load with 100 rules, the 99% tail latency for eRPC is 1.9 𝜇s
vs 1.0 𝜇s when using the nanoPU. It is reasonable to expect
that future generation nanoPUs will have cache sizes that
meet or exceed those on modern x86 processors.
3.2.2 INT Report Processing. We evaluate the perfor-
mance of the path latency anomaly detection and mitigation
monitoring application, as described in Section 3.1.2. We
measure two performance metrics: (1) maximum throughput
when processing INT reports, and (2) response latency (a.k.a
reflex latency) to generate a re-route command: the time
from when INT telemetry metadata enters the NIC until the
command to update the switch forwarding table leaves the
nanoPU’s NIC.
Throughput: Our first experiment measures throughput.
Our goal is to process every arriving INT report for a
100Gb/s link, or 8.3M reports/second, assuming 1500B data
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Figure 3: 99% tail latency for NuevoMatch on both the
nanoPU and eRPC/x86 using various size rulesets.

Throughput (Mrps) Reflex Latency (ns)
nanoPU 20 130
eRPC 0.7 2400

Table 1: Comparison of telemetry report processing
throughput and reflex latency for both the nanoPU
and eRPC.

packets. We send in a stream of 100 telemetry reports at line
rate and then measure how long it takes the application to
process all 100 reports. The application does not generate any
switch update commands, and so this experiment emulates
best-case steady state behavior, when the network is run-
ning at 100% load. Our results indicate that the monitoring
application running on the nanoPU processes 20M report-
s/second using a single core. Seeing as this is well above the
target 8.3M reports/second, we can expect this application
will have no problem keeping up with incoming telemetry
reports.

Reflex Latency: To measure response latency, we run a
similar experiment to the one described above; this time,
the monitoring application generates a single switch update
command in response to the incoming telemetry data. We
measure a reflex response latency of 78 ns, or about 130 ns
when including the MAC and serial IO.

Table 1 compares the per-core throughput and average
reflex latency of our nanoPU prototype against the same
monitoring application using eRPC on a traditional x86 host
CPU with a Mellanox CX5 100Gb/s NIC. We measure the
reflex latency using hardware timestamping on a Tofino
switch and account for the link latency between the switch
and host. We see that the nanoPU improves throughput and
reflex latency by about 30× and 20×, respectively. On both
the nanoPU and the x86 server, the time to process each
report is about 50 ns. However, eRPC introduces additional

software overheads (e.g. congestion control) which dramati-
cally reduce the throughput of the system. On the nanoPU,
the application logic is the only thing running in software,
everything else is implemented in pipelined logic in hard-
ware. This allows the system to sustain significantly higher
throughput than modern systems, especially for applications
with very short processing times, like this one. The nanoPU
also improves reflex latency as a result of its highly opti-
mized network stack which is directly connected to the CPU
register file.

3.2.3 RaftConsensus Protocol. We evaluate Raft by run-
ning a 16B-key, 64B-value MICA key-value store state ma-
chine. For our experiment, we use four simulated nanoPUs
(each running one core). Three nanoPUs form the Raft cluster,
and the fourth serves as the Raft client. A single simulated
switch connects the nanoPU client and the three nanoPU
Raft cluster. The links between each nanoPU and the central
switch are configured with a 43 ns latency (about 12m cables),
and the switch itself forwards with a simulated latency of
either 300 ns (equal to low latency cut-through commercial
switch ASICs [47]) or 1 ns (to benchmark the non-switch la-
tency). Although our Raft cluster correctly implements leader
election and can tolerate server failure, and our client can
automatically identify a new Raft leader, we conduct perfor-
mance tests of a Raft cluster in the steady-state, failure-free
case, with a single steady leader and three fully functioning
replicas.
We measure the latency from when the client issues a

three-way replicated write request to the Raft cluster, until
the client hears back from the cluster leader that the request
has been fully replicated and committed across all three Raft
servers. In 10,000 trials, with a switch latency of 1 ns, we mea-
sured a 1.88 𝜇s median and 2.06 𝜇s 99% tail latency under no
load at the nanoPU client. With a more realistic 300 ns switch
latency, the average latency would therefore be 3.08 𝜇s, with
a 3.26 𝜇s 99% tail latency. eRPC [23], a high performance,
highly optimized RPC library for general purpose CPUs re-
ports a 5.5 𝜇s median and 6.3 𝜇s 99% tail latency — about a
factor of 2 higher latency than the nanoPU implementation.

We also evaluate a nanoPU Raft cluster’s 99% tail latency
across a range of loads, beginning at 318,000 requests per
second and continuing to 507,000 requests per second. The
results are shown in Figure 4. As can be seen in the figure,
the nanoPU maintains a low 99% tail latency (3–4 𝜇s) up to
approximately 500,000 requests per second, at which point
the rate of incoming requests (roughly one every 2 𝜇s) be-
gins to exceed the rate at which the system can process the
requests, and server queues fill up causing requests to be
dropped.
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way replicated writes, as measured by the client, as a
function of the load.

4 BUILDING A REFLEX PLANE
Up until now, we have evaluated three common building
blocks for in-network services to support large distributed
applications. Next, wewill examine one particular distributed
application in much more detail, to see how these accel-
erated building blocks help. We call the system the Reflex
Plane, a subsystem to help accelerate decisions made by a
logically centralized SDN control plane, such as ONOS [42]
or ONIX [31].
This section is a design study: While everything up

until this point has been prototyped and extensively
benchmarked—and the means to reproduce it made
available—we have not implemented the complete reflex
plane system. Our benchmarking results from our building
blocks provide evidence for how the reflex plane will per-
form, but it is beyond the scope of this paper to build it.

4.1 Motivation
Network control planes today often use a logically central-
ized “SDN” controller that maintains a global view of the
network state, allowing it to make globally optimal decisions.
However, the latency of the control loop (from data plane
measurement to control response) can be as high as seconds
or even minutes, far from real-time control.

There are many examples of network failures, anomalies
and performance issues that we would like to address via a
control loop with a latency on the order of just a few network
round trips (RTTs), a handful of microseconds. Unfortunately
this is not practical using traditional control planes. The prob-
lem is even more challenging for large networks, for which
the control plane is a large distributed system itself with
many instances, and when the network is heavily loaded.

If the control plane is to commit to strict service level ob-
jectives (SLOs) it must react quickly to current network state
in order to evenly distribute traffic, handle failures, and im-
pose security policies. To make this more concrete, consider

a control program whose job is to detect and mitigate mi-
crobursts, network congestion events that last for only tens
or hundreds of microseconds [56]. Mitigating microbursts
requires detecting them in the forwarding plane (e.g., from
INT samples received by a collector), identifying the culprit
flows, then responding with a re-route, source throttle, or
in-network policing of just the culprit flows. A good deci-
sion will require access to global state and policy, and yet no
control plane that we are aware of is able to respond within
a few microseconds.
Recently, researchers have observed this dilemma and

have proposed distributing some control functionality to
programmable network switches, enabling them to react very
quickly to observed issues/inconsistencies [16, 27, 54, 55].
However, this approach has three problems: (1) Program-
mable switches can perform very limited functionality. They
have limited amounts of state memory, have a limited in-
struction set and do not have a program counter for more
complex algorithms. (2) A network switch does not have
access to global network information and hence it is forced
to make control decisions based upon only local state, which
often can lead to sub-optimal decisions. (3) If a control plane
delegates decisions to a switch, it breaks the usual “top-down”
programming model in which the control plane tells the for-
warding plane what to do; this leads to more opportunities
for inconsistent state, and hence incorrect future decisions.
We therefore set the design exercise: Could we build a

network control system that provides the responsiveness of
the distributed approach while utilizing global information
like the centralized approach? We call our solution the net-
work reflex plane. The reflex plane logically sits between the
forwarding and control planes. It is responsible for process-
ing all data-plane telemetry measurements in a distributed
fashion, identifying issues and inconsistencies, and provid-
ing an extremely low latency response to mitigate issues in
real-time. It operates as a delegate of the control plane, which
is still in charge. In our examples, as a general rule of thumb,
the monitoring logic in the reflex plane maintains ephemeral
state (e.g., recent queue occupancy information, current link
utilization, current path latencies) and is not burdened with
the need for large amounts of persistent global state. When
it makes a decision, it can take certain (but not all) actions
authorized by the control plane; it thenmust make sure its de-
cision quickly updates part of the persistent state associated
with each network element in a fault tolerant manner.

If the reflex plane is to respond in just a few microseconds,
tail latency becomes king [10]; we must make sure decisions
are both fast and predictable, even if a decision relies onmany
measurements. Our reflex plane programs encounter too
much overhead on a conventional CPU and are too complex
for a programmable switch. We thus study how well the
reflex plane runs on a cluster of nanoPUs.
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Our reflex plane is built from the three network services
evaluated earlier: (1) Packet Classification to classify teleme-
try reports and dispatch them to the appropriate core(s) for
further processing. (2) Telemetry Report Processing to detect
and respond to data plane issues quickly. (3) Fault-tolerant
network state management to store the relevant state about
each network element, which can be updated with very low
latency operations.
4.1.1 Example Reflex Operations. Table 2 describes a
number of operations enabled by our reflex plane. We detail
two such examples below.
a) Microburst Detection and Mitigation. When mi-
crobursts happen today, operators have few tools at their
disposal to detect, diagnose and resolve them. Current state
of the art approaches in the data plane are coarse (e.g., man-
ually pausing, or evicting a workload), or defer the choice to
end-to-end congestion control protocols, which base their
decisions on local self-interested policies without knowledge
of a global objective or preferences. If, on the other hand, an
INT report collector has reports from every packet passing
through a queue, it can rebuild the state of the queue at every
time instance. First, it can detect when the queue is heavily
congested and exceeds a threshold; second, it can identify
which flows contributed to the event, including those taking
the lion’s share. It can check if a flow is entitled to its share,
then resolve the problem by, for example, throttling flows at
their source end hosts or rerouting victim flows so that they
are less affected by the issue. Doing this well requires global
knowledge and coordination within a few RTTs, which is
the role of the reflex plane.
A reflex plane running on a nanoPU can perform more

powerful algorithms than today’s programmable switches;
we can introduce intelligent algorithms, policy checking, or
even AI-based algorithms.
b) Tuning Forwarding Plane Parameters. If we want a
network to maintain high load and low latency, we often
need to tune forwarding plane parameters. This is because
most congestion control algorithms were designed with only
local information: Basic TCP makes an end host-local de-
cision, with a simple objective such as global fairness, but
without the ability to implement other global policies. In the
network, we use ECN, DCQCN, and PFC messages to make
crude decisions based on local information. This is because
we generally assume that fast decisions must run in fixed
function hardware. But, if we want the network to work
well, we need to update ECN marking thresholds, buffer con-
figuration parameters, and PFC parameters frequently as
workloads constantly change. For example, it is well known
that DCQCN performs better if the parameters are tuned
for specific traffic workloads (message sizes, sensitivity to
completion time, etc.) [57]. A fast reflex plane can monitor
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Figure 5: The design of reflex-plane architecture.
workload changes over time, and derive optimal parameters
for each device and end host, providing a middle ground be-
tween fast, crude, local decisions in switches, or slow traffic
engineering decisions in the control plane.

4.2 Design of a Reflex Plane
Figure 5 is a high-level diagram of our reflex plane architec-
ture. The overall goal of the reflex plane is to enable fine-
grained network monitoring with extremely low latency
(real-time) closed loop control. This section explains each
component of the architecture in detail. Note that optimizing
for latency through each component is paramount if we are
to minimize the overall control loop latency.

Telemetry Reports. The data plane provides telemetry re-
ports containing information about the current state of the
network. We will assume that INT [29] reports are used, as
described in Section 3. The INT sink (the last switch along
the path) extracts the INT header and metadata from each
packet, delivers the original packet to the destination host,
and forwards the INT metadata to the reflex plane. Each
switch additionally reports packet drops to the reflex plane,
along with the reason for the drop and switch metadata from
previous hops. Duplicate reports are coalesced or removed.

Classification Layer. The job of the classification layer is
to examine the telemetry reports and decide which reflex
processing nodes to send the data to for further processing
and analysis. A given report may need to be replicated and
then sent to multiple processing nodes for scaling or for
multiple concurrent monitoring functions each of which is
responsible for monitoring particular events based on its
own state. Arriving telemetry reports are classified based
upon a number of fields, including: flow identification fields
(e.g., 5 tuple), switch & link ID, switch & queue ID, and the
reason for a packet drop. The classification rules may include
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Description Core challenges
with today’s approach

Microburst detection
and mitigation

Detect increase in queueing delay, identify
culprit flows, and take corrective action.

Quickly detecting and resolving it before
it starts causing damages to victim flows.

Data plane parameter
learning and tuning

Use telemetry measurements to configure
optimal data plane parameters for varying
environments.

Quickly adapting to varying traffic
patterns, applications, and requirements

DDoS/super-spreader/
port-scanning
detection and mitigation

Detect when many different connections are
opened on the same host or by the same host
within a short period of time. Configure
firewall rules to block additional connections.

Ensuring extremely low detection
latency to minimize damage.
Detecting highly-distributed attacks
that can evade local detection.

Distributed rate limiting

Detect when a collection of VMs, containers,
applications, or tenants attempts to consume
more than its fair share of network resources.
Apply rate limiting in a distributed fashion
and keep adjusting the local rate caps to avoid
unnecessary throttling as long as the aggregate
consumption is less than the fair share.

Detecting a violation at the aggregate
level. Distributing available resources
per desired global policy (e.g., Max-min
fairness) without introducing any
unnecessary suboptimal allocation.

Routing loop detection
and mitigation

Monitor the path that each packet takes
through the network and look for loops.
Update routing rules to resolve it

Detecting transient loops timely and
responding to them by rerouting
only necessary traffic while taking into
account global topology and routing policy.

Table 2: Example reflex operations.

wildcards, range matches, and a priority value for each rule.
The rule indicates which report fields should be sent to reflex
plane monitoring nodes for further processing. The classifica-
tion rules need to be updated when monitoring applications
are added and removed. The classification layer is easily par-
allelizable. It should be provisioned with enough capacity in
a scaled-out fashion to classify all telemetry reports from the
data plane because, as we mentioned earlier, a 100GE line
carrying 1500B packets can generate 8.3M reports/second.
Monitoring Layer. The monitors in the monitoring layer
are where decisions are made, and contain the main logic
of the reflex plane. Each monitor runs on a dedicated set of
nanoPU cores and processes the telemetry metadata sent to
it by the classifier. A monitor must maintain its own state; for
example, flow, queue, or link state needed for its decisions.
Monitor state is assumed to be ephemeral, based on recent
measurements and reports, and does not need to be fault
tolerant. The number of nanoPU nodes needed for the mon-
itoring layer depends on the number of monitors and the
number of incoming telemetry reports. The system needs to
scale dynamically as needed, as demand grows. Each moni-
toring application is self-contained, keeping track of the state
it needs, allowing it to scale out by provisioning additional
nanoPU cores on demand.

The amount of processing a monitoring node can perform
depends on whether it maintains state. Using our 100GE link
as an example, carrying 1500B and 8.3M reports/second, if a
single monitoring node needs to process every report, then
is must complete within 120 ns, or about 400 instructions on

a 3.2 GHz nanoPU. This, we have found, is often sufficient.
However, if the monitor needs more cycles, it can further
pipeline the function across several nanoPU cores, so long
as state is confined to one core, or carried with the data. If
the monitor is stateless (e.g., if its job is to simply compare a
telemetry report against a set of fixed thresholds) then the
classification layer can be told to load-balance reports over
multiple identical instances to scale out performance.

When a monitor makes a decision, it produces reflex com-
mands authorized by the control plane; for example, to up-
date switch state to re-route a flow or tune an ECN marking
threshold. Reflex commands are sent directly to the subse-
quent layer in the reflex plane, the network state layer.

Network State Layer. The network state layer maintains
the state associated with each network element in a reliable,
replicated store. We assume here that it uses Raft [41], but
it could use any consensus protocol that enables replicated
state machines. Modern distributed SDN controllers already
maintain replicated state internally; we propose refactoring
the design so as to offload some of this state into the reflex
plane where it can be updated more quickly.
We need to be clear about which state needs to be fault

tolerant, and which does not. Generally, each monitor main-
tains ephemeral internal state (e.g., counters) that do not
need to be redundant. If a monitoring node fails, it starts over.
However, state that configures the monitor, e.g., a threshold
value, or configuration that the monitor updates, such as
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the forwarding rules in a switch, is part of the global net-
work state owned by the network state layer of the reflex
plane. This state is treated with the same importance as the
control plane’s internal replicated state and must survive
failures of individual components in the reflex plane. Clearly
identifying which state needs to be replicated, we can keep
monitoring applications simple and scalable. But this must
not be at the expense of overall global state reliability.
When a monitor sends a reflex command that updates

global state, it sends it to the nanoPU-based Raft cluster
responsible for maintaining the state associated with the
target network elements. The cluster applies the reflex com-
mand to its state and subsequently forwards the command
to the physical switch. This ensures that the control plane
will always have a consistent view of the relevant state in
the forwarding plane.

Control-Plane Interface. The control plane is able to read
the state of each network element in the reflex plane. SDN
controllers use this state to maintain a global view of the
network and check properties, such as reachability between
hosts. Monitors in the reflex plane may query some state
within the control plane, such as the network topology.
Therefore, we recommend that this global state is exposed
by a very low-latency RPC service, allowing the reflex plane
to react quickly. The control plane can also write the state of
each network element by sending control commands to the
reflex plane. For example, if a control program implements
BGP, it will write new forwarding entries into the switch
tables. These are stored redundantly by the reflex plane for
fast, reliable access.

4.3 Discussion
The performance of the reflex plane is dictated by the per-
formance of each layer in the usual way. The latency will be
additive across the layers; the throughput will be determined
by the bottleneck. Our evaluations in Section 3.2 suggest
that it is feasible to build a reflex plane with an overall reflex
time below 10 𝜇s when using nanoPUs. We believe it is much
faster than any existing network control planes.

5 RELATEDWORK
Packet Classification. High performance packet classifi-
cation is a hot topic of networking research. The highest
performing packet classification systems use dedicated hard-
ware which is specifically designed for this task, such as the
PISA [3] switch architecture. These devices can classify pack-
ets at more than 10 Tb/s, more than 15 billion packets per
second. Software packet classification techniques [8, 33, 45]
are commonly used in virtual network functions, such as for-
warders or ACL firewalls. These approaches classify packets
at a few million packets per second. Rather than proposing

a new technique for packet classification, we explore how it
can be accelerating using the recently proposed nanoPU.

Network Monitoring Systems. The advent of In-band
Network Telemetry (INT) and programmable data planes
has sparked a renewed interest in how we perform network
monitoring. INT Collector [50] and Barefoot/Intel Deep In-
sight [11] are two existing systems to process INT reports
and store the results in a time series database so that network
operators can run queries to diagnose performance issues.
Sonata [13], Marple [40], UnivMon [38], and Speedlight [53]
are proposals that harness data plane programmability to
enable more scalable monitoring systems, capable of han-
dling the firehose of telemetry reports. However, unlike our
proposed reflex plane, none of these systems have the ex-
plicit goal of enabling real time detection and mitigation of
observed issues.

State Machine Replication. NetChain [20] and Net-
Paxos [9] are two systems that leverage data-plane pro-
grammability to accelerate state machine replication logic.
NetChain seeks to accelerate chain replication and NetPaxos
accelerates Paxos [32]. We explore how the nanoPU can be
used to accelerate the Raft consensus protocol [41].

Low Latency Network Control. Mantis [54], whose goal
is to enable low latency control plane response times, was one
of our original inspirations for the reflex plane. The Mantis
control plane runs on the switches’ local CPUs and contin-
uously polls the switch state. It runs “reaction functions”,
and updates the switch state. This approach is quite limited,
however, because switches do not have access to global infor-
mation about the network and hence the reaction functions
must operate with limited knowledge. Furthermore, we be-
lieve it would be challenging to integrate Mantis into an
existing SDN because there is no mechanism for Mantis to
communicate relevant state updates to the central controller.
We propose the reflex plane in an attempt to solve these
issues.

Redesigning the network abstraction layers. We are
not the first to suggest revisiting the layers of abstraction
used to define network systems. 4D [12] is a precursor to the
modern notion of software defined networking. It advocates
for refactoring the decision logic that is baked into the net-
work elements into a separate data plane and decision plane,
connected by discovery and dissemination planes. This idea
was embraced by SDN where the control plane was moved
out of network elements and into a logically centralized con-
troller. The reflex plane shares some common goals with the
knowledge plane [7], which was described in 2003. In partic-
ular, both proposals advocate for the need to make network
control more automated and intelligent.
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6 CONCLUSION
In the past, we had at our disposal two classes of processing
elements for networks: The control plane, invariably running
in software on one or more CPUs; and the forwarding plane,
typically running on a fixed-function ASIC. It was natural to
think of network functions as “complex and sophisticated,
but slow” (running in software) or “dumb, simple and fast”
(running in switch hardware). With the advent of program-
mable switches, the stark line has become blurred, allowing
us to run more sophisticated, stateful control operations at
line rate in the forwarding plane. Over time, as more prog-
rammable switches and NICs become available, it will be
tempting to place more control functions into the forward-
ing plane. When doing so, we will almost certainly continue
to wrestle with the desire for fast control loops, pushing us
towards the forwarding plane, versus the richness of the
control operations and the redundancy of the state, pushing
us towards software in the control plane.

We therefore think it is important to keep evaluating new
accelerators and domain-specific processors, to see if they
offer an intermediate solution. With Moore’s Law slowing
down, more hardware accelerators will appear. The nanoPU
itself is one example of this trend. With its high throughput,
low and predictable latency communication model, coupled
with a familiar CPU core instruction set, the nanoPU provides
an interesting opportunity to place very fast reflex decisions
in the network, based on very fine grained telemetry data
from the forwarding plane, while allowing monitor functions
to scale and easily evolve and improve over time.
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